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1. HEJIX OCBOEHUA

1.1 | Llenpro OCBOCHNUS JUCIUILUIMHBI SBISIETCS 00y4eHHE CTYICHTOB METOaM 0OecTIedeHNs 3aIUThl HH()OPMAIUH B
coBpeMeHHBIX nHpopMaoHHbIX cucTemMax (MC), GyHKIMOHUPYIOIUX B YCIOBHAX BHEIIHUX U BHYTPEHHHUX YIPO3
nH(OpMAaIOHHON 6e30MmacHOCTH. DTO JaCT BO3MOXHOCTh Oy/yIieMy MarucTpy riryOoKo HOHUMATh (yHKIMOHHPOBaHUE
MEXaHM3MOB 3alIUTH HHpOpManuy B coBpeMeHHBIX VIC, a Takke pemars BOpockl ()OPMHPOBAHMUS ITOMUTHKA
0€30I1aCHOCTH, BO3HUKAIOIIHE B XOJI€ IPOSKTHPOBAHUS U SKCIUTyaTanuy nepcrnektuBHbIX MC. CTyneHTs! OyayT yMeTbh
BBIOMpATh HEOOXOANMBIE TPOTOKOJIBI OE30MACHOCTH M IIpeJylaraTh COBPEMEHHbBIE METO/bI 3aIUThI OT HOBBIX YTPO3
HH(OPMAIIMOHHOH 0€30ITaCHOCTH; IPUMEHSITH METO/IBI 3aIIUTHI ITI(PPOBOro KOHTEHTA OT YTPO3 MOAN(DHUKAINH H
HECaHKIIMOHHPOBAHHOTO MCIOIB30BaHUs NpH ocTpoeHnu VIC; pa3pabaThIBaTh METOIMKH IIOCTPOSHHS IIPOTPaMMHOI 1
anmnapaTHON peayi3aliy 3aIlUThl KOPIIOPATUBHON CETH € YUeTOM NPUMEHEHHUS 00JIaYHbIX TEXHOJIOTHI; MOJICITMPOBATD
paboTy aIropuTMOB 3aUTHl HHPOPMAIUU Ha 6a3e MaTeMaTHYECKOrO anapara JUHAMHIYECKUX JUCKPETHBIX CHCTEM;
aHAIN3NPOBATh PUCKH (HYHKIIMOHMPOBAHUS CHCTEM 3aIIUTHI HH()OPMAITHH.

2. MECTO B CTPYKTYPE OBPA30BATEJIBHOI ITPOI'PAMMBbI

Baox OIT: B1.0

2.1 TpeGoBanus K l'lpe[[Ba]Pl/lTe.]'I])HOﬁ MOATOTOBKE 00y4aI01erocs:

2.2 JucuuIuInHbL (MOLY/14) U HIPAKTHKH, VISl KOTOPBIX 0CBOCHHE JAHHOM JMCUMILINHBI (MOAY/Is1) HEO0X0AMMO KAK
npelecTByloniee:

2.2.1 | Al uckyctBo

2.2.2  |I'mybokoe o0y4yeHne

2.2.3 | MamuHHas reHepanus TeKCTa

2.2.4 |Merons! ynpapiaeHUs: KOMaH10M

2.2.5 |Ilemaroruyeckas mpakTHKa

2.2.6 HpaBOBLIG ACIICKTBI UCIIOJIB30BaHUA HCKYCCTBEHHOIO HHTCJUICKTA

2.2.7 |IloaroroBka K mpoIeaype 3alUThI M 3aIIUTa BEITYCKHON KBaTH()UKAIMOHHON paboThI

2.2.8 |IIpenourioMHas MpakTHKa

3. PE3YJIbTATBI OBYUYEHUS IO JUCIUITIJIMHE, COOTHECEHHBIE C ®OPMUPYEMBIMHA
KOMIIETEHIIUSIMU

OIIK-3: Cnoco0eH aHAIHM3UPOBAThL Mpo(eccHOHATbHYIO HH(pOPMaLHIO, BBIEIATE B Hell INIABHOe, CTPYKTYPHPOBATh,
oopMIISITH U NPEICTABIATH B BH/Ie AHATUTHYECKHX 0030POB ¢ 000CHOBAHHBIMH BHIBOAAMH M PeKOMEHIANMSIMHU

3HaTh:

OIIK-3-31 MeToas! 3amUTHI IPOrPAMMHOTO 00E€CIEUEeHNUS OT YTPpo3 HH(POPMAIHOHHOH 6€30IMaCHOCTH, METO/BI 3aIIUTHl aBTOPCKUX
npaB Ha HM(PPOBOI KOHTEHT

OITK-3-32 OcHOBHbBIE METOAMKH aHATH3a PUCKOB HH(GOPMAITMOHHOK O€30MaCHOCTH Ha MPEANPUITHH

OIIK-3-33 MeToxbsl MOEMNPOBAHHS TIOBEACHNS HAPYIINTEIS HH(QOPMAIIMOHHOH 6€30MmacHOCTH. [IpHHIAIIBI TOCTPOCHNUS 1
(yukimonupoBanus ceteit [letpu

OIIK-1: CnocodeH caMOCTOATEIbHO IPHOOPETATh, PA3BUBATH H IPUMEHATh MATEMATHYEeCKHE, €CTECTBEHHOHAYYHbIE,
COLHATBHO-)KOHOMHYecKHe H NpodeccHoHAILHbIE 3HAHMS /I PellleHUs] HeCTAHAAPTHBIX 32/1a4, B TOM YHCJIie B HOBOW HJIH
HE3HAKOMOIi cpe/ie H B ME:KIMCIMIUIMHAPHOM KOHTEKCTe

3HaTh:

OIIK-1-32 OcHOBHBIE KBAHTOBO-MEXaHMYECKHE PUHIIMIIBL, JIeXKAIINE B OCHOBE IOCTPOSHHSI KBAHTOBBIX CUCTEM 3aILUTHI
HHpOpMAIIH

OIIK-1-31 CoBpeMeHHBIE METOBI KPUNITOTrpaMuecKol B CTeraHorpagpuIecKoi 3amuTsl HHPOpMAaIIH

OIIK-3: CnocoGeH aHaIu3upoBaTh NpodeccHnoHalbHYI0 HHGOPMAaLHIO, BbIACIATh B Hell [1aBHOE, CTPYKTYPUPOBATh,
o¢opMJIATh M NPEICTABIATL B BU/Ie AHATUTHYECKHX 0030POB ¢ 000CHOBAHHBLIMH BbLIBOJAMH H PeKOMEHIAIUAMHI

Ymernb:

OIIK-3-Y2 Hcnonp30BaTh KOHIETIINIO YIIPABICHIS PUCKAMH IIPH aHAIN3E 3aMIAIIEHHOCTH MH()OKOMMYHHUKAIIHOHHOH CTPYKTYPBI
NpeIPUATHSL

OIIK-3-Y5 IIpumensats MeToas! [lapeTo-onTUMU3aIMK B CHCTEME MOAIEPIKKHI MIPUHATHSI peICHUH B 00JaCTH MPOSKTUPOBAHUS
CHCTEMBI 3aIlIUThl HHPOPMaLUK Ha IPEANPHATHN

OIIK-3-Y4 MopenupoBaTh MOBeICHUE HAPYIIUTENS ¢ TOMOIIbI0 ceTH [leTpu

OIIK-3-Y3 AHanu3upoBaTth yrpo3bl HHYOPMAIIMOHHOH 6€30IIaCHOCTH M ySI3BUMOCTH CHCTEM 3aIIUTH HHPOPMALUH, CTPOUTH
MoJieb HH(POPMAIIMOHHON 0E30I1aCHOCTH C TOJIHBIM MEPEKPHITHEM yIPo3




OIIK-1: CnocodeH caMOCTOATEIbHO IPHOOPETATh, PA3BUBATH H IPUMEHATh MATEMAaTHYeCKHE, eCTECTBEHHOHAYYHbIE,
COLMATBHO-DKOHOMHIYeCKHE H PO ecCHOHATBHbIE 3HAHUS /IJIsI PellieHHs] HeCTAHAAPTHBIX 327124, B TOM 4HcJje B HOBOil N
HEe3HAKOMOIi cpee M B MeKINCIHININHAPHOM KOHTEKCTe

YMmerb:

OIIK-1-Y2

[Ipou3BoAUTE pacyeT KPUTHUECKON AJMHBI JUHUU cBA3H Npu PNS-aTake Ha KBaHTOBBIA KaHAI

OIIK-1-Y1 [IpuMeHATh npocTeHIIIe MeTOAB! MNU(PPOBAHKS U AN POBAHHS TEKCTOBOH HH(POPMAIINH, UCIIONB30BaTh MPOTOKOJBI
paszeneHus u pa3oHeHns CeKpeTa

OIIK-3: CnocoGeH aHaIu3MpoBaTh NpodeccHoHaIbHYI0 HHGOPMALHIO, BbIAEIATh B Hell [1aBHOe, CTPYKTYPUPOBATh,
oopMJIATh M NPEICTABIATL B BU/Ie AHATUTHYECKHUX 0030POB ¢ 000CHOBAHHBLIMH BbLIBOJAMH H PeKOMEHIAIUAMHI

Ymerb:

OIIK-3-Y1 [Ipon3BoauTh BcTpanBaHUE NH(POBEIX BOISHBIX 3HAKOB B MyJIBTHMEANIHBIC W TIPOTPaMMHBIE (aiirbl

Baagern:

OIIK-3-B1 Metonukoii aHanu3a pucKoB HH()OPMAIIMOHHOH 6€30MaCHOCTH P NOCTPOSHUH CHCTEMBI 3aIUThI HH(YOPMAIIUU

OIIK-1: Cnioco6eH caMOCTOSITEILHO HpHOﬁ]IETaTL, pa3BUBATh U IPUMEHATb MATEMATH1ECKHE, ECTECTBEHHOHAYYHbIE,
COIMHAJTBbHO-9KOHOMHYECCKHE U leOq)eCCPIOHaJ]LHLle SHAHUA 1JIA PCIICHUA HECTAHAAPTHBIX 3a/1a4, B TOM YHUCJIC B HOBOW MJIH
HE3HAKOMOM cpeae M B MEKTUCHUIIJINHAPHOM KOHTEKCTE

Baanernb:

OIIK-1-B1 MeToaukoi reHepalnu MceBaocIydailHbIX TIOCIEI0BATEIbHOCTEH IS JAIbHENUIIIET0 UCTIONb30BaHNUs B
KpHUNTOrpaQuIecKux aIropuTMax

4. CTPYKTYPA U COJAEPKAHHUE

Kon HaumenoBanue pa3nesioB u | Cemecrp | YacoB | ®opmupyemsie | Jlutepatypa | [lpumeuanne KM Boinoan
3aHATHS TeM /B 3aHATHS/ / Kypc HHAMKATOPbI H 3L sieMble
KOMIeTeH Mt pecypcbl padoThI
Pazpgen 1.
Kpunrorpadpuueckas
3amuTa undopmauuu
1.1 ITpoGeMbl cOBpeMeHHO# 1 2 OIIK-1-31 JI1.4 J11.5
kpunrorpaduu /Jlex/ JI1.7J12.3J13.
5
21
1.2 [IpopaboTtka TeopeTHuyecKoro 1 4 OIIK-1-31 JI1.4 J11.5
MaTepuala U IOATOTOBKa OIIK-1-V1 JI1.7J12.3J13.
OTYeTa 0 NMPAKTUYECKOM 5
pabore 11. /Cp/ 21
1.3 N3ydeHne mpoToKosoB 1 2 OIIK-1-V1 JI1.4 J11.5
pa3OHeHus cekperTa. JI1.7J12.3713.
Brinmonnenwue pazgena 1 5
MpPaKTUIECKOH paboThl €
1. /Tlp/
1.4 U3ydenne mpoTokosoB 1 1 OIIK-1-V1 JI1.4 J11.5 P2
pasleNneHus ceKpeTa. JI1.7J12.3J13.
Brimonnenue pazaena 2 5
MPaKTHYECKOH paboThI 21
1. /Mp/
1.5 Nzyuenne mmdpa [Tnetidepa. 1 2 OIIK-1-Y1 JI1.4 JI1.5
BeinonHeHye npakTUYeCcKoi JI1.7J12.3J13.
pa6otsr 2. /TIp/ 5
31
1.6 ITpopaboTka TeOpETHIESCKOTO 1 4 OIIK-1-31 JI1.4 JI1.5
MaTtepuasa 1 MoJAroToBKa OIIK-1-Y1 JI1.7J12.3713.
OTYeTa 10 NMPaKTUIECKON 5
pa6ore 2. /Cp/ 21
1.7 Jemmdpopanue mudpa 1 2 OIIK-1-V¥1 JI1.4 JI1.5
IIPOCTOU IEPECTAHOBKYU IIPU JI1.7J12.3J13.
MIOMOIIIH METONIa OUTpaMM. 5
BrlnonHeHne MpakTHYeCKOM 21

pabotsr 3. /TIp/




1.8 ITpopaboTka TeopeTHIECKOro 4 OIIK-1-31 JI1.4 J11.5
MaTtepuasa 1 MoJroToBKa OIIK-1-V1 JI1.7J12.3713.
OTYETA IO MPAKTHIECKOM 5
pabore 3. /Cp/ 21

1.9 W3y4enue peructpos casura 2 OIIK-1-Bl1 JI1.5J12.1J13. KMI1
C JIMHEeWHOW 00paTHOM 5
CBSA3BIO KaK T€HEPAaTOpPOB 21
TICEBIOCITYYaiHBIX YHCEI.

BrlnonHeHue nmpakTuueckou
pa6otsr 4. /TIp/

1.10 |IIpopaboTka TeopeTHIECKOro 4 OIIK-1-31 JI1.5J12.1J13.
MaTepuasa 1 OAroToBKa OIIK-1-B1 5
oTYeTa 0 MPaKTUIYECKOH 21
pabore 4. /Cp/
Paznen 2. MoaenupoBaHue
CHCTEM 3aIIUThI
uHpopmManuun

2.1 Puck-opueHTHpOBaHHBIH 2 OIIK-3-32 JI1.6J12.7J13.
IIOIXOJ B CHCTEMAaX 3allUTHI 2
nHpopmaryu /JIex/ 21

2.2 0O030p METOIVK aHATH32 1 OIIK-3-32 JI1.6J12.7J13.
PHCKOB HH(OPMaMOHHON 2
6e3onacHocty /Jlex/ 21

2.3 Uzyuenune monenu 2 OIIK-3-¥3 JI1.6J12.8J13.
MH()OPMAIOHHOH 2
0€30I1aCHOCTH C ITOJIHBIM 91
MEPEKPBHITHEM yIPO3.

BrlinonHeHne nmpakTHuecKoi
pabotsr 5. /TIp/

2.4 [IpopaboTka TeOpETHYECKOTO 4 OIIK-3-32 JI1.6J12.8J13.
MaTepHala U IOATOTOBKa OIIK-3-¥3 2
OTYETA I10 MPAKTHYECKOHN 21
pabore 5. /Cp/

2.5 AHanu3 puckoB 2 OIIK-3-Y2 JI1.6J12.7J13.
UHPOPMAITIOHHOM OIIK-3-Y3 2
Ge3onacHocTH. Brinmonnenue 21
MPAaKTUIECKON pabOThI
6. /Tp/

2.6 [IpopaboTka TeOpeTHYECKOTO 4 OIIK-3-32 JI1.6J12.7J13.
MaTtepuasa v MoJroToBKa OIIK-3-¥2 2
OTYETA IO MPAKTHIECKOMN OIIK-3-¥3 21
pabore 6. /Cp/

2.7 BrinonHenue pacueTHo- 46 OIIK-3-32 JI1.6J12.7J13.
rpaduyeckor paboThI 11O OIIK-3-Y2 3
aHaJIN3y PUCKOB OIIK-3-Y3 2132
nH()OPMAIOHHOH OIIK-3-Bl1
0€30I1aCHOCTH Ha 3aJaHHOM
oobekre /Cp/

2.8 Uzyyenne cuctemsl 2 OIIK-3-V5 JI1.6J12.4
TTOJIICPAKKHU TIPUHATHUS JI2.5J13.6
pelieHuii B obnactu €]
MPOCKTUPOBAHUS CHCTEMBI
3aIUTH HHHOPMAITUH Ha
npeanpusTud. Beimonnenune
MPAaKTUIECKON pabOThI
7. /Mp/

2.9 IIpopaboTka TEOpETHIECKOTO 4 OIIK-3-32 JI1.6J12.4
MaTepuasa 1 MoJroToBKa OIIK-3-V5 JI2.5J13.6
OTYeTa M0 MPAKTUIEeCKON 21

pabore 7. /Cp/




2.10  |IIpaxtuueckas pabora Ne 8. OIIK-3-33 JI1.6J12.8713. KM2 P8
Paspabotka crieHapueB OIIK-3-Y4 2
JIelcTBUI HAapyIIUTENsA €|
nH()OPMAIOHHOH
0€e30MacHOCTH C
HCIOJIb30BAHUEM CETH
[erpu /TIp/

2.11 |IIpopaboTka TEOPETHIECKOTO OIIK-3-33 JI1.6J12.8J13.
MaTepHala U IOATOTOBKA OIIK-3-V4 2
OTYETA T10 MPAKTHYECKOHN 21
pabore 8. /Cp/

Pa3nen 3. 3ammura
uu(ppPoOBOro KOHTEHTA OT
YIpo3 nH(pOPMANMOHHOI
0€30IMacHOCTH

3.1 TexHonoruu 3amniuThl OIIK-3-31 JI1.1 KM5
3JIEKTPOHHOTO JI1.3J12.2J13.
JIokyMeHToobopota /Jlex/ 1J13.5

21

32 3amuTa IporpaMMHOTO OIIK-3-V1 J.1
o0ecreueHust METOAaMU JI1.3J12.2J13.
cTeraHorpaguu. 1JI3.5
BrlinonHeHne MpakTHYeCcKOM 21
pabotsr 9. /Tlp/

33 [TpopaboTka TeOpETHUECKOTO OIIK-3-31 J.1 KM3
MaTepHala U IOATOTOBKa OIIK-3-V1 JI1.3J12.2J13.
OTYETA T10 MPAKTHYECKOMN 1JI3.5
pabore 9. /Cp/ D1

34 3amuTa 3JIeKTPOHHBIX OIIK-3-Y1 J.1
JIOKYMEHTOB C JI1.3J12.2J13.
WCTOJIb30BaHUEM UG POBBIX 1JI13.5
BOJISTHBIX 3HAKOB. o1
BeInonHeHne npakTUYeCKoM
pa6ortsr 10. /TIp/

3.5 [IpopaboTtka TeopeTHuyecKoro OIIK-3-31 JI1.1
MaTtepuasa  MoJIroToBKa OIIK-3-V1 JI1.3J12.2J13.
OTYeTa 0 NMPAKTUYECKOM 1JI3.5
pa6ore 10. /Cp/ 21

3.6 CTEroKOMILIEKCEHI, OIIK-3-V1 JI1.1
JTOITYCKAIOIIHE JI1.3J12.2J13.
HCTIOJIb30BaHHE 1JI3.5
ayTUOKOHTECHHEPOB. 21
Brimonnenune npakTu4eckou
pa6otsr 11. /TIp/

3.7 ITpopaboTka TeOpETHIECKOTO OIIK-3-31 J.1
MaTtepuasa 1 oAroToBKa OIIK-3-V1 JI1.3J12.2J13.
OTYETA I10 MPAKTHYECKON 1JI3.5
pabore 11. /Cp/ 21
Pa3nen 4. KBanToBbIE
TEXHOJIOTHH 3aIIHUThI
uHpopManuu

4.1 KBanToBas kpunrorpadpus u OI1K-1-32 JI1.2J12.6J13.
MIEPCIICKTHBEI KBAHTOBBIX 4
TEXHOJIOTHH 3aI[UThI 21
uHpopmaruu /Jlex/

4.2 PacueT kpuTHYECKOI THHBI OIIK-1-Y2 JI1.2J12.6J13. KM3
JuHUU cBs3u npu PNS-arake 4
Ha KBaHTOBBIM KaHAJIL. 21
BrlnonHenue nmpakTuueckou
pabotsr 12.
Mp/

4.3 ITpopaboTka TeOpETHIECKOTO OIIK-1-32 JI1.2J12.6J13.
MaTepualla U IOATrOTOBKa OIIK-1-Y2 4
OTYETA I10 MPAKTHYECKON 21

pabore 12. /Cp/




5. POHJ OIEHOYHBIX MATEPHUAJIOB

5.1. KonTpoJibHble MeponpusTHs (KOHTPOJIbHASA padoTa, TeCT, KOJJIOKBUYM, IK3aMeH U T.IT), BONPOCHI IS

CaMOCTOSITeILHON MOATOTOBKH

ITpoBepsiemble
Kon KonTponsHoe
WHINKATOPHI Bomnpocs! ams moaroToBku
KM MEpONpUATHE o
KOMITETeHLUI
KM1 Komnmoksuym Ne 1. OIIK-1-31;0IIK-1- | JIns 9ero HeoOX0iMO ITpUMEHEHNE IU(PPOBAHUS C OTKPBITHIM KITFOYOM
Kpunrorpagpuueckas |Y1;0I1K-1-B1 B TAHBIX MHOTOCTOPOHHUX BBIUUCIICHHSX ?
3ammTa Kak npoucxoaut renepanus kimoueit B anropurme RSA?
WHQPOPMAITHH. UYro o3HavaeT (m, n)—IIOpOroBast cxeMa pas3jiejicHUs CEKpeTa.

Hasnauenue nHTEpHOISLMOHHOrO MoJMHOMA Jlarpanixa.

CyIHOCTb KUTACKOM TeopeMBbl 00 OCcTaTKax.

Yewm oriimuaeTtcs pa3OHEHNE CeKpeTa OT pas3JielieHus cekpera?

YeM oTiimvaeTcst pa3dueHme CeKpeTa 0T TAWHBIX MHOTOCTOPOHHUX
BBIYUCIICHUN?

K xakomy kiaccy mudpos orHocutes mudp [neiidepa? Ykaxure
0COOEHHOCTH TIOIOOHBIX M POB.

Onumute npoueaypbl Iu(POBaHUS U pacIIU(PPOBAHUS TI0 METOAY
IIneiidepa.

OreHNTe KPUIITOCTOHKOCTh H3YYEHHOTO METOAA INTU(PPOBAHUS U
BO3MOXKHOCTH UCTIONIb30BaHUSI ITOJIOOHBIX METOJIOB B COBPEMEHHBIX
KPHUIITOCUCTEMAX.

Samudpyiite cBoro hamunuio mudppom [Tneiidepa Bpyunyto. CpaBHUTE
PE3yIBTATHI PYYHOTO NIH(DPOBAHUS U TIONYYSHHBIEC C TTOMOIIBIO
nporpammsl Playfair.exe.

B yem 3akimodaeTcst OMMCaHHBINH B paboTe METOJ BCKPBHITUS
KpunTorpamm?

B gem 3akirouaercs Meton mudpoBaHus (pacmudpoBaHus) ¢
WCTIOJIb30BaHUEM IepecTaHoBOK? Kakue nepecTaHOBOYHBIE METOBI
mmppoBaHUs BB 3HaeTe?

[TpuBeauTe MPUMEPHI UCTIOIH30BAHISI AITOPUTMA NIEPECTAHOBKA B
COBPEMEHHBIX CHMMETPUYHBIX KPUTITOCHCTEMAX.

Kaxue TpeboBaHus K UCXOIHBIM TEKCTaM U AJIMHAM KITIOYeH
mmppoBaHus odecriedaT MaKCUMAaJIbHBIN () (GEKT A UCTIONb30BaHUS
M3y4EeHHOTO METO/Ia NeMruPpoBaHUs?

UYro Takoe M-miocnenoBatensHOCTh? KakoBhl ee cBoiicTBa? Kakas
OTBOJHAS MOCJIEZOBATEIBHOCTD MMO3BOJISIET €€ NONMy4nuTh? ONUIIuTe
nporiecc pabotsl yeTbipexouToBoro PrCcJIOC: oTkyna 6epercs
BBIXOHOM OWT 1 KaK ()OPMHUPYETCS TICEBAOCTydaiHas
MOCJIEI0BATEIbHOCTD, KaK MIPOUCXOAUT CIOBHUT PETUCTPA, KAaK MEHSAETCS
€ro COCTOSIHUE, KaK o0pa3yeTcst OUT GYHKIMH 00paTHOW CBS3U
(mpuBennTe TaONMUIy HCTHHHOCTH A oneparnil XOR ot 1, 2, 3, 4
MEepeMEHHBIX )

Uro onpenenser cBorictBo nepuoandHocTd PrCeJIOC? Ot uero
3aBucHt reprog PrCcJIOC? Kaknue MHOTOUJICHBI SIBIISIFOTCS
HEMPUBOAUMBIMH 110 MOAyI 0 2?7 I'1e 1 AJi 4ero uX MOXKHO MPUMEHSATh
Ha MpaxkTuke?

Yt0 BXOIUT B MoHsTHE «JIMHEIHAS CIOKHOCTH OMHAPHOM
nocnenoBaTenbHOCTHY? Kak ee MOYKHO MCTIONIB30BaTh /ISl OLEHKU
HceBIocTy4daiiHol OMHApHO mocienoBaTenbHOCTH? UTo onpenenser
cBoiictBo nepuogrnaHoctd PrCcJIOC? Ot 4ero 3aBUCHT MEpUO]T
PrCcJIOC?

Uro Takoe 0TBOJHASI IOCIEN0BATEAbHOCT? [ 4ero oHa Hy>KHa B
PrCcJIOC u Ha xakue ero napamerpsl Bauser? YTo Takoe HHULUAIEHOE
cocrostane PrCcJIOC? Kakue ectb orpaHu4YeHHs Ha 3HAYCHHE
nHumanbaoro coctosiHus? Iouemy? Uro Takoe I'CITU? Ha yem onn
MOryT OBITh OCHOBaHBI? Kakue y HUX MpeuMyIIecTBa U HEAOCTATKU?




KM2

KommokBuym Ne 2.
AHanmu3 prcKoB
nH(OPMAIOHHOH
6e30macHOCTH.

OIIK-3-32;0I1K-3-
33;0I1K-3-Y2;0IIK-
3-VY3;0I1K-3-
V4;0IIK-3-Y5;0IIK
-3-Bl

Uro Takoe yrpo3a uHpopmanuoHHoH 6e3omacHocTH? [IpuBeaure
HpHMEpBI.

Kaxim 06pa3oM MOryT OBITh KITacCH(UINPOBAHEI YTPO3BI
nH(pOPMAIOHHOH 6e30macHOCTH?

Yro Takoe ys3BUMOCTb M YeM OHA OTJIMYAETCs OT YIPO3bl?

Kaxum 06pazom MoXxeT OBITH IIPOBE/ICHA KIaCCU(HUKALIU
YSI3BUMOCTEN?

Kaxue monenu 3ammtel nHpopMaiiu Bel 3Haete?

Kaxwue npennonoxeHus JiexaT B OCHOBE MOZIENH C ITOJHBIM
NEPEKPHITHEM YIpo3?

HazoBure npenmymecTBa 1 HEAOCTATKU MOJETH C ITOITHBIM
HEPEKPBITHEM YIPO3.

Kaxast nHdpopmManust nomkHa ObITh cOOpaHa Ha OOBEKTE OLCHKH JUIs
MPOBE/ICHNS aHAIN3a HHPOPMAITHOHHBIX PHCKOB?

B kakux equHUnax usMepseTcsa puck nHGopMaIonHoil 6e3onacHocT?
BriGepure onTHMAaNbHYIO CTPAaTETHIO YIpaBIeHHUs PUCKaMH B
CITeYTOIIEeM CIIyJae: BeO-cepBep KOMIIaHHH HAXOAUTCS BHYTPH
KOPIIOPATHBHOM CETH ¥ €To MPorpaMMHOe odecreuene, BO3MOXKHO,
COJICP)KHT YSI3BUMOCTH.

Kaxyro napopmaimo HeoOX0ANMO HOIYIUTh Ha 00BEKTE OLIEHKH JUIS
olIpesieNeHns yIepoa Mo yrpo3e «HapyIIeHHE IIeIOCTHOCTH
uHpopmarm»?

Kaxyro napopmanuo HeoOX0ANMO HOIYUUTh Ha OOBEKTE OLIEHKH JUIs
olpesieNieHns yiepoa Mo yrpose «HapyIleHne KOH(OHICHINATEHOCTH
uHpopmarm»?

B ciyuae ananusa pruckoB HH(GOPMAIIMOHHOW CUCTEMBI Ha 6a30BOM
YPOBHE KaKMMH CTaHIAapTaMH B 00JIaCTH 3alUThl HH(OPMALHN
HE00XOIMMO PyKOBOJICTBOBATHCS?

B ciryuae momHOTro aHaNM3a PUCKOB MH()OPMAIIOHHBIX CUCTEM KaKue
HOJIXO/BI OOBIYHO UCTIONB3YIOTCS Ha MPaKTHKE?

Kaxkwue stamsl JomkeH BKIIOYATh ayTUT HHHOPMAIIHOHHOH
6e3omacaocTn?

Kak ocymectBisiercs: ananu3 HHGOPMALIMOHHBIX PHCKOB, YIPO3bI U
YSI3BUMOCTH CHUCTEMBI 110 IBYM (hakTopam?

Kakne Tpe©oBaHHS IPEeIBIBIAIOTCS K HA00PY KPUTEPHEB JUIS OIICHKH
IBTEPHATHBHBIX pelIeHnit?

Kak orieHnBaeTcs BaXXHOCTb KpUTEpUEB?

[MpuBenuTe KIaccuUKAIMIO 3a/1a4 IPUHATHS PEIICHUH B 0071aCTH
MPOEKTHPOBAHIS CHCTEM 3aIUTHl HHOPMAIIHH.

HasoBuTe OCHOBHBIE ATAllbI IPHHATHS YIPAaBICHUECKHX PEIICHUH B
00JIaCTH TIOCTPOCHHSI 3ALIUICHHBIX CUCTEM 00paOO0TKH UH(OPMAIIHH.
[IpuBenuTe IprMep TeHEPUPOBAHNS MHOXKECTBA aJIFTEPHATHB C
MPUMEHEHHUEM AKCIEPTHBIX METO/OB IIPU pa3paboTKe CHCTEMBbI 3aIUThI
nHpopMaIuu.

[TpuBeauTe MpUMeEp UCIOIB30BAHUS METOA CTPOYHBIX CYMM IS
COCTABJICHHSI MATPHUIIBI ATBTCPHATHBHBIX MPOSKTOB CHCTEMBI 3AIIUTHI
uHpOPMAIUH.

Coopmynupyiite npununn [Tapero. B yem nocTonHcTBa M HEOCTATKU
€T0 MPAKTUYECKOr0 MPUMEHEHNS [UIS IPHHATHS YIPaBICHIECKIX
pelIeHni B 00/1aCTH MOCTPOSHHUS 3aIUIIEHHBIX CUCTEM 00paboTKI
uHpopMaIuun?

UYro moHUMaeTCs 10 TapeTo-ONTHMAIBHBIM MHOKECTBOM?

Kakne nonomHnTEIbHBIE BO3SMOXKHOCTH IPEIOCTABIIET METO
JOCTHXXUMBIX 1eJIeH JUIsl IPUHATHUS yIpaBJIeHUYeCKUX PELICHUi B
00JIaCTH TIOCTPOCHHSI 3aALIUICHHBIX CUCTEM 00pabOTKK HH(OpMAIn?
OnumuTe NOoCIe0BaTEIFHOCTE IIIAT0B P NCIIONIB30BAHUH apeTo-
ONTUMH3ALHUH B BEIOOPE aIbTEPHATUBHBIX IIPOEKTOB CUCTEMBI 3aIUTHI
nHpopMaIuu.

B gem otnmmume cereit [letpu oT apyrux crioco00B MOAEIHPOBAHHS B
cHcTeMax 3aIuThl HH}popmarn?

Kakum 00pa3oM MOXKHO HHTEPIIPETHPOBATH MO3UINH ¥ NEPEXObI IIPH
pa3paboTKe CLeHApUEB JICHCTBUS HAPYLIUTEN Ha 00BEKTEe
nH(popMaTH3aIMH ¢ ucroias3oBanueM cetu [lerpu? [Ipusemure
KOHKPETHBIE IIPUMEPHIL.

B ueM 3akiro4aeTcst OrpaHH4EHHOCTh UCTIONB30BaHUs ceTeit [letpu s
MOJICITMPOBAHHS IPOIIECCOB, IIPOMCXOIAIINX B HH(POPMAIOHHBIX
cucremax?

Kakum 06pa3oM MOXKHO HHTEPIIPETHPOBATH HCIIOIb30BaHUE MAPKEPOB B




cetu [leTpu mpu MofenupoBaHuM AeiicTBU HapymuTena? [Ipuseante
KOHKPETHBIE PUMEPBI.

Kakue BBIBOIBI MOXKHO CIIENIaTh O JOCTHXMMOCTH KOHEYHOM 1eJIN aTak
IpH 3arrycke paspaboranHoit cetu [lerpu?
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Iepeuncnure cnocoOb! 3alUTEI TPOrPAMMHBIX IPOAYKTOB. YKaxKUTe
UX JOCTOMHCTBA U HEJOCTATKU.

Kaxkne MeTonp! BKITIOYaeT IOpHIMIECKast 3alIUTa IPOrPaMMHBIX
npoxyktoB? OxapaKkTepusyiiTe OCHOBHBIE U3 HUX.

Ilepeuncnute OCHOBHBIE MEXIYHAPOIHBIE H OTEUECTBEHHBIE
HUCTOYHUKHU

3aIINTHI IPaB aBTOPOB IPOTPAMM.

B gem 3axmrouaercs mporenypa IureH3uposanus nporpamm? Kaxumu
HOPMAaTUBHBIMH JJOKyMEHTaMU PEryJUpyeTcs MPoLEece JIULEH3UPOBAHUS
nporpamm?

Iepeuncnure TeXHAYECKHE METOBI 3ALIUTHI IPOTPAMMHBIX IIPOTYKTOB.
Kpartko oxapakrepusyiiTe Kaxaplii U3 HUX.

Kaxkue MeTozp! cTeraHorpaii MOI'yT UCIIONB30BaThCS TS 3AIUTHI
MPOrPAMMHBIX ITPOIYKTOB?

CpaBHHTE METO/BI CTETaHOrPA(YUIECKOH 3aIUTHl U TEXHHUIECKOM
3auutsl [10.

Kakwne ocobenHocTH cTpyKTyphl PE-(haiiiioB 1aroT BO3SMOKHOCTD

3¢ peKTHBHOTO BHEAPECHNUS HUPPOBHIX BOASIHBIX 3HAKOB?

Onumure CyTh MeToAa BHeApeHus koaa B PE-¢aiuiel 3a cuer
pa3MelleHus KoJa B CBOOOIHOM MECTE NMPOrpaMMbl (MHTETpaLus).
Kakoit n3 metonoB BHenpeHus koaa B PE-¢aitnsr ucons3yercs B
nporpam Me Filigrana? OnumuTe cyTh 3TOr0 METO/a, €ro J0CTOMHCTBA
Y HEJJOCTATKHU.

Kakne criocoObl 00HapykeHus, n3BieueHus U Monudukanuy [[B3 BeI
MOXKETe NPENI0KUTh Ul U3yYEHHOro MeToAa 3amutsl 1107
Ilepeuncnure ciocoObl 3aUTHI HUPPOBHIX rpadhUIECKUX
N300paKCHUH 0T MOAM(UKAUH U HECAHKIIHOHUPOBAHHOTO
HCTIONB30BAaHMS. YKQKUTE UX JOCTOMHCTBA U HETOCTATKH.

B geM 0co6eHHOCTH pOOACTHBIX, XPYNKUX U MOTYyXPYNKUX MH(POBBIX
BOJSHBIX 3HaKOB? KakoBbl OrpaHMYEHHUS B UX MCIIOIb30BaHUS JJIS
3aIINTHI SIEKTPOHHBIX JOKYMEHTOB?

Ilepeuncnure OCHOBHBIE MEXIyHApOIHBIEC H OTCUCCTBCHHBIC
WUCTOUYHUKHI

3aIINTHI IPAaB aBTOPOB IH(POBOro rpaguaecKoro KOHTEHTA.

AnroputMm Xcy 1 By — 0cOOEHHOCTH peann3aiui, TOCTONHCTBA ’
HEJIOCTATKH.

Anroputm Opuipux — 0COOCHHOCTH pPeallu3alny, JOCTOMHCTBA 1
HEJIOCTATKH.

Kakne MeTons! creraHorpamu MOTYT UCTIOIB30BATHCS AJIS 3AIUTHI
rpaduueckux Qaiiaon?

CpaBHHTE METOJIBI CTEraHOrPaQUICCKOH 3aIIUTHL U
KpHNTOrpa(nIecKoi 3aInThL.

AnroputMm B. A. Muteknna — 0COOEHHOCTH peann3aluu, JOCTOUHCTBA
Y HEJJOCTATKH.

B uem 3akirouaercs ycoBepieHCTBOBaHUE aniroputma B.A. MuTteknna
B IIPOTPaMMHBIX IIPOAYKTAX, HCIOIB30BAaHHBIX B Ta0OPaTOPHOH
pabore? Ouenure 3¢ppeKTUBHOCTD UCCIIEIOBAHHOTO AJITOPUTMA JIJIs
BcrpauBanus [[B3 ?

IToncumnTaiiTe MakcHMaITLHBIX 00beM BeTpanBaeMoro 1{B3 B OumHapHOE
nzobpaxenue pazmepom 1024x128 nukceneit: a) B 0oku 3x3 muKcens,
6) B GyioKHM 7X7 TMKCEIEH.

IMoxcunTaiiTe MakKCHMaNIBbHBIX 00BeM BeTpanBaeMoro 1[B3 B

MOy TOHOBOE M300paxkeHne (256 rpamamnuii ceporo) pazmMepom 512x256
MUKCeNei:

a) B 0sioku 3%3 nukcens, 0) B 0J10ku 7% 7 MUAKCeNeH.

CdopmynupyiiTe OCHOBHBIC OTJIMYHS CTETAHOTPAPHUIECKUX H
KpUOTOrpaUIecKiX METOIOB 3alIUTh HH(OPMALMOHHEIX pecypcoB. B
9YeM JOCTOMHCTBA U HEJJOCTATKU KaXKA0TO U3 METOA0B?

ITepeuncinTe MIeCTh OCHOBHBIX PEXXUMOB PabOTHI porpamMmsl Invisible
Secrets-4.

B kakux ciaydasx Bbl MOXKETE TIOPEKOMEH/I0BATh HCIIOIb30BaHHE
Ka)10r0 U3 PeXUMOB?

Onennre 3¢ GeKTHBHOCTL Pa0bOTH mporpammel Invisible Secrets-4 ¢
rpaduueckuMu 1 ayauo (aitnamMu pa3nuyHbIX THIOB. I 3TOr0 B
pexuMe “creraHorpadus’ BCTPONTE NaHHBIC B KOHTCHHEPHI pa3IHyHbIX
(hopMaToB, cpaBHUTE ITyCTHIC U 3aITOTHEHHBIE KOHTCHHEPHI, caealTe
BBIBOJIBI.

IIpu BcTpauBaHMU JaHHBIX B pexuMe “‘creraHorpadus’” UCHONb3yHTe




pas3IHyYHbIe AITOPUTMBI JIS ITH(POBAHHS BCTPANBAEMBIX JAHHBIX.
CpaBHHTE ITyCThIE U 3aMIOTHEHHbIE KOHTEHHEPBI, KaK H3MEHSIETCS
pa3Mep 3aIOoTHEHHBIX KOHTCHHEPOB B 3aBUCHMOCTH OT METOAa
mm¢posanusa? [TogeMy BBI MOTYyYHIIH TaKHe pPe3yIbTaThl, 000CHYHTE.
Kaxue ¢puznueckue mpuHIUIILI JIEKAT B OCHOBE KBAHTOBOH
Kpunrorpaduu?

[NosicanTe Ha3HAYEHWE W NPUHIUIT PaboTHI anroputMa BB84.
Onumute anroput™ bennera. B gem 3axmrouarorcst ero ocobeHHOCTH?
Kakue ys3BUMOCTH KBaHTOBBIX KpUIITOCUCTEM Bam n3BecTHBI?
[TpuBenuTe mpuMeps.

UYro Takoe KBaHTOBAs 3aITyTaHHOCTD U B KAKHUX MPIIIOKEHHUIX
KBaHTOBBIX TEXHOJOTHH 3aI[UTHl HH(OOPMAIUU OHA UCIIONIb3yeTCs?
OnumuTe NPOTOKOJ KBAHTOBOTO paclpeiesieHns KItoueil ¢
ucnonb3oBanueM OIIP.

Kakum 06pa3om MoxeT ObITh OCYII[ECTBIICHA aTaka Ha IpoTokon BB84?
Kakum 00pa3oM MOKeT ObITh OCYIIIECTBICHA aTaka Ha MpoTokos B92?
Uro takoe PNS-aTaka u kakuM 00pa3oM OHa OCYIIECTBISICTCS?

UYro Takoe KpUTHUYECKas JUIMHA JIMHUN CBA3U M KaKUM 00pa3oM OHa
BbIUUCIseTCs B ciiyyae PNS-araku?
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Yro Takoe ynpasieHHe pruckaMi HH()OPMAaLMOHHON Ge30macHOCTH?
Kaxkue coBpeMeHHbIE CTaHIapTHI B 00J1aCTH HH(OPMAIIOHHOM
6€30MacHOCTH, HCIOJIB3YIOMINE KOHIIETIIHIO YIIPaBIeHHUs pUCKaMi Bam
U3BECTHBI?

ITepeunicanTe OCHOBHBIE Talbl HOCTPOEHHS U UCTIOAb30BAHUS CHCTEMBI
MOHHUTOPHHTA HH()OPMAIIHOHHOH 6€30MacHOCTH.

Ha3zoBute OCHOBHBIE ITANBI METOIUKH IIOCTPOSHHS CHCTEM 3aIUTHI
undopmaru Lifecycle Security.

HasoBuTe OCHOBHEIE 3TaITbl METOJUKHU IIOCTPOSHHUS CHCTEM 3aIlUTHI
nHpopmaru Microsoft. MeTonuka mocTpoeH!s! CUCTEM 3allUThI
unpopmaru CRAMM.

HasoBuTe 0CHOBHBIE 3Talbl METOJUKU TOCTPOSHUS CUCTEM 3aIUTHI
napopmarm FRAP.

Ha3zoBute OCHOBHBIE ITANBI METOIUKH IIOCTPOSHHS CHCTEM 3aIUTHI
nnpopmauu OCTAVE.

HasoBuTe OCHOBHEIE 3TaITbl METOJUKHU IIOCTPOCHHUS CHCTEM 3aIlUTHI
napopmarm RiskWatch.

Chopmynupyiite mpunun [lapero. HazoBute ero 1ocToMHCTBA U
HEJIOCTATKH NP MPUHATUH YIIPABICHUYECKUX PEIICHUI B 001aCTH
MOCTPOCHUS 3aIUIICHHBIX CHCTEM 00pa0OTKN HH(pOpMAIHH.

Kaknm o6pazom Ceru IleTpu MOXKHO HCIIONB30BaTh IS
MOZIENTIPOBAaHNUUS NTOBEACHHS HAPYILIUTENs B CUCTEME 3aIllUThI
nuHpopmarm?

Uro Takoe MeTKH B ceTsx [letpu? Kakium 00pa3oM OHU HCIONB3YIOTCS
IpU MOJETUPOBAHUH CUCTEMBI 3al[UTHI HH(OpMAIUU?

Yro Takoe no3uuuH B cersix [lerpu? Kakum obpazom oHM
HCTIONB3YIOTCS TIPH MOJICITUPOBAHUH CHCTEMBI 3aIUTH HH(pOpManH?
UYro Takoe pa3pelnieHHbIe U 3alpelleHHbIe Iepexosl B ceTsax [lerpu?
Kakum 06pa3oM OHHU UCTIONB3YIOTCS IPU MOAEIUPOBAHUU CUCTEMBI
3aIIATH HHpOpMauH?
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OIIK-1-31 CoBpeMeHHBIC METOABI KPUNITOrpahHIecKoil 1
cTeraHorpapuueckoi 3aIuThl HHPOPMaLINH:

HazoBure ocHOBHBIE POOIEMBI U TCHACHIHH Pa3BUTUS COBPEMEHHOI
Kpunrorpaduu.

ITepeuncanTe U NOSCHUTE aKTyalbHbIE HANPABIEHNUS COBPEMEHHOMN
Kpunrorpaduu.

Uro Takoe ammunTHYecKkas kpunrorpadus? I[loscHuTe CymHOCTH
METO/Ia, OCHOBHBIE JJOCTOMHCTBA U HEOCTATKH.

Yro Takoe romoMophHoe mmdppoBanne? [TosSCHUTE TOCTAaHOBKY 3aauH.
UeM 0TIMYAIOTCA TOTHOCTHIO TOMOMOP(HBIE U YaCTUIHO
TOMOMOp(hHBIE KPUNITOCHCTEMBI?

I'ne npumensiercst romomopdHoe muppoBanue?

Yro Takoe HU3KOpecypcHas kpunrorpadusa? Kakoo ee nmpakTmdeckoe
npumeHenue? IlepeuncnuTe TpeOOBaHUS K CPEACTBAM HU3KOPECYPCHOIT
Kpunrorpaduu.

B dem 3akimrogaeTcst IpOTOKOJ TaifHBIX MHOTOCTOPOHHUX BBIYUCIICHUH?
KakoBO ero HazHaueHue? IIpuBenuTe npuMep peanusalnuu.

Kaxum o6pa3zom paboraroT npoTokoisl pazouenus cekpera? KakoBo ux
HasHadeHHe? NPUBEANTE IPUMED PeaTu3aluy ¢ OMOILBIO
TaMMHPOBAHHS.

IloscHuTe nporokon paszgeneHus cexpera no cxeme Ilamupa. Kakoso
ero HazHaueHue? [IpuBeauTe mpumep peanusaiuu.

IMosicHUTE IPOTOKON pa3leneHns cekpeTa cxeMe AcMyTa-biryma u ero
Ha3HaueHHe. [IpuBenuTe npuMep peann3arim.

Kak pabGoraet 6urpammusiii mugpa [lneiidepa? [loscaure npoueaypbt
mudposanus u pacmrdposeiBanust. OLEHUTE KPUIITOCTOHKOCTS.
Kaxum o0pa3zoM ocymiecTBiseTcs qemuppoBanue mrdpa mpocToi
nepecTaHoOBKU MeTooM Ourpamm? IIpuBenure npumeps
UCTIONb30BAaHUSI AITOPUTMA IIEPECTAHOBKU B COBPEMEHHBIX
CHMMETPHYHBIX KPHIITOCHCTEMAX.

Kak paboraer remepaTop nceBIoCIyJaifHbIX TOCIEI0BATEIFHOCTEH,
OCHOBAHHBII HA PETUCTPE CABHIa C TUHEHHON 0OpaTHOMN CBSI3bIO?

Yo Takoe IMHEHAs CIIOKHOCTH OMHAPHOMN 11OCIIEJ0BATENEHOCTH?

Yro Takoe M-mociie10BaTENBHOCTE M KAKOBBI €€ CBOMCTBA?

OIIK-1-32 OcHOBHbBIE KBaHTOBO-MEXaHHUYECKUE MPUHIIUIIBL, JISKAIINE B
OCHOBE ITOCTPOCHHUST KBAHTOBBIX CHCTEM 3alUThl HHPOPMAITUH:

B gem 3axmrouaercs mpobieMa pacipeneneHus Kiodei B cucTeMax
3aIIUTHl HHpOpMaAUU?

Ha3zoBuTte KBaHTOBO-MEXaHWYECKHE TIPHHITHAITEI H OSICHUTE UX
UCTIONB30BaHUE B MH(OPMALMOHHON 0€30I1aCHOCTH.

UYro Takoe KBaHTOBas KPHUIITOCUCTEMA U KaKOBO €€ Ha3HaueHHe?
IMosicHUTE IPUHIMIT 1EHCTBHUS IPOTOKOIAa KBAHTOBOH KPHIITOTrpadwn
BBg4.

TTosicHuTe NPUHIKI ASUCTBHSI TPOTOKOJIA KBAHTOBOW KpuITorpaduu
B92.

UYeM OTIIMYAOTCS IPYT OT Jpyra KBAHTOBBIE KPUITOCUCTEMBI C
HOJIPU3AIMOHHBIM U (pa30BbIM KoxupoBaHueM? [IpuBeanTe mpuMepsI.
HazoBure Hanbosee pacrpocTpaHeHHbIE YSI3BUMOCTH KaHaJIOB
KBaHTOBOI'O PACHPEACICHUS KITIOUEH.

INosicanTe IpUHIAT PabOTHI CHCTEM KBAHTOBOTO PACHPEICIICHHS
kimoueil. [IpuBenyre npuMepsl peaau3anuy.

HasoBuTe ocHOBHBIE BH/IbI IPOTOKOJIOB KBAHTOBOT'O PacNpeeIeHuUs
Kimoyeil. OxapakTepu3ynTe uxX MperuMyIIecTBa U HEAOCTATKU.
KakoBBI IepCIIeKTUBBI pa3BUTUS KBAHTOBBIX TEXHOJIOTHH 3aIUTHI
uHpopMaIuun?

OIIK-3-31 MeToas! 3aIUTHI IPOrPAMMHOTO 00ECIEUECHUS OT YIPO3
uH(pOPMAIOHHOH 6€30MaCHOCTH, METO/IbI 3al[UThl aBTOPCKUX TIPaB Ha
U (POBOI KOHTECHT:

HazoBure nenu 3amyrsl IPOrpaMMHOTO 0OecTIeueHH .

Kakum o6pa3oM ocyIecTBiseTcs I0puandecKkas 1 TeEXHUIecKast 3aIiuTa
MPOrPaMMHOT0 00ecTieUeHUS?

INosicanTe TEXHUKY BHEPEHHUS KOJIa B UCIIONHACMBIE (hallbL.
[IpuBenute KnaccupUKAIMIO MEXaHU3MOB BHEPEHHUS.




Kaxwue anroputMel BcTpauBaHus HU(PPOBOrO BOISHOTO 3HAKA B
ucnonusemble (aiinbl Bam uszsectHbi? HazoBuTe HX JOCTOMHCTBA U
HEIOCTaTKH.

Kaxum 00pa3zoM OCyIIECTBISIETCS 3alUTa YIIEKTPOHHBIX JOKYMEHTOB C
WCTIOJIb30BaHUEM LM POBBIX BOISHBIX 3HAKOB?

[MosicHUTE TPUHIIKIT paOOTHI AJTOPUTMOB BCTPaUBaHUs UG POBBIX
BOJISTHBIX 3HAKOB B TTOJTyTOHOBEIE M OWHAPHBIE H300PaKESHUSI.

UYro Takoe creraHorpadus U 4eM OHa OTIHYaeTcs OT KpunTorpaduu?
Yro Takoe podacTOCTh U300paXKEHUS M OT YETo OHa 3aBUCHUT?

OIIK-3-32 OcHOBHBIC METOUKH aHAIN3a PUCKOB HH(OPMAMOHHON
6€30IacHOCTH Ha IIPEIPHATHH:

Yro Takoe TEXHUYECKHE CIIOCOOBI OPTaHN3aINN YTEIKH HH(POpMaHu?
IIpuBenute ux KIaccuduUKanuio.

UYro npeacraBnseT coO0M BU3yanbHO-ONTHUECKUI KaHAT yTeUKU
nHpopmarn? HazoBUTE OCHOBHBIE CIIOCOOBI TPOTHBOICHCTBIS My .
UYro npeacTaBiIsioT co00i aKyCTHYECKUI 1 BHOPOAKyCTHYECKHH KaHall
yTeukd nHpopmanuu? HazoBute ocHOBHBIE CIIOCOOBI TPOTUBOACHCTBUS
UM.

UYro npencrasiseT co00H MEKTPOMATHUTHBIN KaHAT YTEUKH
uHpopmarn? HazoBuTe OCHOBHBIE CIIOCOOBI IPOTUBOACIHCTBHS €My .
Yro npencrasisieT co00i MaTepHuabHbII KaHANl yTedKd HHpopMarun?
HasoBuTe 0CHOBHEIE CTTOCOOBI IPOTHBOACHCTBUS EMY.

Ha xakux nmpuHIUIAX CTPOUTCS CHCTEMA 3aIIUTH KOH(DHACHINATEHON
WHPOPMAIMH OT yTeueK?

HasoBuTe 0CHOBHBIE TEXHOIOTHH 3ALIUTHI OT YTEUEK JAHHBIX.
[IpuBenuTe NX OOIILYIO XapaKTEPUCTHKY U KIACCH(DUKALHIIO.

Ornumute DLP-cuctemsl, ux ocHOBHEIE 3a1a4un. KakoBbl TpeOOBaHUS K
DLP-cucremam? Yto Takoe KOHTEKCTHBIM KOHTPOJIb U KOHTEHTHAs!
¢unmpTpanus B DLP-cucreme?

Omumute [PS-cuctemsl, UX OCHOBHBIE U JIOTIOTHUTEIILHBIC 33/1a4H,
TEXHOJIOTUH JETEKTUPOBaHUS KOHpUIeHIHanbHO! nH(popmanuu B [PS-
CHCTEMAX.

Omumute IRM-cructemsl, UX OCHOBHBIC 33/1a91 U MEXaHU3MBI
peanuzanuu. B uem 3akmouarorcest ocodenHoctu IRM-cucrem, nx
JIOCTOMHCTBA U HEOCTATKU?

Uro takoe IDL-cucrembr? KakoBbl MX OCHOBHBIE BO3MOKHOCTH 1
MEXaHMU3M peanu3anuu? noscHure ucrnonb3oanue IDL-cucrem mis
paccienoBaHus KHOepIpeCcTyIUICHUH.

Yo Takoe aTpnOyTHHINH KOHTPOIb gocTyna? KakoBsl ero 6a3oBble
MEXaHHU3MBbI pean3anun’?

B gem cocTonT MoENb ¢ MOTHBIM NepekpaITHeM yrpo3? HasoBure ee
JIOCTOMHCTBA U HEOCTATKHU.

UYro Takoe yrpasieHHe PUCKaMH HHPOPMAITHOHHOH Oe30ImacHOCTH?
Kakne coBpeMeHHBIE CTaHAAPTH! B 00JIaCTH HHPOPMAITHOHHON
6e30MacHOCTH, UCIOJB3YIOMINE KOHIETIHIO YIIPaBIeHNs puckaMu Bam
W3BECTHBI?

[lepeuncnure OCHOBHBIE ATAIBI TOCTPOCHUS U HCIIOIB30BAHUS CHCTEMBI
MOHHMTOPUHTa HH()OPMAIIMOHHOH 6€30MaCHOCTH.

HasoBuTe 0CHOBHBIE 3Talbl METOJUKU MTOCTPOSHUS CUCTEM 3aIIUTHI
nadopmarmn Lifecycle Security.

Ha3zoBute OCHOBHBIE TANBI METOIUKH IIOCTPOSHHS CHCTEM 3aIUTHI
uHpopmaru Microsoft. MeTouka nocTpoeHus! CUCTEM 3alHUThI
nHpopmarn CRAMM.

Ha3zoBute OCHOBHBIE TAIBI METOIUKH IIOCTPOSHHS CHCTEM 3aIUTHI
uapopmaru FRAP.

HasoBuTe 0CHOBHBIE 3Talbl METOJUKU MTOCTPOSHUS CUCTEM 3aIIUTHI
nadopmarm OCTAVE.

Ha3zoBute OCHOBHBIE TAIBI METOIUKH IIOCTPOSHHS CHCTEM 3aIUTHI
uHdpopmaru RiskWatch.

Coopmynupyiite npununn [Tapero. HaszoBute ero nocrouncTsa n
HEJIOCTATKY IPH MIPUHATHH yIIPAaBICHUSCKHUX PEIICHUH B 001acTH
MOCTPOCHUS 3aIlUIIECHHBIX CHCTEM 00paboTKM HH(pOpMALUL.

OIIK-3-33 MeToapl MOJICTMPOBAHNUS TOBEICHHS HAPYITUTEIIS
nH(pOPMAIOHHOH Oe30macHOCTH. [IPHHIUITE TOCTPOCHHS U
(ynxunonupoBanus cereit [letpu:




Kaxum obpazom Ceru [leTpru MOXKHO HUCTIOIB30BATh JIJIs
MOJICITMPOBAHHHS ITOBEACHHS HAPYIIUTENS B CHCTEME 3aIUTHI
uHpopmarm?
UYro Takoe MeTKH B ceTsx [lerpu? Kakum 06pazoM OHU HCHONB3YIOTCS
MPU MOJICTIMPOBAHUH CHCTEMBI 3aIUTHI HH(OpMAIHN?
Uro Takoe mo3unuu B ceTsx [lerpu? Kakum o6pazom oHU
WCTIONIB3YIOTCS IPU MOJACTMPOBAHUN CHCTEMBI 3aIUTH HH(OpMaLUU?
Uro Takoe pa3pelleHHbIe U 3allpelieHHble epexosl B ceTsax [letpu?
Kaxim 06pa3oM OHH HCIIONB3YIOTCS TP MOJEITHPOBAHNH CHCTEMBI
3aIUTHl HHPOPMALTUH?
5.2. Ilepedens padoT, BbINOJIHsIeMbIX 0 AucuuminHe (KypcoBas padora, Kypcosoii npoexr, PI'P, Pedepat, JIP, IIP u 1.11.)
Kon Hazpanue Tposepsemeie
HHTIKATOPEI Coneprkanne padOTHI
paboThI paboThI N
KOMITETCHIIU I
P1 IIpaktuyeckas OIIK-1-Y1 W3yueHne Ha NPaKTUYECKUX IPUMEpPaAX MPOTOKOJIA TaAHHBIX
pabota Nel. MHOT'OCTOPOHHUX BBIYMCICHUI HAa OCHOBE anropurma RSA, cxemsl
Wzyuenue pa3dueHus cekpeTa ¢ MOMOIIBI0 TAMMHUPOBAHUSI, CXEM pa3eleHUs
IIPOTOKOJIOB CEeKpeTa ¢ IOMOILBIO UHTEPIIOJSAILMOHHBIX MOTMHOMOB Jlarpamxa u
pa3OueHus n KHUTaHCKOH TEOpEeMBI 00 OCTaTKaX.
paszeneHus cekpera
P2 IIpakrtuueckas OIIK-1-Y1 W3yueHne mpUHINIOB MOCTPOESHUS MKU(POB 3aMEHBI Ha IPUMEpe
pabora Ne 2. umdpa [lnetidepa.
CUMMETpUYHbIE
KPHUIITOAITOPUTMEL.
Mudp [nefidepa.
P3 [IpakTuueckas OIIK-1-V1 N3zyuenue mm¢ppoB NepecTaHOBKU U MPOCTEHIIIMX METOJOB UX
pabota Ne 3. KpUIITOAHAIN3a
JemmppoBanue
mudpa npocToii
[IEPECTaHOBKU IIPU
TIOMOIIK METOA
ourpamm.
P4 IIpakrtuueckas OIIK-1-B1 W3zyuenne npuHnuma paboTsl TeHepaToOpa MCEeBAOCTyYalHbIX
pabora Ne 4. MI0CJIEZI0BaTEIbHOCTEM, OCHOBAHHOIO Ha PETUCTPE CIIBUTA C JIMHEHHOM
Wzyuenne 00paTHOM CBA3BIO.
PETHCTPOB CIBHIA C
JTUHEeHHO! obpaTHOH
CBSI3bIO
KaK TeHepaToOpoB
IICEBIOCITYYalHbIX
qucen
P5 [IpakTuyeckas OIIK-3-V3 W3y4eHne MpUHIIMIIOB IOCTPOSHUS TIOJUTUK O€30MMaCHOCTH U MOJIeNei
pabora Ne 5. WHpOpMaIMoOHHOH O6e3omacHocTH. CocTaBIIeHHE MOIEIH C TIOTHBIM
W3zy4enune mozmenu HEepPEeKPBITHEM YTPo3 Ha IPHMepe KOHKPETHOTO MPEANPUATHS.
HHGOPMAITHOHHOM
0e30MmacHOCTH C
TTOJTHBIM
MEPEKPHITHEM YTIPO3
P6 [IpakTuueckas OIIK-3-Y2 AHanu3 pucKkoB HHPOPMAIIIOHHOW 0€30MaCHOCTH NPEANPHSTUS IO
paborta Ne6. Ananm3 meroauke COBIT.
PHCKOB
nH(pOPMAIOHHOH
6e30macHOCTH
P7 [IpakTnueckas OIIK-3-V5 N3yuenne npuHnunoB [lapeTo-onTUMHU3anuy U CUCTEMBI TOANEPIKKHI
pabora Ne 7. TPUHSATHS PENICHUH B 00JIaCTH TPOSKTHPOBAHUS CHCTEMBI 3aIIUTHI
W3yueHnue cHCTEMBI WHOPMAINH Ha MPEIIPUSTHH, TOCTPOSHHONW Ha OCHOBAaHHH METOA
TOJIEPKKHI JIOCTHXKUMBIX LIeJIeH.
MIPUHATHS PEIICHUN
B o0JacTH
MIPOEKTUPOBAHUS
CUCTEMBI 3alUTHI
nH}pOpMaIH Ha
MPEaNPUITHH




P8

IIpakrtuueckas
pabora Ne 8.
Pa3pabotka
ClLieHapueB JeicTBUM
HapYIIUTENS
HMHGPOPMAITHOHHOM
6e3omacHoOCTH C
HCIIOIb30BaHUEM
ceru [letpu.

OIIK-3-Y4

W3zyuenne npuHIMNoB nocrpoenus cerei [lerpu u pazpaborka
CLIEHapUEeB ICHCTBUI HapyIUTENsT HHPOPMAIMOHHOH O€30IIacCHOCTH ©
UX UCIIOJIb30BAHUEM.

P9

[IpakTnueckas
pabora Ne 9. 3amura
MIPOrPaMMHOTO
obecrieyeHus
MeTOoIaMH
cTeraHorpadun

OIIK-3-Y1

N3ydeHne criocoOOB 3aIUTHI IIPOrPAMMHOIO 00ECTICUCHUSL.
[TpumeneHne cTeraHorpaMIECKUX METOMIOB.

P10

IIpakrtuueckas
pabora Ne 10.
3amuTa
JIICKTPOHHBIX
JIOKyMEHTOB C
UCIIONIb30BaHUEM

I (POBBIX BOASHBIX
3HAKOB

OIIK-3-VY1

M3ydenue crocoOOB 3aIUTHI 3JIEKTPOHHBIX TOKYMEHTOB C
UCIIOIb30BaHUEM HU(DPOBBIX BOSHBIX 3HAKOB.

P11

IIpakrtuueckas
pabora Ne 11.
CTEeTOKOMILICKCHI,
JTOITy CKaIOIIHe
WCTIOJIb30BaHUE
ayTMOKOHTEHHEPOB

OIIK-3-Y1

Nzyuenue nporpammuoro kommuiekca INVISIBLE SECRET u
NPUHIUIIOB CTEraHOrpapUIecKOro BCTpauBaHus HH(GOpMauy B
Ay TUOKOHTEHHEPHI.

P12

[IpakTrueckas
pabora Ne 12.
Pacuer kputnyeckoit
JUTMHBI JTIUHUM CBS3U
npu PNS-arake Ha
KBAHTOBBIN KaHaJ

OIIK-1-Y2

N3yyenne atak Ha KaHaJl KBAHTOBOM CBS3HM U pacueT KPUTHYECKOH
JUTMHBI JINHUU CBsi3U nipu PNS-aTake Ha KBAaHTOBBIN KaHAI.

P13

Pacuerno-
rpadudeckas
pabora. AHaN3
PHCKOB
UH(POPMAITMOHHOM
0E30MacHOCTH.

OIK-3-B1;01TK-3-
V5;011K-3-Y4;0I1K
-3-V3;0I1K-3-V2

AHanu3 puckoB HH(POPMaNMOHHON 0€30MacHOCTH 10 3aJaHHON
METO/IMKE U BHIPAOOTKA PEKOMEH/IALIUH 110 TIOCTPOCHHIO MOJIUTHKH
MH(OPMAITHOHHOH 0€30ITaCHOCTH IPEIIPHUITHSL.

5.3. OueHouHble MaTepuaIbl, HCIOJIb3yeMble IS IK3aMeHa (onucanue OUJIeTOB, TECTOB U T.IL.)

OK3aMCHAIIMOHHBIA OMIIET COCTOUT U3 IByX TEOPETHIECKHIX BONpocoB. bruteTsl xpaHsrcs Ha kKadenpe. OOpaser SK3aMeHAIIMOHHOTO
Owrera mpuBeseH B pa3nesne [IpriokeHus.

5.4. MeTroauka OLleHKH OCBOCHHUS JUCHMILUINHBI (MoayJs, npaktuku. HUP)

DK3aMeHallMOHHAas! OIICHKA:

OrneHka "0oTIMYHO" BBICTABIAETCA CTYIEHTY, IOJHOCTBIO OTBETHBILIEMY Ha JBa TEOPETHUYECKUX BONPOCA 3K3aMEHAIIMOHHOIO
Ouiera, 0OHAPYKHUBIIEMY BCECTOPOHHEE, CHCTEMaTHIECKOE 1 ITyOOKOe 3HaHUE y4eOHOro MaTepuana, IpeayCMOTPEHHOTO
IPOrpaMMOii; yCBOMBIIEMY OCHOBHYIO M 3HAKOMOMY C JOIOJHUTENIBHOU JINTEPATYPOU 110 IPOrPaMMe; YMEIOIEMY TBOPUECKU U
OCO3HAHHO BBIIOJIHATH 3a1aHKs, IIPEAYCMOTPEHHBIE IIPOIrPAMMOM; YCBOUBLIEMY B3aMMOCBSI3b OCHOBHBIX IIOHATHH U YMEIOILEMY
HNPUMEHATD UX K aHAJIM3Y ¥ PEIICHUIO IPAKTHYECKUX 3a/1ad; Oe3yNpeyHo BBIOIHUBIIEMY B IIPOLECCE U3YUCHUS AUCIUIIINHEI BCE

3aJaHus, IPEeTyCMOTPEHHBIE (hOPMaMH TEKYIIIETo KOHTPOJIS;

OrneHkH "Xopomo" 3aciny’KUBaeT CTYIECHT, OTBETHBIIMH MOIHOCTBHIO Ha OJJMH BOIIPOC IK3aMEHALMOHHOro OuieTa U OTBETUBIINN
YaCcTHYHO Ha APYTOH BOIIPOC, IIPH 3TOM OOHAPYKUBIIHH ITOJTHOE 3HAHUE YIeOHOT0 MaTepraa, IpeyCMOTPEHHOTO TPOrpaMMOoii;
YCIICIITHO BBITTOHUBIIHIN BCE 3a1aHUs, IPEAYCMOTPEHHBIE (POPMAMHU TEKYILETO KOHTPOIS;

OreHka "y/I0BIETBOPUTENEHO" BEICTABISICTCS CTYICHTY, OTBETUBIIEMY MOIHOCTBHIO TOJBKO Ha OAMH BOIIPOC 3K3aMEHAIIHOHHOTO
Owyera WM JOMYCTHBIIEMY TTOTPEITHOCTH B OTBETE Ha BOMPOCH! IK3aMEHAIIMOHHOTO OMIleTa M 001aaromeMy HeoOXOMuMBIMHU
3HAHUSAMH AJSI UX YCTPAHEHHUS M10]] PYKOBOACTBOM MPEIOIaBATEIs;

OreHka "HEYTOBJICTBOPUTEIBHO" BRICTABISICTCS CTYICHTY, HE OTBETUBIIIEMY Ha J{Ba BOIPOCA dK3aMEHAIIMOHHOTO OHJIeTa,
00HapyXHBIIEMY MPOOETH B 3HAHUU OCHOBHOT'O MaTepHuaa, MpeayCMOTPEHHOTo MPOrpaMMOi, IOy CTUBIIEMY MPHUHIMITHAIEHBIS
OLIMOKY B BBIIOJHEHUHU NPETYCMOTPEHHBIX MIPOrPaMMOH 3a/1aHUi; HE BBITIOJIHUBILEMY OT/AEIbHBIE 3aJJaHus, IPEelyCMOTPEHHBIE
(hopMam¥u TEKyIIero KOHTPOJIS.




O1eHKa 32 KOJJIOKBUYMBI

Ha xa)10M KONJIOKBHYyMe CTYJEHTY Mpe/laraeTcs Ipel0CTaBUTh OTUETHI 0 YETHIPEM MPEAIECTBYIOIUM KOMIOKBUYMY
HPaKTHYECKUM paboTaM M OTBETUTH HA [JBa KOHTPOJILHBIX BOIIPOCA.
KormtokBiyM oreHHBaeTCs Mo MATHOAIUIFHOH IIKaTe.

Orenka "oTanyHo" (5 0a10B) BHICTABIISIETCS B TOM CIIydae, €CIH ITOJHO PaCKPBITO COEPIKaHKUE BOIPOCOB; MPEAOCTABICHBI
MPaBHUIIBHO 0()OPMIICHHBIE OTUETHI,

MaTepuaj U3J10KeH TPaMOTHO, B OIpee/IEHHOMN JIOTHUECKOM 10ocIe0BaTeIbHOCTH, IPAaBUIIBHO HCIIONIb3YETCS TEPMUHOJIOTHUS;
MOKa3aHO YMEHHE WILTIOCTPUPOBATh TEOPETHUECKHUE MOTOKEHHU KOHKPETHBIMU NPUMEPaMH, IPUMEHSTh UX B HOBOW CUTYyalluH;
MPOJIEMOHCTPUPOBAHO YCBOCHHE paHEe N3yUYEHHBIX COMYTCTBYIOIIUX BOMPOCOB, CHOPMUPOBAHHOCTh M YCTOWYHUBOCTh
KOMIIETEHIINH, YMEHUI 1 HaBbIKOB;

OTBET MPO3BYyYaJl CAMOCTOSTENFHO, 0€3 HABOSIINX BOIIPOCOB.

Ormenka "xopormro"(4 6aja) BEICTABIAETCS B TOM CITydae, eCJIM IPEIOCTaBICHBI IPAaBUIBHO OYOPMIICHHBIE OTYETHI, OTBET
YIOBJIETBOPSIET B OCHOBHOM TPEOOBaHUSAM Ha OLCHKY «OTIMYHOY», HO PH 3TOM MOXKET UMETh CIIeIYIOINe HeTOCTATKH:

B M3JI0XKEHHH JOITYIICHBI HeOOIbIINE POOEIbl, HE NCKA3UBIIHE COfIEp)KaHUE OTBETA;

JIOITyIIEHbI OIMH - JIBA HEJJ0UETa P OCBEIICHUH OCHOBHOTO COJIEPKaHMS OTBETA, HCIIPABICHHBIC 10 3aMEYAHUIO [IPETIOAaBATELS;
JIOMYIIEHBI OMMOKa MK OoJiee ABYX HETOYETOB IIPH OCBEIIIEHUH BTOPOCTEIIEHHBIX BOIIPOCOB, KOTOPHIE JIETKO HCIPABIISIOTCS 10
3aMeUYaHuIo IPEroiaBaTes.

Onenka "ynoBrneTBOpuTeNbHO" (3 Oayia) BEICTABISACTCS B TOM CIIydae, €CIIU MPEI0CTaBICHBI OTYETHI, 0POPMIICHHBIE C HEIOUSTaMHU;
HETIOJTHO WM HETIOCIIEAOBATEIBHO PACKPBITO COMEPKAHNE MaTepralia, HO TIOKa3aHo ofIiee MOHMMaHHe BOIIPOca U
POJEMOHCTPUPOBAHBI YMEHHS, TOCTATOUHbIC IS JATbHEHIIIETr0 yCBOCHHS MaTepuaia; UIMEIUCh 3aTPyIHCHUS WIA JOMYIICHBI
OIIMOKM B ONpEICIICHUH MMOHATHI, UCIIONB30BaHHN TEPMUHOJIOTHH, HCIIPABJICHHBIC MTOCIIC HECKOJIBKHX HABOJSIINX BOIIPOCOB;
MIPU HETIOTHOM 3HaHUH TEOPETUIECKOr0 MaTepHaia BhIsIBIIEHa HeIoCTaTOuHas cOOPMUPOBAHHOCTh KOMIIETEHIINH, YMEHUH H
HAaBBIKOB, CCOOTBETCTBYIOLINX U3Y4aeMOMY Pa3leNly TUCIUTUINHBL.

B cmygae, ecii OTYETHI M OTBET Ha BOIIPOCH! HE YAOBJICTBOPSIOT YKa3aHHBIM KPUTECPHSIM, BEICTABISIETCS OICHKA -
«HEYIOBJICTBOPUTEIHHOY (2 Oaa).

OreHka 3a pacyeTHO-TpadUIecKyro paboTy

O1eHKa OTIUYHOY» CTABUTCS, €CIIH:

— paboTa BBIIIOJIHEHA B IIOJTHOM 00BEME U COOTBETCTBYET 33/1aHUIO;

— MOSICHUTENbHAS 3aIIMCKa COCTaBIIEHA aKKypPaTHO, ITOCJIEIOBATENBHO C YUETOM TPEOOBAHHI CTaHIAPTOB IT0 COCTABIICHUIO
TEKCTOBBIX JOKYMEHTOB;

— IpakTH4YeCcKas 4YacTh pabOoThl BHINOJHEHA B IOJTHOM 00bEME;

— BBINIOJIHEHHE PAOOTHI HPOXOAUIIO B TIOTHOM COOTBETCTBHH CO CPOKAMH;

— 3aImuTa paboTsl MPOBEICHA IPAMOTHO C JEMOHCTPAIHEH BCEX BO3MOXHOCTEH paCCMOTPEHHON METOIMKH aHAIN3a PUCKOB.

OL[CHKa «XOpOIIO» AOITYCKAaCT:

— HEKOTOPBIE OTCTYIUICHHUS OT rpaduKa BBITOTHEHHUS;
— CyIIECTBOBaHUE HE3HAYUTEIBHBIX MOrPEIIHOCTEl B 0OPMIICHUH OTYETa U peann3aliiu METOIUKH aHalIKu3a PHCKOB.
— HEJIOCTaTOYHO MOJIHBIMU PEKOMEHJALMAMHE 110 ()OPMUPOBAHUIO IOJIUTHKN O€30MaCHOCTH OPTraHU3aIUN.

OreHKa «yIOBIETBOPUTENBHOY JOMYCKAET:

— CYIIIECTBOBAHUE OMIMOOK, HETOYHOCTEH M HEIOCIIE0BATEILHOCTH IIPH COCTABICHHH OTYETa

— OTCYTCTBHE MOAPOOHOrO OMUCAHUS PACCMATPUBAEMBIX PUCKOB U YSI3BUMOCTEH;

— OTCYTCTBHE CAMOCTOSITEIIBHOCTH U TBOPYECKOTO MOAX0/a IPH (POPMYTHPOBKE PEKOMEH/IAIIUH 110 (JOPMUPOBAHHIO TTOTUTHKH
06€e3011aCHOCTH;

— 3HAYHUTEIHPHOE OTCTYILUICHHAE OT CPOKOB BBIMTOJTHEHHST KYPCOBOIM PaboThI;

— HEJIOCTATOYHO TPAMOTHYIO 3aIUTy U HEMOIHYIO JEMOHCTPAIIHIO BO3MOXKHOCTEH pacCMaTpUBaEMOi METOIMKH aHATH3a PUCKOB.

OHGHKa «HCYOOBJICTBOPHUTCIIbHO» JOITYCKACT:

— HECOOTBETCTBHUE PAaOOTHI 3aIaHHUIO;

— OTCYTCTBHE y4yeTa TpeOOBaHUI CTaHIAPTOB IO OPOPMIICHHIO TEKCTOBBIX JOKYMECHTOB IIPU COCTABJICHUH OTUYETa;
— TIOJIHOE OTCYTCTBHUE ONUCAHHS PACCMATPUBAEMBIX PHUCKOB H YSI3BHMOCTEIA;

— CYIIECTBOBaHHE OMIMOOK M HEMOCIEA0BATEILHOCTH B Pean3allii METOAUKY aHaIi3a PHCKOB,

— 3HAYHUTEIHHOE OTCTYIUICHUE OT CPOKOB BBIITOJIHEHHUS pabOTHI;

— HECIIOCOOHOCTH TPaMOTHO 3aI[UTUTH padoTy.




6. YHEBHO-METOAWYECKOE U HTH®OPMAIIMOHHOE OBECIIEYHEHME

6.1. Pexomenayemas iureparypa

6.1.1. OcHoBHas JIMTEpaTypa

ABTOpBI, COCTaBUTEIH 3arnaBue bubGnuoreka WznarenscTBo, rog
JI1.1 | ®abpuunos A. I, Kondunenunansnoe DnexTpoHHas 6uOnroTeKa Mockaa: Jloroc, 2011
Hémymkun A. C., JIeIIONPOU3BOJICTBO U
Konnpamosa T. B., 3aLUIEHHbII 2JIEKTPOHHBIN
Kynses H. H. JIOKyMEHTO000pOT: Y4eOHHK
JI1.2 | Wnbuues E. B., KBanToBas nH(popMaTHKa 1 DneKTpoHHas OubIMoTeKa HoBocubupck:
I'punbdepr 4. C. KBaHTOBBIC OMTHI HA OCHOBE HoBocubupcknit
CBEPXIPOBOJHUKOBBIX roCyIapCTBEHHBIH
JUKO3E(PCOHOBCKHUX CTPYKTYP: TEXHUYECKUH YHHUBEPCUTET,
Y4CeOHHK 2013
JI1.3 [Hecrepor C. A. OcHOBBI HH()OPMAITHOHHOH OnekTpoHHas OMONIHOTEeKA Cankr-IlerepOypr:
0e30macHOCTH: yaeOHOe WznarenscTBO
nocodue [onurexHn4yeckoro
yHHUBepcureTa, 2014
JI1.4 |HWmyxosa E. A., Kpurnrorpaduaeckre DneKTpoHHas OuOIMoTeKa Taranpor: FOxHbIit
JIo6oBa E. A. IIPOTOKOJIBI U CTAHAAPTBHI: (enepanbHbIA YHUBEPCUTET,
ydebHoe ocodue 2016
JI1.5 | Kupnuunukos A. I1., Kpunrorpaduueckie METOIbI DnekTpoHHas OudInoTeKka Kazans: Kazanckuit
XaioymiuHa 3. M. 3aIIUTHl KOMIIBIOTEPHON HallMOHATBHBIN
nHpOpMaIu: yaeoHoe HCCIIE/I0BATEIbCKUI
nocobue TEXHOJIOTUIECKU It
yausepcuret (KHUTY), 2016
JI1.6 | Menwsuukos B. I1., Hudopmanmonnas bubimoreka MUCuC M.: ACADEMIA, 2008
Knetimenos C. A., 0€30I1aCHOCTh M 3aIlUTa
Ierpakos A. M., uHpopmaru: yued. mocodbue
Kietimenos C. A. JUISL CTY/1. BYy30B, 00y4. 10O
criert. 230201
"WH]opMaIIOHHBIE CHCTEMBI U
TexHonoruu"
JI1.7 | Kocrtun B. H. Mertonsl 1 CpeacTBa 3AIIUTHI DnekTpoHHas OubInoTeKka M.: [MUCuC], 2018
KOMIIBIOTEPHOH HH(OPMAIIHH.
Kpunrorpadnaeckrie MeToRbI
3amuThl nHPopMarun (N
3086): y4ed. mocobue
6.1.2. JlonosiHuTeEIBHAS JIUTEPATYpPa
ABTOpBI, COCTaBUTEIH 3arnaBue Bubnmorexa W3narenscTBo, rof
JI2.1 | bammst I1. H., WudopmarronHast OnekTpoHHas OuOIMOTEKA Mocksa: EBpa3uiickuit
Bapanosa E. K., 6e30macHOCTh: y4eOHO- OTKPBITBIN UHCTHUTYT, 2011
Babamr A. B. MIpaKTUUECcKoe mocodue:
yaeOHoe rmocobue
JI2.2 |MunauH U. B., Muann | 3ammta KoHGHUISHIHATHHOT DnekTpoHHas OHOIMoTeKa HoBocnbupck:
O.B. nHPOPMAINH TIPU HoBocubupckwuii
9JIEKTPOHHOM rocy1apCTBEHHBIH
JIOKyMEHTO000pOTE: yaeOHOe TEXHUYCCKUH YHHUBEPCHUTET,
nocobue 2011
JI2.3 | Jlanonwuna O. P. Kpunrorpaguueckie 0CHOBBI DnexTpoHHas OuOIroTeKa Mocksa: HaunonanbHbIi
0e30macHOCTH: yueOHOe OTKpBITHIH YHUBEPCUTET
mocodue «MHTYUT», 2016
JI12.4 | doppepT. A. MeTonbl U CHCTEMBI IPHHATHS | DIEKTpOHHAsT ONOIHOTeKa Kpacuosipck: Cubupckuit
pemienuii: yae6HOE mocobne (enepanbHbIA YHUBEPCUTET
(CDY), 2016
JI2.5 |Henbix A. H., llenbix | AmanTuBHbIC DnekTpoHHas OudInoTeka Pocros-Ha-Zlony, Taranpor:
JI. A., bapkoBckuii C. | mHQOpMAIMOHHBIE CHCTEMBI HOxHbIH DenepanbHbIi
A JUISL TOIEP>KKHU TIPUHSITUS yHuBepcurer, 2018
pemeHuii: MoHorpadus
JI2.6 |benunckuii A. B. KBaHTOBBIE H3MEpPEHHUS: DnexTpoHHas 6uOnroTeKa Mocksa: BUHOM.

y4ebHoe ocodne

Jlaboparopwust 3Hanuit, 2015




ABTOpBI, COCTaBUTEH 3arnasue bubauorexa W3naTenscTBO, rof
JI2.7 | Bummasxkos . [1., Oomas Teopust pHUCKOB: yueo. bubmorexa MUCuC M.: ACADEMIA, 2007
Panaes H. H. nocodue AJs CTy.. By30B,
00yu. 1o crient. "MeHeHKMEHT
opranuszanuu”
JI2.8 | AnuramoB Apkanuii OnemMeHTsI TeopuH rpados u Bbubmnorexka MUCuC , 2009
DureneBu4, MakapoB | ONTUMH3ALMS HA CETAX
ITetp BuranseBuy,
CemenoBa Hatanbs
BsuecnaBoBHa
6.1.3. MeTroanueckue pa3padoTku
ABTOpBI, COCTaBUTEIH 3arnaBue Bbubnmorexa W3narenscTBo, rof
JI3.1 |Maxkapesuu O. b., OCHOBBI 3aIIUIIEHHOTO OnekTpoHHas OMOIHOTEKA Taranpor: U3narenscTBo
Babenko JI. K., JIEJIONIPOU3BOACTBA: 110 KypCy TPTVY, 2000
IIunos A. K., TexHOI0rMA 3aIUIICHHOIO
Kosanenko A. B. JIOKYMEHT0000pOTA!
METOIUYIECKOe mocodue
JI3.2 |Kucenesa 1. A. MogenupoBaHue pUCKOBBIX OnekTpoHHas OuOIHOTEKA Mocksa: EBpasuiickuit
CUTyalui: yueOHO- OTKPBITBIN UHCTUTYT, 2011
METOIMYCCKUH KOMITIEKC
JI3.3 | Oneitnuxos C. 4., Puck-menemxMeHT: yaeOHo- OnekTpoHHas OMONIHOTEeKA Mocksa: EBpasuiickuit
Bouapos C. A, METOAUYECKUI KOMILIEKC OTKpBITBII UHCTUTYT, 2011
WBaHoB A. A.
JI3.4 | Bexwiios FOpuwii Teopernueckas ¢pusuka: Pa3n.: | budbanoreka MUCuC M.: Yueba, 1981
Xopenosud, Ky3smur | KBaHnToBas Mexanuka: Yueb.
Opwuit MuxaitioBud, | mocoOue i NpakT. 3aHATHHA
Kanpimesnu A6o 11t cryaenTos criert. 0406,
EdumoBnu 0629, 0606
JI3.5 | baxapos Jleonun Wudopmanmonnas DnexTpoHHas OuOnroTeKa M.: [MHCuC], 2019
Edumouy 0€30MacHOCTh U 3alIUTa
nHpopMaIyH (paszaeisl
kpunrorpadus u
creranorpadusi) (N 3854):
MPaKTHKYyM
JI3.6 |IlerpoB Anpapeit MaremaTtrueckue Mozeu DneKTpoHHas OHOIMoTeKa M.: [MUCuC], 2018
EBrenbeBuu npunsTas pemennit (N 3092):
y4eOHO-MeTO/1. mocodue
6.2. Ilepeyens pecypcoB HH(POPMATHOHHO-TEJIEKOMMYHHKANHOHHOH ceTH « AHTEpHET»
Kypc "CoBpeMeHHBIE TEXHOIOTHN 3aIIUTHI https://Ims.misis.ru/login/canvas
51 unapopmarun” B DOUC Canvas. Pexxum moctyna -
URL: https://lms.misis.ru/login/canvas ( nata
obpamenus 06.08.21)
OdunmanbHelii caitt @enepanbHoit ¢y 0s1 PO mo https://fstec.ru/
ryp |TAMOKEHHOMY M SKCIIOPTHOMY KOHTpOTIO. Pexum
noctyna URL: https://fstec.ru/ (mara obpamienus
01.07.2021).
6.3 IlepeueHb NPOrpaMMHOr0 odecnedeHust
I1.1 | Win Pro 10 32-bit/64-bit
1.2 |LMS Canvas
1.3 | MS Teams
1.4 |WinRAR
6.4. Tlepeyenb NHPOPMANMOHHBIX CHPABOYHBIX CHCTEM H MPO(decCHOHAIBHBIX 023 JaHHBIX
N.1 |l. bark manHBIX yrpo3 6e3zomacHoctn nHpopmanun (https://bdu.fstec.ru/)
N.2 |2. EnuHoe okHO J0cTyma K oopa3oBaTenbHbIM pecypcam (http://window.edu.ru)
N.3 | 3. DnexkrponHo-6ubnuoreunas cucrema "Jlaup" (https://e.lanbook.com)
4 4. ScienceDirect - 6a3a TTOTHOTEKCTOBBIX HAYYHBIX )KypHAJIOB M KHUT M3aaTenscTBa Elsevier
) (https://www.sciencedirect.com)
N.5 |5.Scopus - emunHas pedeparnBHas 6a3a JaHHBIX HAYYHBIX myOnukanuii (https://www.scopus.com)




7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE

Ayn. Haznauenue OcHarienue
B-6ubnmorexa npaBblif | YueOHast ayauropust KOMIUIEKT y4eOHOH Mebenn Ha 32 pabounx mMecTa
KJ1acc
JI-731 VYuebHast ayauTopust JIOCKa  aylUTOpHAas MeJNoBas, 5SKpaH IPOCKUUOHHBIMH,
MPOEKTOp, CTaI[MOHApHbIE KoMmbioTepsl 15 mT. I10-Visual
Studio;  Electronic WorkBench; APACHE; MySQL;
XAMPP; Python, xommiekr ydeOHOH MeOenmu, maker
JMIEH3UOHHBIX nporpamMMm MS Office
Jlro6oii Kopryc | YueOHass ayauTopusi JUIsI TIPOBEACHUS | KOMIUIEKT y4eOHOi mMebenn 1m0 36 MecT /it 00ydaromuxcs,
MynsTuMeaunitHas 3aHSATUN JIEKIUOHHOTO THINA W/WIM JUIA | MyJlbTHUMEAUifHOe  00OpyAOBaHHE, MarHUTHO-MapKepHas
MPOBEACHHS NPAKTUUECKHUX 3aHATHIL: Jocka, pabodee Mecro mpenoxasatens, IIKc moctymom x
UTC «Unrepuer», DMOC yHuBepcurera Yepe3 JUUHBIN
xabuHer Ha miathopme LMS Canvas, IHIEH3MOHHBEIC
nporpammel MS Office, MS Teams, ESET Antivirus

8. METOAUYECKHUE YKA3AHUSA JJIS1 OBYYAIOIINXCA

JIMcuMIUIMHA OTHOCUTCS K TOYHBIM HayKaM U TpeOyeT 3HAYUTEILHOro 00beMa CaMOCTOSTEIbHOU paboThl. OT/AeIbHbIC yueOHbIe
BOITPOCHI BBIHOCSITCSL HA CAMOCTOSTEBHYIO MTPOPa00TKY M KOHTPOIMPYIOTCS TIOCPEICTBOM TEKyIIeH aTTecTanui. KauecTBeHHOE
OCBOCHUE MUCIUIUINHBI BO3MOXHO TOJBKO ITPH CUCTEMATHYECKOM caMocToATeNbHOH padote. KypcoBas paGoTa mpoBoauTcs ¢
HIMPOKUM HCIIOJIb30BAHUEM KOMITBIOTEPHBIX MTPOrPaMM, KakK [UIsl BBIIOIHEHHS, TaK U AJst ohopmiteHus padbotsl. [IpakTuyeckue
paObOoThI BBIOIHSIOTCS C IIOMOIIHIO KOMITBIOTEPHBIX MPOrPaMM UMUTAILIMOHHOTO MOJICTUPOBaHus. Tak Kak CUTyalus B cepe
WHPOPMAITMOHHOW 0€30ITaCHOCTH HETPEPHIBHO U3MEHSIETCSI, KPOME PEKOMEHIOBAaHHOM JINTEPATYPbI, 00yUJArOIIUMCS CIIeTyeT
aKTHBHO HCIOJNB30BaTh MaTepPHUaIbl IEPUOTUIECKON MeYaTH, CETH HHTEPHET M COLUAIBHBIX CETEH, 3aTParuBaroIie BOIPOCHI
3anUThl HHpOopMaIuK. [IpUBETCTBYETCS TakXKe MOCEIIEHHE CTYACHTAMH CIEIMATU3UPOBAHHBIX BHICTABOK IO HAMPABICHHIO
WHPOPMAITMOHHOW 0E30MTaCHOCTH U 3aIUTHl HHOOPMAIIUHU ¢ TeM, 9TOOBI CPOPMHUPOBATH HAMOOJEE IENIOCTHOE U aKTyalIbHOE
mpencTaBieHne 00 N3y4aeMon JUCIUILTIHE.

[IpakTryeckue 3aHATHS 110 JUCLUIUIMHE TPOBOAATCS B KOMIIBIOTEPHBIX Kiaccax B ayn. JI-728, JI-731 (15 I1K B kaxnoii). Bee
KOMITBIOTEPBI 00bEMHEHBI B JIOKATBHYIO CETh C BBIXOIOM B MIHTEpHET).




