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1. HEJIX OCBOEHUA

1.1 | Llenpro OCBOCHHMS TUCIUIIIMHEI SBISIETCS 00YUYEHHE CTYIEHTOB METOaM 00eCIIedeH s 3aIUThl HH()OpMAIIH B
coBpeMeHHBIX HHPopManuoHHbIX cucteMax (MC), pyHKUMOHUPYIOMIKX B YCIOBUSAX BHEUIHUX U BHYTPEHHHUX YTPO3
MH(OPMaIMOHHOH 6e301acHOCTH. DTO 1aCT BO3MOXHOCTB OyyIIeMy MarucTpy riyOoOKo IIOHUMATh (pyHKIHOHUPOBAHUE
MEXaHN3MOB 3alIUTH HHPOPMAIMK B cOBpeMeHHbIX VC, a Taroke peraTs BOIPOCH! (POPMUPOBAHIS ONTUTHKH
6€30MacHOCTH, BO3HHUKAOIIIE B X0O/I¢ TPOSKTUPOBAHUS U dKcITyaTanuu nepcrnekTuBHEIX VIC. CTyaeHTs! OyayT yMeTh
BBIOMpATh HEOOXOJMMBbIE IIPOTOKOJIBI OE30IIACHOCTH M IIPeyIaraTh COBPEMEHHBIE METO/IbI 3aIIUThI OT HOBBIX yIpo3
HHGOPMAMOHHOM 6€30ITaCHOCTH;, MPUMEHATH METOBI 3aIIUTHI I(PPOBOT0 KOHTEHTA OT YTPO3 MOTU(PHUKAIIIHN U
HECaHKI[MOHUPOBAHHOTO UCTIONIB30BaHMs Ipu noctpoeHnu MC; pa3pabaTsiBaTh METOAWKHI HOCTPOCHNUS ITPOTPAMMHON H
anmnapaTHOW peaylM3aluy 3alUThl KOPIIOPATHUBHOM CETH C Y4ETOM NPUMEHEHHUS 00JIauHBIX TEXHOJIOTHI; MOCITHPOBATh
paboTy alropuTMOB 3alIUTHl HHGOPMALMK HA 6a3e MaTeMaTHYECKOTO aIapaTa JMHAMUYECKUX JIUCKPETHBIX CHCTEM;
aHAIN3NPOBATH PUCKA (QYHKIIMOHUPOBAHUS CHCTEM 3aIUTHI MH(OPMAITHH.

2. MECTO B CTPYKTYPE OBPA30BATEJIBHOI ITPOI'PAMMBbI

Baox OIT: B1.0

2.1 TpeGoBanus K l'lpe[[Ba]Pl/lTe.]'I])HOﬁ MOATOTOBKE 00y4aI01erocs:

2.2 JucuuIuInHbL (MOLY/14) U HIPAKTHKH, VISl KOTOPBIX 0CBOCHHE JAHHOM JMCUMILINHBI (MOAY/Is1) HEO0X0AMMO KAK
npelecTByloniee:

2.2.1 | Anropurmuszanys U IporpaMMHpPOBaHUE

2.2.2 | Meroms! pa3pabOTKH BEICOKOTIPOM3BOANTENBHBIX IIPOTPaMM

2.2.3 | Hayuno-mccienoBaTenbckas padora

2.2.4 |IIpou3BOACTBEHHAs NPAKTHKA

2.2.5 |Ludposoe npencrapieHue GU3NICCKUX MPOU3BOJICTBCHHBIX JJIEMEHTOB

2.2.6 |Lludpoble TexHOJIOTHU TpaHCchHOpMaIu OH3Heca

2.2.7 | JlonosHeHHas peallbHOCTh

2.2.8 | Ku3HEHHBIH UK IPOrPaMMHOT0 00eCIICUCHHS

2.2.9 |Hay4Ho-uccrnenoBatenbckas padota. [IpoekrupoBanie HHPOPMAIIMOHHBIX CHCTEM

2.2.10 | TexHomorus pa3pabOTKH IIUPPOBHIX ABOHHUKOB TEXHOJIOTUIECKHX MPOIIECCOB TOPHOI 1 HedTerazoBoit
MPOMBIITICHHOCTH

2.2.11 | JluarHocTHKa 1 MOHUTOPHHT MPOHU3BOJICTBA

2.2.12 |IloaroToBKa K IMPOIEIype 3alIUTHI U 3aIUTa BBITYCKHOH KBaTH()HUKAIIMOHHOW pabOTHI

2.2.13 |IlpenaurioMHasi IpaKTUKa

2.2.14 |VHTemiekTya bHbIA aHAN3 JaHHBIX

2.2.15 | DneMeHThI BU3yaau3aiuy MU(QPOBBIX TBOWHUKOB MPOU3BOICTBA

3. PE3YJIbTATBI OBYUYEHUS IO JUCIUITIJIMHE, COOTHECEHHBIE C ®OPMUPYEMBIMHA
KOMIIETEHIIUSIMU

OIIK-4: Cnioco0eH NpUMEHATh Ha MPAKTHKE HOBbIEe HAYyYHble IPUHIUIBI M METObI HCCIeJ0BAHUM

3HaTh:

OIIK-4-33 Tunoble MporpaMMHO-aIIIAPATHBIC CPEJCTBA U CUCTEMBI 3alIUThl HHPOPMALH OT HECAHKIHOHUPOBAHHOTO JIOCTYTIa B
KOMITBIOTEPHYIO CPeTy; BUIBI YTPO3 HHYOPMAIIMOHHBIX CHCTEM M METOBI oOecTiedeHns HHPOpManOHHOM 0e3011acHOCTH;
HIPUHIUIEI o0ecredeHust HHPOPMAHOHHOH 6€30MaCHOCTH yIIPABICHHS PEANPHUATHEM; TPUHINIBG 3aIUTH HHOPMAIIUU U
obecrieueHust ”HPOPMALMOHHO 0E30MAaCHOCTH, CBEICHHS 00 OCHOBHBIX Yrpo3ax HH(GOPMAIIMOHHON 0€30I1aCHOCTH B UX
HCTOYHHKAX

OIIK-4-32 OcHOBHBIE KBAHTOBO-MEXaHUYECKUE PUHIIUIIBI, JIEXKAIINE B OCHOBE MMOCTPOCHHUS KBAHTOBBIX CUCTEM 3aI[UTHI
nHpopMaun

OIIK-4-31 CoBpeMeHHBIC METOIBI KPUITOTPahUUECKON B CTEraHOT pahUueCKOi 3alUTH HH(POPMAIHN

YK-1: Cnocoden OCYIIECTBJIATH KpHTH‘leCKHﬁ AHAJIU3 HOBBIX U CJI0KHBIX HHKCHEPHBIX OGLQRTOB, nmpoueccoB U CUCTEM B
MEXKIUCHUIIMHAPHOM KOHTEKCTE, HpOﬁJ]eMHLIX chyaum“a HA OCHOBE€ CMCTEMHOI'0 IMoaxo/1a, BblﬁpaT]: N NIPUMCHHUTH
HanOoJIee MOAXOAsIIHE U AKTYaJbHbIC METOAbI U3 CYHICCTBYIOIUX AHATUTUYICCKUX, BBIYHCIUTEC/IbHBIX U
IKCNIEPUMEHTAJbHBIX METOA0OB UJIH HOBBIX U MHHOBALITMOHHBLIX ME€TOA0B, BblpaﬁaTblBaT]) CTpaTeruro neiicTBuii

3HaTb:

YK-1-31 Metos! MOETMPOBAaHHMS TIOBEACHHS HAPYIIUTENS HH(POPMAIIMOHHOH Oe30nacHOCTH. [IpHHINIIBI TOCTPOCHHS U
(ynkunonupoBanus ceteit [lerpu

OIIK-4: Cnioco0eH NpUMEHATh Ha MPAKTHKE HOBbIe HAYYHble IPUHIUIBI M METObI HCCIeJ0OBAHUM

YMmerhb:

OIIK-4-VY1 [IpuMeHsATh IpoCcTEHInie MeTOAb! MH(pPOBaHUS U AN POBaHHS TEKCTOBOH HH()OPMAIIHH, UCIIOIB30BATh HPOTOKOJIEI




pazzieneHust U pa3OueHus cexpera

OIIK-4-Y2 IIpou3BoauTh pacyeT KpUTUYECKON AJIUHBI TUHUU CBsI3U 1Ipu PNS-arake Ha KBaHTOBBII KaHAl

YK-3: Crioco0eH HCIOJIb30BATh PAa3IMYHbIe METOABI SICHOTO U HEABYCMBIC/ICHHOTO (h)opMy/IMpPOBaHUS CBOUX BHIBO/IOB,
3HAHUI U 000CHOBAHUI JJIl CHIeIHAJIM3MPOBAHHOI U HeceUAIM3HPOBAHHON AyINTOPHIl B HAMOHAJIBLHOM U
MEKIYHAPOJHOM KOHTEKCTaX, OPraHU30BbIBATh M PYKOBOAMTH PAa00TOii KOMAaHAbI, BbIPA0ATHIBAsI KOMAH/IHYIO CTPATErHI0
JJIs1 JOCTHKEHHs IO0CTABJICHHOM Lelu

Ymerb:

YK-3-¥1 HMcnonb30BaTh KOHIETINIO YIPABICHUS PHCKAMH IIPY aHAIN3€E 3aIIUIICHHOCTH HH)OKOMMYHHKAIMOHHOM CTPYKTYpHI
HpeIpUSITUSL

VYK-1: Crioco6eH ocylecTBIsATh KPUTHYECKUH aHAJIM3 HOBBIX U CJI0KHBIX HHKEHEPHBIX 00bEKTOB, IIPOLIECCOB M CUCTEM B
MEeKIUCHUIIINHAPHOM KOHTEKCTe, MPOOJIEeMHBIX CHTYyallHil HA 0CHOBE CHCTEMHOI0 MO/IX0/1a, BLIOPATh U MPUMEHUTh
Han0oJiee MOAXOASIINE H AKTYaJbHbIC METOIbI U3 CYLIECCTBYIOIINX AaHATHTUYCCKHX, BBIYHCIUTEILHBIX H
JKCIIEPUMEHTAJILHBIX METO0B MJIM HOBBIX M MHHOBALIMOHHBIX METO0B, BbIPA0ATHIBATh CTPATErHIO el CTBUI

YMmerhb:

YK-1-Y1 MoaenupoBaTh MOBECHUE HAPYIIUTEIS C TOMOIIBIO ceT [lerpu

YK-3: CriocodeH ucnoib30BaTh pa3jJuYHbIe METOAbI ICHOTO U HeBYCMbICIEHHOI0 (GOpMYJIMPOBAHNUS CBOMX BBIBOJOB,
3HAHMI1 ¥ 000CHOBAHU VISl CHELUATH3HPOBAHHON U HECHENAIM3UPOBAHHON aAYIUTOPHI B HALMOHAIBLHOM H
MEKIYHAPOAHOM KOHTEKCTaX, OPraHH30BbIBATH M PYKOBOAUTH Pa00TOil KOMaH/bI, BLIPA0ATHIBAA KOMAHIHYIO CTPATErHI0
AJIs1 JOCTHKEHHUS TIOCTABJICHHOI 1eJIn

YMmerb:

YK-3-Y2 AnanuzupoBaTh yrpo3bl HHGOPMALMOHHOM 0€30MaCHOCTH U YSI3BUMOCTH CHCTEM 3aLIUThl HHPOPMALIUH, CTPOUTH MOAEb
UH(OPMALMOHHOH 0€30I1aCHOCTH C MOJHBIM IIEPEKPBITHEM YTPo3

OIIK-2: Cnoco0eH MpoeKTHPOBATH M Pa3padaThIBaTh OPHTHHAIBHBIE aJJTOPUTMBI H IPOTPAMMHBIE CPEACTBA, B TOM YHCJIe
€ CMOJIb30BAHHEM COBPEMEHHBIX HHTEJLUIEKTYaJbHbIX TEXHOJIOTHIA, IJIsl peleHust MpodeccHoHalbHbBIX 327124 B YCJIOBHSX
HeOoNnpeIeJIeHHOCTH U AJIbTePHATUBHBIX PellleHHii B paMKaxX MeXIUCHHILIUHAPHBIX ofjacTei

Ymern:

OIIK-2-Y1 [Ipon3BomuTh BcTpauBaHUE H(POBBIX BOASHBIX 3HAKOB B MYJIBTHUMEANIHbIC M IPOTpaMMHBIE (haiiiTsl

OIIK-4: Cnoco0eH NPpUMEHATh HA IPAKTUKE HOBbIC HAYYHbIe IPUHIUINIBI M METO/AbI HCCJICA0BAHUI

Baaaernb:

OIIK-4-B1 Metoauko# reHepanny nceBIocydaiilHbIX TOCIeI0OBATEILHOCTEH IS 1ajbHEHIIIEro UCII0JIb30BaHNUS B
KPUTITOrpa@rIECKUX aITOPUTMax

YK-3: Cnoco0eH HcnoJib30BaTh Pa3JHYHbIE METOABI SICHOTO M HEIBYCMBICJICHHOTO (DOPMYJIMPOBAHHSA CBOMX BHIBOJOB,
3HAHHUI U 000CHOBAHUH IS CHIEHUATU3MPOBAHHOM M HecIleUATU3MPOBAHHOM ayIUTOPUI B HALIHOHAJILHOM H
MEKIYHAPOAHOM KOHTEKCTaX, OPraHH30BbIBATH H PYKOBOAUTH Pa00TOil KOMaH/bI, BLIPA0ATHIBAA KOMAHAHYIO CTPATETHI0
AJIs1 JOCTHKEHHU S TIOCTABJICHHOI 1eau

Baagern:

YK-3-B1 Meroauxoit aHanu3a puckoB HH(GOPMALMOHHOH 6€30MaCHOCTH IPU MMOCTPOSHUU CUCTEMBI 3aIUTH HHPOPMAIIUU

4. CTPYKTYPA U COAEP)KAHUE

Kon Haunmenopanue pasnenos u | Cemecrp | Yacos | @opmupyemsblie | JIuteparypa | Ilpumedanue KM Beinosan
3aHATHS TeM /BUA 3aHATHSA/ / Kype HHIMKATOPBI H 1. sieMble
KOMIIeTeHIMii pecypchl padoThI
Paznen 1.
Kpunrorpapuueckas
3amuTa uHgopmanuu
1.1 ITpoGieMb! COBpeMEHHOM 1 2 VK-1-31 OIIK- | JI1.4JI1.5 KM14
kpuntorpaduu /Jlex/ 4-31 OIIK-4-32 | JI1.7J12.3J13.
5
o1
1.2 [Mpakrmueckas padora Nel. 1 3 YK-1-Y1 VK-3 JI1.4 JI1.5 P1
H3yuenue npoTOKOIOB -V1 VK-3-y2 | JI1.7J12.3J13.
pas3OueHus U pa3ieneHust 5
cexpera /I1p/ a1
1.3 [ToaroroBka x 3amuTe 1 4 OIIK-4-B1 JI1.4 JI1.5 KM1
HpakTHUecKoi paboTsl Ne OIIK-4-Y2 JI1.7J12.3]13.
1 /Cp/ OIIK-4-Y1 5
)|




1.4 IMpakruueckas paboTa Ne 2. 2 OIIK-2-Y1 JI1.4 J11.5 P2
N3zyuenue mudpa OIIK-4-Y1 JI1.7J12.3713.
[Tnewidepa /Tp/ OIIK-4-Y2 5
€
1.5 [loaroroBka k 3amure 4 VK-1-Y1 VK-3 JI1.4 J11.5 KM2
MPaKTUYECKO paboThl Ne -V1 YK-3-B1 | JI1.7J12.3J13.
2 /Cp/ OIIK-4-B1 5
€]
1.6 IMpakruueckas pabora Ne 3. 2 VK-1-V1 VK-3 JI1.4 JI1.5 P3
Hemmdposanue mmdpa -Y1 YK-3-Y2 | JI1.7J12.3J13.
MIPOCTOM MEPECTAHOBKU MIPU OIIK-2-V1 5
ITOMOIIN METO/1a 21
6urpamm /IIp/
1.7 [ToaroroBka Kk 3aniure 4 VK-3-B1 OIIK- | JI1.4JI1.5 KM3
MpaKTU4YecKoil paboThl Ne 2-V1 OIIK-4- | JI1.7J12.3JI3.
3 /Cp/ VY1 OIIK-4-Y2 5
OIIK-4-B1 21
1.8 IMpakruueckas pabota Ne 4. 2 VYK-3-¥1 VK-1 | JI1.5J12.1J13. P4
W3yueHne perucTpoB ciBUra -V1 5
C JIMHEWHOW 00paTHOH a1
CBSI3BIO
KaK TeHEepaTOpOB
TICEBIOCTYYaitHBIX
qucen /TIp/
1.9 [ToaroroBka x 3amuTe 4 OIIK-4-B1 JI1.5J12.1J13. KM4
MpaKTHYECKOH paboThl Ne OIIK-4-V1 5
4 /Cp/ 31
Paznen 2. MoaenupoBaHue
CHCTEeM 3alIUThI
uHpopmManumn
2.1 Puck-opueHTHpOBaHHBIH 3 JI1.6J12.7J13. KM14
MOJXOJ B CHCTEMaX 3aIlUThI 2
nHpopmanuu /JIex/ 21
2.2 [pakrmueckas padora Ne 5. 2 JI1.6J12.8J13. P5
Wzyuenune moaenu 2
MHGPOPMAITHOHHON 21
0€30MaCHOCTH C MOITHBIM
nepekpeItieM yrpo3 /IIp/
2.3 IToaroToBka K 3amure 3 JI1.6J12.8J13. KM5
MPAKTHUECKOH paboThl Ne 2
5/Cp/ 21
2.4 [pakrrueckas padora Ne 6. 2 JI1.6J12.7J13. P6
AHanus3 pucKoB 2
HHGOPMAITHOHHON 21
6e3omacuoctu /Tlp/
2.5 [ToaroroBka k 3aniure 3 JI1.6J12.7J13. KM6
HpakTHIecKoi paboTsl Ne 2
6 /Cp/ 31
2.6 BerlmonHeHe KypcoBoi 50 JI1.6J12.7J13. KM13 P13
paboTHI 1O aHAIN3Y PHUCKOB 3
nH(pOPMAIMOHHOH 2102
0€30I1aCHOCTH Ha 3aJaHHOM
oonexre /Cp/
2.7 [pakTrueckas padota Ne 7. 2 JI1.6J12.4 P7
W3yuenue cucremsl JI2.5713.6
MOJIACPKKH TIPUHSATHS 21
penreHuii B 00J1acTH
MIPOCKTUPOBAHUS CHCTEMBI
3alUTHl MHPOPMAITUH HA
npennpusituu /Ip/
2.8 [ToaroroBka K 3amiuTe 3 JI1.6J12.4 KM7
MPAKTHUYECKON paboThl Ne JI2.5J13.6
7 /Cp/ 21




2.9 IMpakruueckas pabora Ne 8. 1 2 JI1.6J12.8713. P8
Pazpabotka crieHapues 2
JielcTBUI HapyIIUTENs €|
nH(pOPMAIMOHHOH
0e30MacHOCTH C
HCIOJIb30BAaHUEM CETH
[etpu /Mlp/
2.10 |IloaroroBka K 3amure 1 3 JI1.6J12.8J13. KM8
MpaKTHYECKOH paboThl Ne 2
8 /Cp/ 21
Pazgen 3. 3amura
IHU(PPOBOro KOHTEHTA OT
Yrpo3 uH(pOpMaMOHHOM
0e3onmacHOCTH
3.1 TexHomoruu 3amuThl 1 2 VYK-1-31 OIIK- JI1.1 KM14
3JIEKTPOHHOTO 4-31 OIIK-4-32 | JI1.3J12.2J13.
JIoKymMeHTooOopoTa /Jlex/ OIIK-4-33 1J13.5
21
3.2 IIpakTrueckas padota Ne 9. 1 2 YK-1-¥1 YK-3 J.1 P9
3amuTa IporpaMMHOTO -V1 VK-3-Y2 | JI1.3J12.2J13.
obecIieueHnsT METOaMH OIIK-2-V1 1JI13.5
creraHorpaduu /IIp/ 21
33 IToaroroBka K 3aI1ure 1 4 VYK-3-B1 YK-3 JI1.1 KM9
TpakTHIecKol paboTsl Ne -Y2 OIIK-2-V1 | JI1.3J12.2J13.
9 /Cp/ 1J13.5
21
34 [Tpakruueckas padora Ne 10. 1 2 OIIK-4-B1 JI1.1 P10
3amuTa 3JIEeKTPOHHBIX OIIK-4-Y2 JI1.3J12.2J13.
JIOKYMEHTOB C OIIK-4-V1 1JI13.5
HCTIONB30BaHNEM I (POBBIX €
BOISHBIX 3HaKOB /T1p/
35 [ToaroroBka k 3amiure 1 4 OIIK-4-B1 J.1 KM10
IpakTHIecKoi paboTsl Ne OIIK-4-Y1 VK | JI1.3J12.2J13.
10 /Cp/ -3-B1 YK-3-¥2 1J13.5
21
3.6 IpakTrueckas padora Ne 11. 1 2 YK-1-¥1 OIIK J.1 P11
CTEeroKOMILIEKCHI, -4-B1 OIIK-4- | JI1.3J12.2J13.
JIOMyCKaroIIue VY1 OIIK-4-Y2 1J13.5
HCIIOJIb30BaHUE 21
ayauoxoHTeliHepoB /I1p/
3.7 [ToaroroBka k 3amuTe 1 4 OIIK-4-V2 JI1.1 KMI11
MIPaKTHYECKOH paboThl Ne OIIK-4-V1 JI1.3J12.2J13.
11 /Cp/ OIIK-4-B1 1JI3.5
21
Pa3nen 4. KBanToBbI€
TeXHOJIOTHHU 3aIIUTHI
uHpopmManun
4.1 KBanroBas kpunrorpadus u 1 2 YK-1-31 OIIK- | JI1.2J12.6J13. KM14
MEePCTIEKTHUBBI KBAHTOBBIX 4-31 OIIK-4-32 4
TEXHOJIOTUH 3aIUThI OIIK-4-33 21
uadopmanun /JIex/
4.2 [pakrrueckas padora Ne 12. 1 2 VK-1-V1 VK-3 | JI1.2J12.6J13. P12
Pacuer kpurHueckoi ATUHBI -V1 OIIK-2-VY1 4
nuHUM cBsi3u ipu PNS-aTake VK-3-Bl 21
Ha KBaHTOBBIM KaHaI
Mp/
4.3 [ToaroroBka Kk 3amure 1 2 OIIK-4-V1 JI1.2J12.6J13. KM12
MPAKTHYECKON paboThl Ne OIIK-4-V2 4
12 /Cp/ OIIK-4-B1 21

5. ®OHJ OIIEHOYHbBIX MATEPHUAJIOB




5.1. KonTpoabHble MeponpusaTUs (KOHTPOJIbHAsA padoTa, TeCT, KOJUIOKBHYM, 3K3aMeH M T.I), BONPOCHI 1/

CaMOCTOSITEJIbHOI MOJATOTOBKH

Kon
KM

KonTtponsnoe
MepomnpusTue

IIpoBepsiemblie
WHIUKATOPBI
KOMIICTCHITHIA

BOHpOCBI JUIA IOATOTOBKU

KM1

3amura
IIPAKTHYECKOH
pabotsr Ne 1.

VK-1-Y1;YK-3-
V1;0lK-2-V1

Jnst yero HeoOXOIMMO IPUMEHEHHE MU(PPOBAHUS C OTKPHITHIM KIIOYOM
B TalHBIX MHOTOCTOPOHHUX BBIYHCIIEHUSX?

Kax npoucxoaut renepanus kioueit B anropurme RSA?

UYro o3HauaeT (m, n)-TOPOroBas CXeMa pa3AeNeHHs CEKpeTa.
HasnaveHne MHTepIOISLMOHHOrO nonuHoMa Jlarpamxa.

CyIIHOCTE KUTAHCKOH TEOpEeMBI 00 OCTaTKaX.

Uem oTnmgaercs pa3dueHne CeKpeTa OT pas3JIeleHus cexpera?

UYem oTnugaercs pa3OueHUE CeKpeTa OT TalHBIX MHOTOCTOPOHHUX
BBIUUCIICHUN?

KM2

3amura
IIPAKTUYECKOH
pabotsl Ne 2.

OTIK-4-B1;011K-4-
V2;01K-4-V1

K xaxomy xnaccy mmdpos orHocutes mudp [leidepa? Yiaxunre
0COOCHHOCTH MOJO0HBIX MIH(POB.

Omnuumre npoueaypsl IWUQpoBaHus U paciIn(poBaHus 10 METOLY
[Tnetidepa.

OreHnTe KPUITOCTOHKOCTH H3yYSHHOTO METO/1a MU (POBaHUS 1
BO3MO)KHOCTH MCIIOJIb30BaHUsI OJOOHBIX METOJIOB B COBPEMEHHBIX
KPHIITOCHCTEMAX.

3ammdpyiite cBoro hammmio mudpom [lneiidepa Bpydanyro. CpaBHuTe
PEe3yJIbTaThl PyYHOTO IU(PPOBAHUS U HOIyYCHHBIC C IIOMOIIBIO
nporpammel Playfair.exe.

KM3

3amura
IIPAKTHYECKOH
paboTsr Ne 3.

VK-1-V1;YK-3-
V2;VK-3-Bl

B uem 3akmouaercst onucaHHbI B paboTe METO BCKPBITHS
KpunTorpamm?

B gem 3axmogaercs MeTox mudpoBanus (pacmugpoBaHus) ¢
UCIIONB30BaHUEM IIepecTaHoBOK? Kakue nepecTaHOBOYHBIE METOJIbI
muQpoBaHus BbI 3HaeTe?

ITpuBenuTe MpUMephI NCTIONB30BAaHUS AITOPUTMA TIEPECTAHOBKA B
COBPEMEHHBIX CHMMETPUYHBIX KPUIITOCUCTEMAX.

Kaxue TpeboBaHNs K HCXOAHBIM TEKCTaM U JUTHHAM KITIOYeH
mrppoBaHuI 00ecredaT MaKCUMAIBHBIN S QEKT IS HCIIOJIB30BAHHS
U3y4EHHOTO MeTo/a AemuppoBaHUs?

KM4

3ammra
MPaKTUYECKOU
paboThr Ne 4,

OIK-2-Y1;01IK-4-
V1;011K-4-Y2;01TK
4-B1

Uro takoe M-miocnenoBarensHocTh? KakoBel ee cBoiicTa? Kaxas
OTBOJIHAS MOCJIEIOBATEIILHOCTh MO3BOJISIET €€ NOMy4YuTh? OnuiunTe
nporiecc padboThl yeTbipexouroBoro PrCcJIOC: oTkyna Oepercs
BBIXOJIHOH OHT U Kak OpPMHpYETCs IICeBAOCTydaiHas
MOCJIE0BATENbHOCTD, KaK IPOUCXOAUT CABUT PETUCTPA, KAK MEHSIETCS
€ro COCTOSIHUE, Kak 00pa3yeTcs OUT hyHKIMU 0OpaTHOH CBsI3H
(mpuBennTe TAOIMIy HCTHHHOCTH Ayt orreparml XOR ot 1, 2, 3,4
HEPEMCHHBIX)

Uro onpenensier cBoiicTBo nepuoauaHocTy PrCcJIOC? Ot vero
3aBucHt nepuo PrCcJIOC? Kakvne MHOTOUJICHBI SBIISIOTCS
HEIPUBOAUMBIMH 110 MOy Tt0 2? ['11e 1 s 4ero ux MOYKHO MPUMEHSTh
Ha MpaxTuKe?

Yro BXoauT B OHATHE «JIMHEHHAs CIIOKHOCTH OMHAPHON
nocIrefoBaTeTbHOCTI» ? Kak ee MOYKHO MCIIONB30BaTh IS OIICHKH
HCeBAOCTyYaiiHOM OnHApHOM nocnenoBaTensHOCTH? UTo ompenenser
cBoiictBo nepuoauyHoctd PrCcJIOC? Ot yero 3aBUCHT NEPUOJ
PrCcJIOC?

Uro Takoe OTBOAHAS IOCIIEA0BATENBHOCTD? [l 4ero oHa HyKHa B
PrCcJIOC u Ha xakue ero napamerpsl auser? Uto Takoe HHUIUAIBHOE
cocrosinue PrCcJIOC? Kakue ectb orpaHuueHus Ha 3HAYCHHE
uHumanbHoro cocrostaus? [louemy? Uro Takoe I'CITY? Ha uem onun
MOryT ObITE OCHOBaHBI? Kakue y HUX IpenMyIiecTBa U HEAOCTaTKI?




KMS5

3ammra
MPaKTUYECKON
paboThr Ne 5.

VYK-1-Y1;VK-3-
V1;YK-3-Y2;VK-3-
B1;0IIK-2-V1

Uro Takoe yrpo3a uadopmanuoHHo# 6e3onacHoctu? Ilpusennte
HpPHMEPBI.

Kaxum 06pa3om MOTyT OBITH KIaCCH(UIIMPOBAHBI YTPO3BI
nH(pOpMaMOHHON 6e30macHOCTH?

Yro Takoe ys3BUMOCTb M Ye€M OHA OTIMYAETCS OT yrpO3bI?
Kaxum 06pazoM MoxeT ObITh POBEIEHA KIaCCU(UKALMS
ySI3BUMOCTEN?

Kaxue monenu 3amuTsl nHGopmarmu Bel 3Haete?

Kaxue npearnonoxeHus JexaT B OCHOBE MOJIEIH C TIOJIHBIM
NEPEKPBITUEM YTPO3?

HazoBuTe npenmyIecTBa 1 HEIOCTATKH MOAECIH C TIOJHBIM
HEPEKPBITHEM yIpO3.

KM6

3amura
IIPAKTHYECKOH
paboter Ne 6.

OIIK-4-Y 1;011K-4-
V2;0l1K-4-B1

Kaxkast unpopmanus nomxna 66Tk cOOpaHa Ha 0OBEKTE OLIEHKH TSI
MIPOBE/ICHNS aHAITN3a HH(POPMAIIHOHHEIX PHCKOB?

B kaxux equHuIax u3mMepsercs pruck HHPOPMAIIMOHHOH Oe30macHoCTH?
BribepuTe ONTUMANTBHYIO CTPATETHIO YIIPABICHUS PHCKAMH B
CIICIyIONIEM CiTydae: BeO-cepBep KOMITAHHH HaXOAUTCS BHYTPU
KOPITOPaTUBHOW CETH  €ro IporpaMMHOe obecrieuene, BO3MOXKHO,
COJEPKHUT YS3BUMOCTH.

Kaxyro nnpopmannio Heo6X0UMO MOYYUTh HAa 0OBEKTE OLIEHKH IS
oIpezieNeHrs yIep0a 1o yrpo3e «HapyIIeHHe IeTOCTHOCTH
nHpopManum»?

Kaxyro napopmanrio HeoOX0JUMO MOIYYUTh HAa 0OBEKTE OLIEHKH IS
oIpezieNieHrs yiepoa 1o yrpo3e «HapyIieHHe KOHQHICHIIHATbHOCTH
nHpopManum»?

B ciryuae aHanmu3a pucKoB HH(POPMANMOHHOM CHCTEMBI Ha 6a30BOM
YPOBHE KAKUMHU CTaHIAPTAMH B 00JaCTH 3aIMUTHI HH(pOpMAaLUH
HEOOXOIMMO PYKOBOACTBOBATHCS?

B ciryuae momHOTO aHANMM3a PUCKOB MH()OPMAIIIOHHBIX CHCTEM KaKHe
MOJXO0/AbI OOBIYHO HCTIONB3YIOTCS Ha MPAKTHKE?

Kaxkwe 3Tarms! 1oJDKeH BKIIOYATh ayIuT HH(GOPMaMOHHOMH
6e3omacHocTH?

Kak ocymecpnsercst ananu3 nHGOPMALMOHHBIX PUCKOB, YTPO3bI
YSI3BUMOCTH CHCTEMBI II0 IBYM (hakropam?

Kax ocymecBnsercs: aHanu3 HHGOPMAMOHHBIX PHCKOB, YTPO3HI 1
YSI3BUMOCTH CUCTEMBI TI0 IByM (hakropam?

KM7

3amura
MIPaKTUYECKON
paboThr Ne 7.

VK-1-V1;VK-3-
Y2;VK-3-V1

Kaxkwe TpeGoBaHUS MIPEABSIBISIOTCS K HAOOPY KPHUTEPHUEB JUIS OL[CHKH
aNbTEePHATUBHBIX PEILICHUN?

Kak oniennBaercst Ba)XHOCTb KpUTEpUEB?

IIpuBemure KTaccuUKAIMIO 3a/1a9 IPHHATHS PEIICHUH B 007IacTH
MPOEKTUPOBAHHS CUCTEM 3alUTHI HH(POPMAIHU.

Ha3zoBuTe OCHOBHBIE 3TAIbl MIPUHATHS YIPABIEHUECKUX PELICHUI B
00JIaCTH TTOCTPOCHHUS 3AIIUIICHHBIX CHCTEM 00paboTKi HHPOpMALHH.
[IpuBequre npumMep reHEPUPOBAHUS MHOXKECTBA ATBTCPHATHB C
MPUMEHEHUEM IKCIIEPTHBIX METOJIOB MIPH pa3paboTKe CUCTEMBI 3aIHUTHI
WHPOPMAITUH.

[IpuBemuTe mprMep UCTIOIB30BAHMS METO/AA CTPOYHBIX CYyMM JUIS
COCTaBJICHHS MATPUIIbI AbTEPHATUBHBIX IIPOEKTOB CUCTEMBI 3aIUTHI
HHPOPMAITUH.

Chopmymupyiite mpunanmn [Tapeto. B ueM 1ocTOMHCTBA M HETOCTATKH
€ro MPaKTUUECKOTO IPUMEHEHNUS IS IPHHATHS YIPaBICHIECKAX
peleHnii B 006JacTH MOCTPOSHHS 3aMIICHHBIX CUCTEM 00paboTKu
nHpopManuu?

Uro noHUMaeTcs NoA NapeTo-ONTUMAIbHBIM MHOXKECTBOM?

Kakue nonomHuTenbHbBIC BO3MOXKHOCTHU NIPEAOCTABIISAET METOA
JIOCTIDKUMBIX LieJIel Ul NpUHSTHS YIIPaBIeHYECKUX pelleHH B
00J1aCTH TMTOCTPOEHUS 3AIIUIICHHBIX CHCTEM 00paboTKi HHpopManuu?
OnumuTe TOCIe0BaTEIFHOCTD IIAaroB IPH UCTIOIB30BaHUH MIAaPEeTO-
ONTUMH3ALMU B BEIOOpE abTEPHATHUBHBIX MPOEKTOB CUCTEMBI 3aLIUTHI
UHPOPMAITUH.




KMS8

3ammra
MPaKTUYECKON
paboter Ne 8.

OIIK-4-Y 1;0I1K-4-
B1;0IK-4-Y2

B gem otmuuume cereit [lerpu oT Apyrux cnoco60B MOJETUPOBAHUS B
CHCTEMax 3aluThl HHpopManuu?

Kaxum 06pa3oM MOXHO HHTEPIPETHPOBATH MO3UIMN B TIEPEXOIBI TIPH
pa3paboTke cieHapHeB ACHCTBUS HapYyIINTEIs Ha 00bEKTe
nHpOpMaTU3aIMK ¢ ucnojib3oBanueM cetu [lerpu? Ilpusenure
KOHKPETHBIE TIPHUMEPBI.

B uem 3awntouaercst orpaHUYEHHOCTD UCIIOIb30BaHus ceTel Iletpu ams
MOJIETTHPOBAHUS MPOLIECCOB, MPOHCXOAAIINX B HHPOPMALIMOHHBIX
cucremax?

Kaxnm 06pa3om MOXHO HHTEPIPETHPOBATH UCIIOIH30BAaHNE MapKepOB B
ceru [lerpu mpu MoxenupoBanuu aeiicteui Hapymmurens? [Ipusequre
KOHKPETHbIE TPHUMEPBI.

Kaxkue BbIBOJIBI MOXKHO CHETIATh O JOCTHKUMOCTH KOHEUHOM LIENU aTak
IpH 3aITycke pa3zpaborannoii cetu [lerpn?

KM9

3amura
MIPaKTUYECKON
pabotsr Ne 9.

VK-1-Y 1;YK-3-
V1;VK-3-V2

[epeuncinTe cIOCOOBI 3aITUTHI IPOTPAMMHEIX IPOIAYKTOB. YKaXKHTE
UX JIOCTOMHCTBA U HEOCTATKH.

Kakue mMeTonbl BKIIOYAET I0pUIMYECKas 3al1Ta IPOrPaMMHBIX
npoaykroB? Oxapakrepru3yiTe OCHOBHBIE U3 HUX.

[epeuncianute OCHOBHBIE MEX/TyHAPOIHBIE H OTCUECTBEHHbIC
UCTOYHUKH

3aIINTHI TPaB aBTOPOB MIPOTPAMM.

B uem 3axmouaercs npouenypa JuleH3upoBanus nporpamMm? Kaxumu
HOPMAaTHUBHBIMU JIOKyMEHTaMHU PEryIHPYeTCsl MPOLecC JIUIEH3NPOBaHUS
nporpamMm?

IMepeuncnmTe TEXHIYECKIE METOIBI 3AIUTHI MPOTPAMMHBIX IPOIYKTOB.
KpaTko oxapaxrepusyire KaxIblil U3 HUX.

Kaxkue MeTozbl creraHorpadMy MOTyT HCIIOIb30BATHCS [UIS 3aIUTHI
MPOrPaMMHBIX TIPOTYKTOB?

CpaBHHTE METOJIBI CTETaHOTPAGHIECKOIT 3aMNUTHI X TEXHIIECKOI
samuTel [10.

Kaxue ocobenHoctu crpykrypsl PE-(aiinos 1arot Bo3MOXHOCTB

3¢ PeKTHBHOTO BHEAPEHUS IU(PPOBBIX BOSHBIX 3HAKOB?

OnumnTe cyTh MeToAa BHeApeHus koxa B PE-aiinst 3a cuer
pa3MelleHus kojga B CBOOOJJHOM MeCTe POrpaMMBbl (MHTErparys).
Kaxoit n3 meroos BHenpeHus kona B PE-daiinsr ncmonesyercs B
nporpam me Filigrana? Omummure cyTs 3TOro METo/1a, ero JOCTOMHCTBA
U HEIOCTATKH.

Kaxue criocoOb1 0O0Hapysxenus, n3BiedeHus u Moaudukanny [{B3 Bol
MOXET€e TIPEUIOKHUTH JUIS H3Yy9EeHHOT0 MeToxa 3amuTsl [107?




KM10

3ammra
MPaKTUYECKON
paboter Ne 10.

VYK-1-Y1;VK-3-
V1;YK-3-Y2

[epeuncaute cocoOb! 3aIUTEI U(YPOBBIX TPAUUECKIX
n300pakeHn il 0T MOAN(DHKAIIMY U HECAHKIIMOHUPOBAHHOTO
WCTIONIB30BaHMSA. YKaXKUTE X TOCTOMHCTBA M HEJJOCTATKH.

B gem ocobeHHOCT POOACTHBIX, XPYIKUX U MOTYXPYHIKUAX IH(POBBIX
BOJISIHBIX 3HaKOB? KaKoBbl OrpaHUUYEHMS B UX MCIIOJIB30BAHUS IS
3aLUTHI 3JIEKTPOHHBIX JTOKYMEHTOB?

[epeuncianTe OCHOBHBIE MEXTyHapOIHEIE H OTCUECTBEHHEIC
WUCTOYHUKHI

3aIIKTHI IPAB aBTOPOB HUPPOBOr0O rpa)iuecKOro KOHTEHTA.
Anroput™ Xcy 1 By — ocobeHHOCTH peann3anni, JOCTONHCTBA U
HEJJOCTaTKU.

Anroput™m @puapux — 0COOEHHOCTH peanu3aliy, J0CTOMHCTBA U
HEIOCTaTKH.

Kaxkue MmeToznb! cTeraHorpadui MOTYT UCIIONIB30BATHCS [UIS 3aIUTHI
rpaduyeckux ¢ainos?

CpaBHHTE METOJIBI CTEraHOTPApHYCCKOI 3aIIUTHI U
KPUNTOTpapUIECKOH 3aIIUTEL.

Anroput™ B. A. MuTteknHa — 0COOCHHOCTH pean3aIiii, JOCTOMHCTBA
Y HEJJOCTATKH.

B 4eM 3akimrodaeTcst ycoBeplIeHCTBOBaHUE anropurma B.A. Murekuna
B IIPOTPAMMHBIX ITPOTYKTaX, UCIIOIh30BAHHBIX B Ta00paTOPHOH
pabote? Ouennre 3¢)(HeKTUBHOCTH UCCIEAOBAHHOTO aITOPUTMA JIISt
BcrpauBanus [[B3 ?

[MoncumnTaiiTe MakCHMaTbHBIX 00beM BeTpanBaeMoro 1[B3 B OuHapHOE
n3zo0paxxenne pazmepom 1024x128 nukceneii: a) B 6J10ku 3% 3 MUKCeNs,
0) B OJ1OKM 7X7 MHKCEINEH.

IMoncuunTaiiTe MakCUMaIbHBIX 00beM BeTpanBaemoro 1[B3 B

MOy TOHOBOE M300paskeHue (256 rpamamuii ceporo) pazmepom 512x256
MUKCee:

a) B 6Joku 3% 3 mukcens, 0) B 0JI0OKK 7X7 MUKCETEH.

KM11

3ammra
MIPaKTUYECKON
pabotsr Ne 11.

VK-3-B1;0I1K-2-
V1;0MK-4-V1

CoopmynupyiiTe OCHOBHBIC OTIIMUHS CTETaHOTPAPUIECKIX U
KpUNTOrpaMIeCKUX METO/IOB 3alIUTH HH(POPMAIIMOHHBIX pecypcoB. B
4eM JIOCTOMHCTBA M HEJOCTATKU KaXKJJ0T0 U3 METOHOB?

[NepeuncauTe mecTh OCHOBHBIX PEXXUMOB paboThI Iporpammel Invisible
Secrets-4.

B kaxux ciydasx BB MOXKETE TOPEKOMEHIOBATH HCTIOJIB30BAaHHE
Ka)KJOTO U3 PEKUMOB?

Ornennte 3¢ GeKTUBHOCTD paboThl mporpaMMel Invisible Secrets-4 ¢
rpaMIECKUMH 1 ayIuo (aiilaMH pa3InIHBIX THITOB. [[jIs1 3TOTO B
pexume “creraHorpaus’ BCTpOITE JaHHBIC B KOHTEHHEPHI Pa3IHIHbBIX
(opMmarToB, CpaBHHUTE ITyCTHIE U 3aIIOJHEHHbBIC KOHTEIHEPHI, clemaiiTe
BBIBOIBI.

[Ipu BcTpanBaHNM TaHHBIX B PEeKUME “‘CTeraHOrpadus” HCIOIB3yHTe
pazIMYHbIE ANrOPUTMBI JUIS LIM(POBAHKS BCTPAUBAEMBbIX JaHHBIX.
CpaBHUTE ITyCThIC U 3aII0JIHEHHBIC KOHTEHHEPHI, KAK H3MEHSETCS
pa3Mep 3aroTHEHHBIX KOHTEHHEPOB B 3aBHCHMOCTH OT METO/a
mm¢posanua? [ToueMy BBI IOTyYHIIH TaKUe Pe3yIbTaThl, 000CHYHTE.

KM12

3ammra
MPaKTUYECKON
paboter Ne 12.

VYK-1-Y1;VK-3-
V1;YK-3-Y2;VK-3-
Bl

Kakue ¢pusndeckne mpUHIUIBI JeXKAT B OCHOBE KBAHTOBOI
KkpunTorpabuu?

IMosicanTe Ha3HAYEHME W IPUHIMI paboTs! anroputMa BB84.
Onmmmte anroput™ bernnera. B gem 3axmodarorcst ero oco6eHHOCTH?
Kakue ys13BUMOCTH KBAHTOBBIX KPHIITOCHCTEM BaM u3BecTHBI?
ITpuBeauTe mpuMepsI.

UYro Takoe KBAaHTOBAsI 3aI[yTAHHOCTb M B KAKUX MPIIIOKEHHUIX
KBAHTOBBIX TEXHOJOTHUII 3aIIUTHI HHPOPMALUHN OHA HCTIONIB3yeTCs?
OnumuTe NPOTOKOJ KBAHTOBOTO PaclpeaeneH s KIouel ¢
ucnonb3oBanuem OIIP.

Kakim 06pa3om MoxkeT OBITh OCYIIECTBIICHA aTaka Ha MpoTokol BB84?
Kaxum 06pa3zom MoxeT ObITh OCYIIECTBICHA aTaka Ha MpoTokon B92?
Yro Takoe PNS-artaka u kakuM 00pa3oM OHa OCyIeCTBIsIeTCs?

UYro Takoe KpUTHYECKas JUIMHA JIMHUH CBS3M M KaKIM 00pa3oM OHa
BBIYHCIIACTCS B cirydae PNS-araxu?




KM13

3amuTa KypcoBoH
paboThI

OIK-4-B1;01TK-4-
V2;0MK-2-Y1;YK-3
BLYK-1-V1;VK-3-
V1;VK-3-Y2;00K-4
Vi

UYro Takoe ynpasieHHe puckaMu HH(OPMAIMOHHOM 6e30macHoCTH?
Kaxue coBpeMeHHBIE CTaHIapThl B 00JaCTH HHPOPMALIMOHHOM
0e3011aCHOCTH, MCITOIB3YIOIINE KOHIIEIIIINIO YIIPABICHHS pucKaMu Bam
U3BECTHBI?

[epeuncianTe OCHOBHBIE 3TaIbl HOCTPOSHUS U UCIIOIb30BAHUS CUCTEMBI
MOHHTOPHHIa HH(POPMAIIMOHHON 6E3011aCHOCTH.

Ha3zoBuTe OCHOBHBIE 3TAITBl METOANKH IIOCTPOCHHUS CHCTEM 3aIUTHI
undopmanun Lifecycle Security.

HasoBuTe 0CHOBHBIE TAITBl METOAUKH TIOCTPOEHUS CHCTEM 3aILIUThI
napopmanun Microsoft. MeToanka HOCTPOCHHUS CHCTEM 3aIUTHI
uadopmanun CRAMM.

Ha3zoBuTe 0CHOBHBIE 3TaIlbl METOAUKH OCTPOCHUS CUCTEM 3aIl[UTHI
nHpopmanuu FRAP.

Ha3zoBuTe OCHOBHBIE 3TAITBl METOAWKH IIOCTPOCHHUS CHCTEM 3aIUTHI
uadopmanun OCTAVE.

HasoBute 0CHOBHBIE TAITBl METOAUKH TIOCTPOEHUS CHCTEM 3aILUThI
nHpopmarmu RiskWatch.

Cdopmymupyiite npunnun [lapero. HazoBute ero 1ocToMHCTBA H
HEJOCTATKU NPH NPUHATHU YIPaBICHYECKUX PEIlIeHnl B 001acTi
MOCTPOEHHUS 3aIUIIEHHBIX CUCTEM 00paboTKH HH(OPMALIHH.

Kaxum o6pazom Cetu [IeTpr MOKHO UCTIONIE30BATh IS
MOJIETTMPOBAHUHNS TIOBEICHHUS HAPYIIUTENS B CUCTEME 3alUTHI
uHpopManuu?

Yro Takoe MeTkH B ceTsx [lerpu? Kaxium 00pa3oM OHH HCIIONB3YIOTCS
IPU MOJICTIMPOBAHNH CUCTEMBI 3aIUTHI HHpopManuun?

Uro Takoe no3uumu B ceTsix Ilerpu? Kakum o6pazom oHM
UCIIONB3YIOTCS ITPU MOAEIUPOBAHIN CUCTEMBI 3aIIUTHI HH(pOpMAIN?
Uro Takoe pa3pelIeHHbIE U 3alpelleHHbIe Iepexobl B ceTsix Ilerpu?
Kakim 06pa3oM 0HM HCHONB3YIOTCS IIPU MOJETHPOBAHUU CUCTEMBI
3aIIUTHl HHpOpMAUN?




KM14

DK3ameH

YK-1-31;0I1K-4-
31;0I1K-4-32;0I1K-
4-33

OIIK-2-31 MeToasl 3aUTHI IPOrPaMMHOT0O 0OECTIeueHus OT yIpo3
MH(OPMALMOHHOM 0€3011aCHOCTH, METO/IbI 3aIUThl ABTOPCKUX IpaB Ha
1 pOBOIT KOHTEHT:

HazoBute nenu 3ammTel IpOrpaMMHOTO 00ecTieueHH s,

Kaxum 00pa3om ocyniecTBisieTcs IOpUANIecKas U TEXHHYECKas 3aIiTa
MPOTPAMMHOTO OOeCTIeUeHU?

TTosicHuTe TEXHUKY BHEAPEHNUS KOa B HCIIOTHIEMBbIE (haiiibl.
[MpuBeauTe KIaCCU(PHUKALMIO MEXaHH3MOB BHEIPCHUSL.

Kakue anroputMsl BCTpanBaHus U(HPOBOTO BOJSTHOTO 3HAKA B
ucnonHsiemble (aiinbl Bam uzBectHer? Ha30BuTe X JOCTOMHCTBA U
HEIOCTaTKH.

Kakum 00pa3om ocyniecTBIsIeTCs 3aIUTa 3JIEKTPOHHBIX JOKYMEHTOB C
WCTIOJTb30BaHIEM IIH(DPOBBIX BOASHBIX 3HAKOB?

ITosicuuTe MpUHIKI PabOTH AITOPUTMOB BCTpanBaHUs HU(PPOBBIX
BOJISIHBIX 3HAKOB B TIOJIyTOHOBBIC M OWHAPHBIC H300paKCHHS.

Uro Takoe cteraHorpadus ¥ 9eM OHa OTIMYACTCS OT Kpunrorpadhuu?
UYro Takoe pobacTocTs H300paKeHHUs M OT Yero OHA 3aBUCHT?

OIIK-4-31 CoBpeMeHHBIC METOIBI KPUIITOTPAhUISCKON
cTeraHorpaduaecko 3anuTel HHOOPMAIIHH:

HasoBure ocHOBHBIE TPOOIIEMBI U TEHCHITH Pa3BUTH COBPEMEHHOI
Kpunrorpaduu.

[epeuncnuTe U MOSACHUTE aKTyalbHbIC HATIPABIECHUSI COBPEMEHHON
KpUTITOrpaduH.

UYro Takoe ammHnTHYecKas kpunrorpadusa? IloscHuTe CymHOCTh
MEeTO0/Ia, OCHOBHBIE IOCTOMHCTBA M HEJJOCTATKU.

Yro takoe romomopdHoe mudposanue? [ToscHUTE TOCTAHOBKY 3a/1auH.
YeM 0TIMYAIOTCS TOJHOCTBIO TOMOMOP(HEIE H YaCTHIHO
TOMOMOP(}HBIC KPUIITOCHCTEMBI?

I'ne mpumensiercst romomopduoe mudpoBanue?

Yo Taxkoe HU3KOpecypcHas kpunrorpadus? KakoBo ee npakrnueckoe
npumenenue? [lepeuncnure TpeOOBaHUS K CPEACTBAM HU3KOPECYPCHON
Kpunrorpaduu.

B udem 3akimodaeTcsi MPOTOKOI TaiHBIX MHOTOCTOPOHHUX BBIYUCIEHHUH?
KakoBo ero Ha3zHaueHue? [IpuBenure npumep peaan3anuu.

Kakim o6pa3om paboTaroT IpoTOKOIIE! pa3dueHus cexpera? Kakoso nx
Ha3HavyeHHe? MPUBEJUTE IPUMEpP Pealu3aluy ¢ ITOMOIIBIO
TraMMHPOBaHHUSI.

IlosicauTe mpoToKoN pas3nenenus cexpera no cxeme Hlamupa. Kakoso
ero Ha3HaueHue? [IpuBeauTe IpUMep peann3aIium.

IMosicauTe poTOKON paszeneHus cekpera cxeme AcMyTta-biayma u ero
HasHaveHue. [IpuBenuTe mpuMep pearn3amnnm.

Kaxk paboraer ourpammustii mudpa IInefidepa? [loscHure mpouemxypst
mmdpoBaHus U paciuppoBbiBaHus. OLEHUTE KPUIITOCTOMKOCTb.
Kaxum 06paszom ocymiectsisiercs e poBanue mudpa mpocToi
HepecTaHOBKH MeToioM Ourpamm? [IpuBenure mpuMepsl
UCTIONB30BaHUS aITOPUTMA TIEPECTAaHOBKU B COBPEMEHHBIX
CHMMETPUYHBIX KPUNTOCHCTEMAX.

Kaxk paboTaer reHepaTop NCEBIOCTYIAHBIX MOCIIEI0BATEIBHOCTEH,
OCHOBAaHHBII Ha PETHCTPE CABUTA C IMHEHHOH 00paTHON CBA3bI0?

Uro Takoe TUHEHHAs CI0XKHOCTh OMHAPHOMN MOCJIEA0BATENbHOCTH?
Yto Takoe M-nocneoBaTeNnbHOCTb U KAKOBHI €€ CBOiicTBa?

OIIK-4-32 OcHOBHBIE KBaHTOBO-MEXaHUYECKUE MTPUHIIHIIBI, JIeXKAIIIE B
OCHOBE TIOCTPOEHHS KBAHTOBBIX CHCTEM 3aIUThl HH()OPMAIIHH:

B gem 3axmogaercs npodiaema pacipeaeneHus KIodeil B cucTeMax
3alUTHl HHPOPMALUHU?

HasoBuTe KBaHTOBO-MEXaHMYECKHE MIPUHIIMIIBI U TIOSICHUTE HX
HCTIONI30BaHNE B MH(OPMAIIOHHON 0€30MacHOCTH.

Uro Takoe KBaHTOBAsI KPUIITOCUCTEMA M KAKOBO € Ha3HaueHHe?
IMosicuuTe MpHHIMN AeiicTBHUA NPOTOKONA KBAHTOBOH KpHnTOorpaduu
BB&4.

INoscauTe MpUHIUT AEHCTBUS MPOTOKOJIA KBAHTOBOI KpumnTorpadun
B92.




UeM 0TIIMYAIOTCS APYT OT APYra KBAHTOBBIE KPUIITOCUCTEMBI C
HOJISIPU3ALHOHHBIM U (ha30BbIM KoaupoBanuem? [IpuBenyure NpuMeps.
HazosuTte Hanbomnee pacpocTpaHEeHHBIE YS3BIMOCTH KaHAIIOB
KBaHTOBOI'O paclpeesIeHHs KIIOUYEH.

IoscHuTe MpUHIUN PabOTHI CHCTEM KBAaHTOBOT'O paclpeeneHus
witoueil. [IpuBeanTe npuMepsl peann3alyu.

HazoBute 0cCHOBHBIE BUJIBbI IPOTOKOJIOB KBAHTOBOI'O paclpeeIeHUs
kitoueil. Oxapaxkrepu3yiTe X IperMyIIecTBa U HEAOCTATKH.

KakoBbI IepCreKTUBBI pa3BUTHsI KBAHTOBBIX TEXHOJIOTUIT 3aIIUTHI
nHpopmarm?

OIIK-4-33 TunoBsle NporpaMMHO-aIapaTHbIE CPEACTBA U CUCTEMBI
3aIIUTHl HHPOPMALMU OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA B
KOMITBIOTEPHYIO CPEey; BUIBI YTPO3 MHOOPMAIIOHHBIX CHCTEM 1
MeToJIbI 0OecTieueHust HHPOPMAMOHHOI 6e3011aCHOCTH; TIPUHIUIIBI
obecrieueHuss MHPOPMAIIMOHHOM O€30I1aCHOCTH YIIPABIICHUS
TpeNpPUATHEM; TIPHHITAITHI 3aIUTH HHOOPMAITIH 1 00eCTICUCHIS
nH(pOPMAIMOHHOH 6€30MTaCHOCTH, CBEICHHS 00 OCHOBHBIX yIpo3ax
MHGPOPMALMOHHON 0€30MaCHOCTH U UX UCTOUHHUKAX:

Uro Takoe TeXHUIECKHE CIIOCOOBI OpraHn3allui yTedKnu HHpopMarm?
[IpuBequre nx KIacCUPUKALIUIO.

Yro npencraBisier coO0i BU3yallbHO-ONITHYCCKHN KaHAJ yTEUKH
nHpopmanun? HazoBuTe OCHOBHEIEC CIIOCOOB! IIPOTHBOICHCTBUS EMY.
Yro mpeacTaBIIsAoT co00H aKyCTHUSCKIH 1 BUOPOAKyCTHIECKHI KaHAT
yreuku uHopmarun? HazoBrute 0OCHOBHBIE CLIOCOOBI IPOTUBOCHCTBUS
uM.

UYro mpencraBiseT coO0i 37EKTPOMAarHUTHBIA KaHAT YTEUKI
uapopmanun? HazoBuTe OCHOBHBIE CIIOCOOB! IPOTHBOCHCTBUS EMY.
Yro mpeacraBisier coOOW MaTepHANIbHbIN KaHA YTCYKU HHPOpMAIUU?
HasoBute 0CHOBHBIE CLIOCOOBI IPOTHBOACHCTBHS MY .

Ha xakux mpuHIMIIAX CTPOUTCS CUCTEMA 3AIMUTH KOH(PHISHITHATEHON
WHPOPMALIMH OT yTedek?

Ha3zoBuTe OCHOBHBIE TEXHOJIOIMHU 3AILUTHI OT YTEUEK JAHHBIX.
[IpuBemure nx OOIIYIO XapaKTEPHCTHKY U KITaCCH(UKAIIHIO.

Ornumute DLP-cucteMsl, ux ocHOBHBIE 3aaa4un. KakoBsl TpeOoBaHUS K
DLP-cucremam? YTo Takoe KOHTEKCTHBIM KOHTPOJIb U KOHTEHTHAs!
¢ueTpanus B DLP-cucreme?

Onumure [PS-cucteMbl, UX OCHOBHBIE U JAOMOJHUTENbHBIC 3a/1a4H,
TEXHOJIOTHH AETEKTUPOBaHUS KOHPHUISHIHANbHOW nHpopmaruu B [PS-
cucreMax.

Omumute IRM-crcTeMbl, IX OCHOBHBIE 33/1a91 U MEXaHU3MBI
peanuzanuu. B yem 3akmouarotcs ocobennoctu IRM-cucrem, ux
JIOCTOMHCTBA ¥ HEAOCTATKU?

Uro Takoe IDL-cucrembr? KakoBbl MX OCHOBHBIE BOBMOXXHOCTH U
MEXaHMU3M pealn3auun? noscHuTe ucnonb3oBanue IDL-cuctem s
paccienoBaHus KUOepIpecTyIUIEHUH.

Yro Takoe aTprOYTHEIH KOHTPOIIb TocTyna? KakoBel ero 6a30BEIe
MEXaHHU3MBbI pean3aun?

B yem cocTouT MOAENb C IONHBIM TepeKpeITHEM yrpo3? HazoBute ee
JIOCTOMHCTBA U HEAOCTATKH.

YK-3-31 OcHOBHBIE METOANKH aHANN3a PICKOB HH(OPMAIIMOHHOMH
6€3011acHOCTH Ha MPEANPUSTHH:

UYro Takoe ympasieHue prckaMy HH(POPMAIIMOHHOH Oe30macHoCTH?
Kaxkue coBpeMeHHBIE CTaHAAPTHI B 001aCTH HH(OPMAIIMOHHON
0€3011aCHOCTH, MCIIOJIb3YIOLINE KOHLEIIINIO YIIPpaBIeHHs prckamMu Bam
U3BECTHBI?

[lepeuncianTe OCHOBHBIE 3TaIbI TOCTPOCHHUS U HCIIOIb30BAHUS CHCTEMBI
MOHHUTOPHHIa HHPOPMALIMOHHON 0€30IaCHOCTH.

HazoBuTe 0CHOBHBIE TAIBl METOIUKH OCTPOCHHUS CHCTEM 3aIllUThI
nadopmanmun Lifecycle Security.

Ha3zoBuTe OCHOBHBIE 3TAITBl METOAUKH OCTPOCHUS CUCTEM 3aIUTHI
uHpopmanun Microsoft. MeTo/1ka IIOCTPOCHUS CHCTEM 3all[UThI
nadopmamn CRAMM.

Ha3zoBuTe OCHOBHBIE 3TAITBl METOAUKH IIOCTPOCHUS CHCTEM 3aIUTHI
unpopmanuu FRAP.




Ha3zoBuTe OCHOBHBIE 3TaIBl METOAUKH OCTPOCHUS CUCTEM 3aI[UTHI
nnpopmanuun OCTAVE.

HasoBute 0OCHOBHBIE TAITBl METOANKH TIOCTPOCHUS CHCTEM 3aIUTHI
uapopmarmu RiskWatch.

Cdopmynupyiite npunuun [lapero. HazoBure ero 1ocToMHCTBA U
HEJOCTATKU IIPU NIPUHATHH YIIPABICHUECKUX PELICHHI B 001acTH
TIOCTPOCHHUS 3aIIUIIEHHBIX CHCTEM 00paboTKH HH(OPMAIIHIH.

VK-1-31 Metobl MOAETUPOBaHUS IOBEACHUS HAPYIIIUTES
WHpOpPMAMOHHON Oe30macHOCTH. [TpHHIUITBI TOCTPOCHHS U
(yHnxkunonupoBanus ceteit [lerpu:

Kaxum o6pazom Cern [lerpn MOXKHO HCIIONIB30BATH AJIS
MOJICTTMPOBAHUHS TIOBEICHHS HAPYIIUTENS B CHCTEME 3alUTHI
uHpopmarun?

UYro Takoe MeTkH B ceTsx [lerpu? Kaxum 06pazoM oHM HCIIONB3YIOTCS
TIPY MOJICTIMPOBAHNH CUCTEMBI 3aIUTHI HH(popManum?

UYro Takoe nmo3uryH B cetax [lerpu? Kaxkum ob6pasom onn
UCTIONB3YIOTCS IPH MOJIETUPOBAHUY CUCTEMBI 3alIUThI HH(OPMAIK?
YTo Takoe pa3pelIeHHbIE U 3aNpelIeHHbIe epexobl B ceTsix Iletpu?
Kakim 06pa3oM 0HH HCHONB3YIOTCS ITPU MOJIEITMPOBAHUH CHCTEMEI
3amuTHl nHGOpManun?

5.2. Ilepeuenn paGoT, BHINOJIHSE

MbIX 110 TUCHHHIIJIMHE (

KypcoBasi pa6ora, Kypcosoii npoexr, PI'P, Pedepar, JIP, IIP u 1.11.)

Kon
paboThI

Hazpanue
padoThI

ITpoBepsiemble
UHJIUKATOPBI
KOMIIETEHIIUN

Coneprxanue paboTsI

P1

IIpaxrrueckas
pabora Nel.
Nzyuenue
IIPOTOKOJIOB
pasoueHus U
pas3zerneHus cekpera

VK-1-Y 1;YK-3-
V1;YK-3-V2

N3yuenue Ha NpakTUYECKUX IIPUMeEpax INPOTOKOJIA TalHBIX
MHOTOCTOPOHHHUX BBIYUCIICHUH Ha OCHOBE anroputMa RSA, cxemsl
pa30HeHNsl CeKpeTa ¢ MOMOIIBI0 TaMMUPOBAHHSA, CXEM pa3JIeNeHUs
CEKpeTa C IOMOILBIO0 MHTEPIOJSALUMOHHBIX IIOJTMHOMOB Jlarpanxa u
KHTaCKOH TeopeMbl 00 OCTaTKax.

P2

[Ipakrnueckas
pabota Ne 2.
CuUMMeTpHUUHbIE
KPUIITOANTOPUTMBL.
udp [Mneiidepa.

VYK-1-Y1;VK-3-
V2;YK-3-Bl

W3ydeHne IPUHIMIIOB OCTPOEHHUS NIM(PPOB 3aMEHbBI Ha TIPHMEPE
nmmdpa [Mnetidepa.

P3

[Ipakrnueckas
pabota Ne 3.
Jemmdpposanue
mudpa mpocTou
MIePECTaHOBKH IPH
MIOMOIIIX METOAA
ourpamm.

OIIK-4-Y1;0I1K-4-
V2;VK-1-V1;VK-3-
V2

H3y4enue mudpoB MepecTaHOBKA U IPOCTEHIIIX METOIOB MX
KpHUIITOAHATIH32

P4

[Ipakruueckas
padota Ne 4.
Wzyuenue
PETUCTPOB CIBUTA C
JIMHEHHON 00paTHOM
CBSI3bIO

KaK TeHepaTOpOB
IICEBA0CITYYalHbIX
qucen

VYK-1-V1;VK-3-
V2;VK-3-Y1;VK-3-
B1;0IIK-2-V1

N3yuenue npuHIma paboThl reHepaTopa MCeBI0CTyYaiHbIX
MOCIIEe0BATENLHOCTEN, OCHOBAHHOTO Ha PETHCTPE CIBUTA C IMHEHHOM
00paTHOM CBSI3BIO.

P5

IIpaxrrueckas
paborta Ne 5.
N3yuenue monenu
MHGPOPMAITHOHHON
0e30MacHOCTH C
MOJTHBIM
MEPEKPBITHEM YTPO3

YK-1-Y1;VK-3-
V2;0IIK-2-V1;VK-3
-B1

Vi3y4eHne IpUHIMITOB TTOCTPOCHUS MOJIUTHK 0€30MaCHOCTH M MO
nHpopManmoHHo! O6e3omacHocTH. COCTaBIEHUE MOJIENHU C TTOTHBIM
MEPEKPBITUEM YIPO3 HA IIPUMEPE KOHKPETHOTO IIPEANIPUSATHS.

P6

[Ipakrnueckas
pabota Ne6. Ananmu3
PHCKOB
nHPOPMALMOHHON
Oe3omacHOCTH

VK-1-V1;YK-3-
V2;VK-3-V1;VK-3-
B1

AHaM3 pUCKOB HHPOPMAITMOHHON 0€30MaCHOCTH MPEANPHITHS IO
meroauke COBIT.




P7

IIpakruueckas
pabota Ne 7.
W3yuenne cucteMsl
HOJICPIKKI
MIPUHATHS peIIEHUI
B o0Js1acTu
TIPOEKTHPOBAHI
CHCTEMbI 3aIUTHI
nHbOPMAILIUU Ha
MPEANPHUITAN

OIIK-4-Y 1;0I1K-4-
Bl

N3yuenue npuHuunos [lapeTo-onTuMu3anuy U CUCTEMBI MOAEPKKI
MPUHATHS PEIICHUH B 001aCTH MPOSKTUPOBAHUS CHCTEMBI 3all[UThI
WHPOPMAIIUH Ha TPEIIPUATHH, TIOCTPOSHHON Ha OCHOBaHUH METO/Ia
JNOCTYKUMBIX IIEIEH.

P8

IIpaxrnueckas
pabora Ne 8.
Paspabotka
clieHapueB AeUCTBUI
HApPYIITUTENS
UHPOPMALMOHHON
6e301acHOCTH C
WCTIOJIb30BaHIEM
ceru Ilerpu.

VK-1-V1;VK-3-
V2;VK-3-V1;VK-3-
Bl

HM3y4enne npuHIMIIOB IOCTpoeHus cereit Ilerpu u pazpaboTka
CIIEHapHeB JeUCTBUI HapyHmIHTeIs HHPOPMALHOHHOM 6€30MacCHOCTH €
UX MCHONb30BAHUEM.

P9

[Ipakruueckas
pabora Ne 9. 3amura
MIPOTPaMMHOTO
obecrieueHust
METOJaMHU
cTeraHorpaduu

VYK-1-V1;VK-3-
V1;VK-3-Y2

N3ydenne cioco0OB 3aIKUTHl IPOTPaMMHOT0 00ECHIeUSHHSI.
ITpuMeHeHue cTeraHorpa)MIecKiX METOIOB.

P10

[Ipakruueckas
pabora Ne 10.
3amura
JIEKTPOHHBIX
JIOKyMEHTOB C
WCTIOB30BaHIEM
IU(POBBIX BOISHBIX
3HAKOB

OIK-2-V1;YK-3-
B1;0I1K-4-Y 1;0IIK
-4-y2;0TTK-4-B1

W3ydenne crioco00B 3aIUThl JICKTPOHHBIX JIOKYMEHTOB C
WCTIOJIb30BaHIEM I (POBBIX BOASHBIX 3HAKOB.

P11

IIpaxrnueckas
pabora Ne 11.
CTeroKoMILIEKCHI,
JIOIYCKAIOIINe
HCIIOJIb30BaHNE
ay/IMOKOHTEHHEPOB

VK-1-Y 1;YK-3-
V1;YK-3-V2

Nzyuenne nporpammuoro komruiekca INVISIBLE SECRET u
MPUHIUIIOB CTEraHOTPapUUECKOTO BCTPauBaHUs HHPOPMAIUH B
Ay TUOKOHTEHHEPHI.

P12

[Ipakruueckas
pabdota Ne 12.
Pacuer xputnueckoit
JUIUHBI TUHUH CBA3U
ripu PNS-arake na
KBaHTOBBII KaHAI

OIIK-4-Y1;0I1K-4-
B1;0IIK-4-Y2;VK-3
-Bl

M3yuenue aTak Ha kaHaJl KBAHTOBOM CBSA3HM U pacueT KpUTHUECKOM
JUIMHBI TMHUHK CBA3K Tpu PNS-aTtake Ha KBaHTOBBIH KaHaIl.

P13

Kypcogas pabota.
AHanu3 pucKoB
HHGOPMAITHOHHON
Oe3omacHOCTH.

VK-1-Y;YK-3-
V1;VK-3-Y2;VK-3-
B1;0IK-2-Y1;0IK
-4-Y1;01TK-4-
V2;0l1K-4-B1

AHan3 puCKOB HHPOPMAMOHHOI 6e301TacCHOCTH 110 33/TaHHOH
METOJIHMKE U BEIPA0OTKA PEKOMEHJAIINH [0 TIOCTPOCHUIO MTOTHTHKU
MH(OPMALMOHHOH 0€3011aCHOCTH HPEIIPUSITHSL.

5.3. OueHo4Hble MaTepuabl, HCIOJIb3yeMble U1 IK3aMeHa (onucaHue OUJ1eToB, TECTOB U T.IL.)

OK3aMeHAIMOHHBIH OMIJIET COCTOUT M3 ABYX TEOPETHIECKUX BOMPOCOB. buieTs! xpansarcs Ha kadenpe. OO6paszern 3x3aMeHanOHHOTO
6unera npuBesieH B paszaene [IpunoxeHus.




5.4. MeToauka OLIeHKH 0CBOCHHS NUCHMILIMHBI (Moay/1s, npakTuku. HAP)

DK3aMeHalMOHHas OLICHKA:

OneHka "oTaMYHO" BBICTABISIETCS CTYIEHTY, IOJHOCTHIO OTBETHUBIIEMY Ha JIBa TEOPETUYECKUX BOIIPOCA IK3aMEHALIMOHHOTO
Ourera, 0OHapYXHUBIIEMY BCECTOPOHHEE, CHCTEMATHIECKOE U TITyOOKOe 3HaHNE YIeOHOI0 MaTepHaa, IpexyCMOTPEHHOTO
MIPOTPaMMOii; yCBOMBILIEMY OCHOBHYIO U 3HAKOMOMY C JOMIOJHHUTENBHON JIUTEPATYPOH MO MpOorpaMMe; YMEIOIEMY TBOPUYECKH U
OCO3HAHHO BBITIOJIHSATE 3aJ[aHHsl, TTPEyCMOTPEHHBIE TPOrPaMMOii; YCBOHMBILIEMY B3aHMMOCBS3b OCHOBHBIX MOHSITHN U YMEIOILIEMY
MPUMEHSTh UX K aHATU3Y W PEIICHUIO MPAKTHUECKUX 3aj1ad; 0e3yNpeyHO BHIOIHUBIIEMY B TIPOIIECCE U3yUSHHS JUCITUTUTIHEI BCE
3aJlaHus, IPETyCMOTPEHHBIE (POPMAMHU TEKYLIETO KOHTPOJIS;

OreHKH "Xopomo" 3acayKUBAET CTYJICHT, OTBETHBIIMHA MOJHOCTBIO HA OJMH BOMPOC SK3aMEHAIIMOHHOTO OMJIETa U OTBETHBIIHIA
YaCTUYHO Ha JIPYTOH BOMPOC, IIPU STOM OOHAPYKHUBIIHIA MOJTHOE 3HAHUE yUeOHOTO MaTepHaa, pexyCMOTPEHHOTO MPOTPAMMOIA;
YCIICIIHO BBHIMOJHUBILUHA BCE 3aJaHUs, [IPELYyCMOTPEHHBIC (DOPMAaMU TEKYIIEro KOHTPOJIS,

OHGHKa "y[[OBHCTBOpI/ITeJIBHO" BBICTABJIACTCA CTYJACHTY, OTBETUBIIEMY ITOJTHOCTBIO TOJIBKO Ha OAWH BONIPOC S3K3AaMCHATUOHHOTO
ousera wian JOIyCTUBIIEMY NOTPEITHOCTU B OTBETE HA BOIPOCHI IK3aMECHAITMOHHOTO ounera u 06nana101ueMy HCO6XO,HI/IMI)IMI/I
3HaHUSAMU AT UX YCTPAHCHUA IO PYKOBOJACTBOM IIpEriogaBaTeIsd;

OreHKka "HEyIOBIETBOPUTENEHO" BEICTABIISICTCS CTYACHTY, HE OTBETHBIIEMY Ha /IBa BOIIPOCA IK3aMEHAIIMOHHOTO OHIeTa,
00Hapy>KUBILIEMY MpoOebl B 3HAHUM OCHOBHOTO MaTepuaa, IpeJyCMOTPEHHOT0 IPOrpaMMOM, TOMYCTHUBIIEMY IPUHIUIHATBHBIE
OLIMOKU B BBIMIOJHEHUH MPETYyCMOTPEHHBIX IPOrpaMMOi 3aIJaHNH; HE BBIIOJTHUBIIEMY OTAENbHbBIE 3aaHHs, IPEAYCMOTPEHHbIE
(hopMamu TEKyIero KOHTPOJIS.

OreHKka 3a KypcoBYyO paboTy:

OlieHKa «OTIIUNYHOY» CTABUTCSI, €CITH:

— KypcoBasi paboTa BBINOJIHEHA B MTOJHOM 00beMe U COOTBETCTBYET 331aHHUIO;

— MOSICHUTEITbHAS 3aIIMCKa COCTABIIEHa aKKyPaTHO, MTOCIEI0BATEIBHO C YIEeTOM TPeOOBaHHI CTAHIAPTOB 110 COCTABICHUIO
TEKCTOBBIX TOKYMECHTOB;

— MPAKTHYECKas YaCTh KypCOBOM pabOTHI BHIMOIHEHA B [TOJIHOM 00beMe;

— BBIIIOJIHCHHEC KprOBOﬁ pa6OTBI MMPOXOAUJIO B ITOJTHOM COOTBETCTBUH CO CPOKaMH KypCOBOT'O IIPOCKTUPOBAHUS;

— 3aImmTa KypcoBoil paboThI IIPOBEICHA TPAMOTHO € IEMOHCTpAINEH BCeX BO3MOXKHOCTEH PACCMOTPEHHOM METOINKA aHAITH3a
PHCKOB.

OHCHKa «XOpOomo» OOITYyCKacT:

— HEKOTOPBIE OTCTYIUICHHS OT 'padMKa BBITOIHEHUS KyPCOBOTO MPOSKTUPOBAHUSL;

— CYIICCTBOBAHUEC HE3HAUUTCIIbHBIX HOFpeHJHOCTCﬁ B O(I)OpMJ'IeHI/II/I MOSICHUTEJIbHOM 3aITUCKHU U peajin3ally MCTOJAUKH aHAJIM3a
PHUCKOB (TIPAaKTUIECKON YaCTH KypCOBOH paboThI).

— HEJOCTAaTOYHO MOJHBIMH PEKOMEHAAIMSIMU IO (POPMHUPOBAHUIO MOJTUTUKU 0€30MaCHOCTH OpraHU3aIHH.

Ornenka «YOOBJICTBOPUTCIIBHO» JOIYCKACT:

— CYILIECTBOBaHUE OIIMOOK, HETOYHOCTEH M HEMOCIEI0BATEILHOCTH TIPU COCTABIICHHUH MOSICHUTEILHON 3aITUCKH;

— 3HAYUTEIbHBIC OTCTYIUICHUS OT TpeboBanuii ECKJI npy BHINIOJIHEHNH TOSCHUTEIBHON 3aITUCKH;

— OTCYTCTBHE TTIOAPOOHOTO OMICAHUS pACCMATPUBAEMBIX PHUCKOB H YSI3BUMOCTEH;

— OTCYTCTBHE CAMOCTOSITEIbHOCTH U TBOPUYECKOTO MOIX01a TPH (POPMYTUPOBKE PEKOMEHIALNH 10 (POPMUPOBAHUIO TIOJTUTUKH
06€e30I1aCHOCTH;

— 3HAYUTEIHLHOE OTCTYIUICHUE OT CPOKOB BBITIOTHEHHSI KyPCOBOW paOOTHI;

— HE/IOCTaTOYHO TPAMOTHYIO 3aIlUTY U HEMOJIHYIO IEMOHCTPAIMIO BO3MOXHOCTEH paccMaTpuBaeMOi METOIMKH aHaJIN3a PUCKOB.

OrmeHka «HCYOOBJICTBOPUTCIIbHO» NOITYCKACT:

— HECOOTBETCTBUE KyPCOBOW pabOThI 3a1aHHIO;

— OTCYTCTBHE y4eTa TpeOOBaHHI CTAaHIAPTOB IO 0()OPMIICHUIO TEKCTOBBIX TOKYMEHTOB IIPH COCTABIICHUH MOSCHUTEIBHON 3aITHCKY;
— TIOJTHOE OTCYTCTBHE OIMCAHMS PacCMaTPUBAEMBIX PHUCKOB U YSI3BIMOCTEH;

— CyIIECTBOBAHUE OIMIMOOK U HEIIOCIEA0BATEIFHOCTH B PEATH3a[IH METOUKI aHATH3a PUCKOB;

— 3HAYHUTEIBHOE OTCTYIUICHHE OT CPOKOB BBHIMOITHEHHS KYpPCOBOW pabOTHI;

— HECIocOOHOCTh TPaMOTHO 3aIIUTHTE KypCOBYIO paboTy.

6. YHEBHO-METOAUWYECKOE U HTHO®OPMAIIMOHHOE OBECIIEYEHHWE

6.1. Pexomenayemas jqurepartypa

6.1.1. OcHoBHas JiuTEpaTYpa

ABTOpBI, COCTaBUTEIU 3arnaBue Bbubnmoteka W3narenscTBo, rox




ABTOPBI, COCTaBUTEIH 3arnaBue Bbubmmnoreka W3narenscTBo, rox
JI1.1 | ®abpuunoB A. T., Kondunenuuansaoe DnexkrpoHHas OUOIUOTEKA Mockga: Jloroc, 2011
Hémymkun A. C., JIEIIONIPOU3BOICTBO 1
Konppamosa T. B., 3aLUILEHHBIH AJIEKTPOHHBII
Kynses H. H. JIOKYMEHTOO00POT: Y4eOHUK
JI1.2 |HWnbuues E. B., KBanroBas nHpOpMaTHKa U DnexkrpoHHas OubIMOTEKA Hosocubupck:
I'punbepr 5. C. KBaHTOBBIC OMTHI HA OCHOBE HoBocubupckuii
CBEPXIIPOBOJHUKOBBIX TOCYAapCTBEHHbIH
J0K03e(DCOHOBCKUX CTPYKTYP: TEXHUYECKUN YHUBEPCHUTET,
y4eOHUK 2013
JI1.3 | Hecrepos C. A. OcCHOBBI HUHPOPMAITUOHHOK DneKkTpoHHas OUOITHOTEKA Cankr-IlerepOypr:
0e30macHOCTH: yaeOHOe WznarenbcTBO
nocobue INonuTexHU4eCKOro
yHHUBepcuTera, 2014
JI1.4 |HWmyxosa E. A,, Kpunrorpadudeckie DneKTpoHHAas OUOIHOTEKA Taranpor: FOxHbIii
Jlo6osa E. A. IIPOTOKOJIBI U CTAHJAPTHIL: (benepanabHBIN YHHBEPCHTET,
yuaebHOe rmocobue 2016
JI1.5 | Kupnuunukos A. IT., Kpunrorpaduaeckue meTost OnexrpoHHas 6uONIMOTEKA Kasanb: Kazanckuil HayuHO-
XaiiOymuna 3. M. 3aIIUTHl KOMIIBIOTEPHOMN HCCIEIOBATEIbCKUI
WHPOPMAIIUH: yIeOHOE TEXHOJIOTHUECKHII
nocobue yruBepcuret (KHUTYVY), 2016
JI1.6 |Mensauxos B. IT., Hudopmanmonnas Bbubnnorexa MUCuC M.: ACADEMIA, 2008
Knetimenos C. A., 0€30I1aCHOCTD U 3allUTa
ITetpakoB A. M., WHpOpMaUH: yueod. mocodue
Kuneiimenos C. A. JUTS CTY. BY30B, 00y4. IO
cretw. 230201
"UHpopMannOHHbIE CHCTEMBI U
TEeXHOJIOTHH"
JI1.7 | Koctun B. H. MeToab! 1 cpeicTBa 3alIUThI DnekTpoHHas ONOINOTEKA M.: [MHUCuC], 2018
KOMIIBIOTEPHOM HH(DOPMAITHH.
Kpunrorpaduueckie MeToabl
3amuThl HHpopMannu (N
3086): yued. mocobue
6.1.2. lono/IHUTe/ILHASA TUTEPATypa
ABTODBI, COCTaBHTEIH 3arnaBue Bubnmorexa W3narenpcTBO, TOx
JI2.1 | bamuer I1. H., HudopmannonHas DneKkTpoHHas OUOIMoTEeKa Mocksa: EBpaszuiickuii
bapanora E. K., Oe3ormacHOCTE: yueOHO- OTKPBITHII HHCTUTYT, 2011
Bbabam A. B. MPaKTHYECKOE TTOCOOHE:
ydebHoe nocobue
JI2.2 | Munun U. B., Munun | 3ammra KoHOUICHIMATEHON DneKTpoHHas OMOIMOTEKa Hosocubupck:
O.B. HHPOPMAITUH TTPH HoBocubupckuii
JJIEKTPOHHOM roCyJJapCTBEHHBIN
JIOKyMEHTO00O0pOTE: yueOHoe TEXHUYECKUI YHUBEPCHUTET,
nocobue 2011
JI2.3 | Jlanonuna O. P. Kpunrorpadudeckie 0CHOBbBI DneKkTpoHHas OUOITHOTEKA Mocksa: HanmonanbsHbIH
6e3omacHOCTH: yueOHOE OTKpBITHIN Y HUBEPCHUTET
nocooue «MHTYHWT», 2016
J12.4 | Hoppep I'. A MeTtoapl ¥ CUCTEMBI IPUHATUSL | DIeKTpoHHAs: OMOIUOTEKA Kpacnostipck: Cubupckuit
penreHnii: yueOHoe mocodme (benepanbHBIN YHHBEPCUTET
(CdY), 2016
JI2.5 |Lenwx A. H., llenbix | AmanTuBHBIE DnekTpoHHas ONOINOTEKA PocroB-na-/lony, Taranpor:
JI. A., bapxosckuit C. | uH(pOpPMAIIMOHHBIE CUCTEMBI HOxHsII QenepanbHbIit
A. JUTSL TIOAJICPKKU TIPUHSATHUS yHuBepcuret, 2018
perreHnii: MOHOTpadhHs
JI2.6 |bemuncKuit A. B. KBaHTOBEIE H3MEpeHHS: OnexrpoHHas 6nbIMoTeKa Mocksa: BMHOM.
yueOHOe mocobue Jlabopatopus 3HaHui, 2015
JI2.7 |Bummasxos A. /., O0mas Teopust pHCKOB: yueO. Bbubmnorexka MUCuC M.: ACADEMIA, 2007

Panmaes H. H.

nocoOwue Ui CTy. BY30B,
00yu. 1o criett. "MeHeKMEHT
opraHuzanuu”




ABTOPBI, COCTaBUTEIH 3arnaBue Bbubmmnoreka W3narenscTBo, rox
JI2.8 | Amnuramos A. 3., OneMeHTHI Teopun rpados u Bbubmorexka MUCuC , 2009
Maxkapos I1. B., ONTHMM3ALU Ha CETIAX
CemenoBa H. B.
6.1.3. MeTtoguueckue pa3padoTku
ABTODBI, COCTaBHTEIH 3arnaBue bubnmoreka W3narenbcTBO, roj
JI3.1 |Maxkapepuu O. b., OCHOBBI 3alUILIEHHOTO DneKTpoHHAas OMOIMOTEKa Taranpor: U3narenbcTBO
ba6enko JI. K., JIeIIONPOU3BO/ICTBA: IO KypCy TPTYVY, 2000
IlIunos A. K., TexHOMOTHSI 3aIUIIIEHHOTO
Kosanenxo A. B. JIOKyMEHTO000pOTa:
METOIYecKoe mocodne
JI3.2 | Kucenesa U. A. MonenupoBaHue PUCKOBBIX DneKTpoHHAas OUOTUOTEKA Mocksa: EBpazuiickuii
CHUTYaIiii: yaeOHo- OTKpBITBII HHCTUTYT, 2011
METOUYECKUH KOMILIEKC
JI3.3 | Oneitaukos C. 4., Puck-mMeHeKMEHT: yueOHo- DnexrpoHHas OUOIUOTEKA Mockgsa: EBpa3uiickuii
Bouapos C. A, METOJIMYECKUH KOMITJIEKC OTKPBITBIN HHCTUTYT, 2011
HBanos A. A.
JI3.4 |Bexunos 1O. X., Teoperuueckas ¢usuxa: Paza.: | bubnuoreka MUCuC M.: Yueba, 1981
Kyspmuu U. I1., KBanToBas MexaHuka: Yueo.
Kapgpimesuu A. E. MocoOMe IS TIPAKT. 3aHATHH
Juig cTyaeHTos crel. 0406,
0629, 0606
JI3.5 |baxapos JI. E. HudopmannonHas DneKkTpoHHas OUbIMoTeKa M.: [MUCuC], 2019
0e301TacHOCTh M 3aIiTa
uHpopMarun (pa3nenst
KpunTorpadus u
creranorpadus) (N 3854):
MPAKTHKYM
JI3.6 |IlerpoB A. E. MatremaTrueckiue MoJIeNn DnekrpoHHas ONOINOTEKA M.: [MUCuC], 2018
npunsaTus pemenuit (N 3092):
y4eOHO-MeTo/1. mocobue
6.2. ITepeuennb pecypcoB HHPOPMALMOHHO-TEJIEKOMMYHUKALMOHHON ceTH « AHTepHeT»
Kypc "CoBpeMeHHbIE TEXHOJIOTHH 3aIUThI https://Ims.misis.ru/login/canvas
51 napopmanmn” B JOMC Canvas. Pexxum mocrtyma -
URL: https://lms.misis.ru/login/canvas ( nata
obpaienus 06.08.21)
OdunmanbHelii caiit denaepanbHOi ¢y 061 PO mo https://fstec.ru/
ryp | TAMOKEHHOMY H SKCHIOPTHOMY KOHTPOIIO. Pexxum
noctyna URL: https://fstec.ru/ (mara oOparueHust
01.07.2021).
6.3 IlepeueHb NPOrpaMMHOro odecrneyeHust
1.1 | Win Pro 10 32-bit/64-bit
I1.2 |LMS Canvas
I1.3 | MS Teams
1.4 |WinRAR
6.4. Tlepeuens MHPOPMANHOHHBIX CHPABOYHBIX CHCTEM H MPOdecCHOHAIBHBIX 023 TaHHBIX
N.1 | 1. bauk ganHbIX yrpo3 6e3onacHocty nnpopmanuu (https://bdu.fstec.ru/)
N.2 |2. EnuHOe 0KHO JOCTyma K oOpaszoBarebHbIM pecypcaM (http://window.edu.ru)
.3 | 3. DnexrponHo-oubmuoreunas cucteMa "Jlaup" (https://e.lanbook.com)
i 4. ScienceDirect - 6a3a TTOJTHOTEKCTOBBIX HAYYHBIX XKYPHAJIOB M KHUT M3/1aTenscTBa Elsevier
) (https://www.sciencedirect.com)
N.5 |5.Scopus - equnas pedeparuBHas 0a3a JaHHBIX Hay4YHBIX IMyOuukarui (https://www.scopus.com)

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHHE

Ayn. | Haznauenune | OcuHarienne




JI-731

VYuebnass aymutopus/ KommbloTepHBIH
Ki1acc:

JIOCKa  ayIUTOpHAs  MeEJoBas, OSKpaH MPOCKIHMOHHBIH,
MIPOEKTOp, CTalMOHAapHbIE KoMmbioTepsl 15 mr. T1O-Visual
Studio;  Electronic WorkBench; APACHE; MySQL;
XAMPP; Python, xomruiekr y4eOHOW MeOenH, TakeT
JMIEH3NOHHBIX TporpamMm MS Office

JIro6oit
MynpTUMeauiiHas

KOpITyC

VYueOHas ayauTopus Uil TIPOBEICHUS
3aHATHH JICKIMOHHOTO THIIA W/WIK JUIS
IIPOBEACHUS PAKTHUECKUX 3aHATHIL:

KOMIUIEKT y4eOHOW Mebenn no 36 MecT iss 00ydaromuxcs,
MyJIbTUMEANHOE  000pyNOBaHWE, MAarHUTHO-MapKepHas
JIocka, pabodee mecto mpemonasarens, I[IKc moctymom k
UTC «UHutepuer», DUOC yHuBepcuTeTa 4Yepe3 JIMYHBINA
kabuner Ha tiargopme LMS Canvas, IHIICH3MOHHBIE
nporpammsl MS Office, MS Teams, ESET Antivirus

8. METOANYECKHUE YKA3AHUSA 1JIAA OBYYAIOIIUXCA

JlucruiHa OTHOCHTCS K TOYHBIM HayKaM U TpeOyeT 3HAUUTEIbHOT0 00beMa CaMOCTOATENIbHON paboTel. OTaenbHbIe yueOHbIe
BOIPOCHI BBIHOCSTCSI HA CAMOCTOSITEIBbHYIO IIPOPA0OTKY U KOHTPOIHMPYIOTCS IOCPEACTBOM TeKyllel arTecrauny. KauectBeHHOE
OCBOCHHE JUCLMILTMHBI BO3MOXHO TOJIBKO IIPH CHCTEMAaTHUECKOH caMOCTOsITeNIbHON paboTte. KypcoBas paboTa mpoBoauTest ¢
MIMPOKNM HCIIONTE30BaHNEM KOMITBIOTEPHBIX MTPOTPaMM, KaK IS BEITOJTHEHHS, TaK U I oopmMireHus pabotsl. [Ipakrnaeckne
PabOThI BBIMOJIHIIOTCS C HOMOIIBIO KOMIIBIOTEPHBIX ITPOIPaMM UMHUTALIMOHHOTO MOJIeNupoBanus. Tak Kak cuTyarus B cdepe
UH(OPMALMOHHOH 0€3011aCHOCTH HENPEPHIBHO U3MEHSIETCS, KPOME PEKOMEHIOBaHHOM JIMTEPATyPhl, 00yUYatomUMCs ClIeyeT
AKTHUBHO WCIIOJIE30BaTh MAaTEPHAIbI IEPHOINIECKON ITe9aTH, CeTH HHTEPHET U COIMATIBHBIX CETEeH, 3aTParuBaroIie BOIPOCH!
3amuTh! HHpOopManuu. [IpuBeTcTByeTCs Takke MOCEHIeHHEe CTYICHTaMH CIEHATH3HPOBAHHBIX BEICTABOK M0 HAIIPABICHUIO
MH(OPMALMOHHOI 0€30MacHOCTH ¥ 3aIIUThl HH(OPMAINK C TeM, YTOOBI cPOPMHUPOBATh HanboJIee LETOCTHOE U aKTyallbHOE
HpeJcTaBlIeHne 00 U3yJaeMoi AUCIUIIINHE.

[pakrrdeckue 3aHATHS IO AUCIUILTIHE TPOBOAATCS B KOMITBIOTEPHBIX KIaccax B aya. JI-728, JI-731 (15 TIK B kaxxnoif). Bee
KOMITBIOTEPBI 00BEIMHEHBI B JIOKAJIBHYIO CETh C BEIX0JIOM B IHTEpHeT).




