Horywen GPIRCTEPETISTRYIEIR 1 BRIGILIETO OBPA3OBAHMS POCCHUICKOII OEEPALIMN

NHbopmauus 0 BAdAeNbLE:

®K1O: Ucaes Uropb MaromeoBuy
[lomkHocTs: MpopekTdPQTRPARLIOSTORYAAPOTBEHHO0E ABTOHOMHOE 00pa30BaTe/bHOE yUpexKIeHne
[ata nognucanus: 28.08.2023 14:46:22 BbBICILICIO 06pa30BaHI/ISI

YhmkanbHbIA PO O AL HBII HCc/IeIoBaTeIbCKHIl TexHoJornyeckuii ynusepcurer « MUCHUC»
d7a26b%e8ca85e98ec3de2eb454b4659d061f249

Pabouas mporpamma AUCHUTLIMHBI (MO JIs)

NudopmannonHas 0e30MaCHOCTb

3akperuieHa 3a IoApa3IelicHHEM Kadenpa nHpOKOMMYHHKALIMOHHBIX TEXHOJIOTHI
Hamnpasnenue noaroroBku 09.03.02 THOOPMAILIMOHHBIE CUCTEMBI 1 TEXHOJIOTMHA
Ipoduns
Kpamupuxarms Baxanasp
dopma 00ydeHHs O4YHasA
OO01mmast Tpy10eMKOCTh 33ET
Yacon 1o y4yeOHOMY IUIaHY 108 @®opMBI KOHTPOJIS B CEMECTPaX:
B TOM YHCIIC: 9K3aMeH 4
ayJAUTOPHBIC 3aHATHS 51
caMocCTosITeNIbHAs paboTa 22
4acoB Ha KOHTPOJIb 35

PacnpezleneHue YacCoB JUCHHUILIMHBI ITO0 CEMeECTPaM

Cemectp
(<Kypc>.<CemecTp Ha 4(2.2)
Kypee>) HUroro
Henens 18
Bup 3anaruit v | PO | VI PII

Jlexuun 17 117 |17 |17
JlabopaTopHbie 17 117 |17 |17
[Ipakruueckue 17 (17 |17 |17
Uroro aya. 51 |51 |51 |51
KonraxrHas padora 51 |51 |51 |51
Cam. pabora 22 122 |22 |22
Yacel Ha KOHTPOJIb 35 |35 |35 |35
Uroro 108 | 108 | 108 | 108




IIporpammy coctaBumn(u):

Cmapwuii npenodasamens, Baxapos Jleonuo E¢pumosuy

Pabouas mporpamma
HNudopmanuoHHas 0e30MaCHOCTD

Pazpaborana B coorBerctBun ¢ OC BO:

CaMOCTOSITEeTFHO yCTaHABINBAeMBIil 00pa30BaTEIbHBIN CTAHIAPT BBICIIET0 00pa3oBaHus - OakanaBpuat deneparbHOE
rOCyIapCTBEHHOE aBTOHOMHOE 00pa3oBaTeNbHOE YUPEXKASHHE BhICIIEro 00pa3oBanus « HaroHambHbIN HCCeT0BaTeIbCKIMA
TexHonoruueckuit yausepcuter «MUCuCy» no nanpasnenuto noarorosku 09.03.02 MTHOOPMAILIMOHHBIE CUCTEMBI 1
TEXHOJIOI'MU (mpukas ot 02.04.2021 1. Ne 119 0.8.)

CocraBiieHa Ha OCHOBaHUH yqe6H0r0 IIaHa:

09.03.02 Nuadopmarrornsie cucteMsl u TexHoaorud, 09.03.02-BUCT-23.plx , yrBepxaeHHoro YdensiM coetom HUTY MUCHUC
B cocTase coorBeTcTByomei OIIOII BO 22.06.2023, npotokon Ne 5-23

VYrBepxaena B cocrase OIIOII BO:

09.03.02 MadopManiioHHbIE CUCTEMBI M TEXHOJIOTHH, , yTBepxkKAeHHOH YuensiM coeToM HUTY MUCHUC 22.06.2023, npotokost Ne
5-23

Pabougast mporpamma ogo0peHa Ha 3aceAaHIN
Kadeapa nuapoxoMMyHHKATMOHHBIX TEXHOJIOTHIi

[Tporokon ot 12.04.2023 ., Ne9

PyxoBogutens noapasnenenus Kysnenosa Kcenns AnexkcanapoBHa



1. HEJIX OCBOEHUA

1.1 | LlemstMu OCBOCHUSI AUCIMILUIHHEI SBIIAIOTCA (POPMUPOBAHKE Y CTYACHTOB 3HAHMUII IT0 OCHOBAM HHXEHEPHO-TEXHUIECKOH
3aMuTH HHPOpMaNuy, obecrnedeHns KOH(GUAeHINAIbHOCTH, IIETOCTHOCTH U JOCTYITHOCTH IaHHBIX, a TalkKe HaBBIKOB U
YMEHUH B 00J1aCTH aHaIM3a MOTCHINAIBHBIX YTP03 HHYOPMALMOHHOH 6€30MacHOCTH, BEIOOPE CPEICTB peaan3anny
3aIIUTHl B MTH)OPMAIOHHBIX CHCTEMAaX.

2. MECTO B CTPYKTYPE OBPA30BATEJIBHOI ITPOI'PAMMBbI

Baox OIT: b1.0

2.1 TpeGoBanus K l'lpe[[Ba]Pl/lTe.]'I])HOﬁ MOATOTOBKE 00y4aI01Ierocs:

2.1.1 Bbasbl jaHHbBIX

2.2 JucuuIuInHbI (MOLY/1H) M NIPAKTHKH, UIs1 KOTOPBIX 0CBOCHHE JAHHOMH JMCHMILINHBI (MOAYJ/Is1) HEO0X0AMMO KAK
npeuIecTBylomiee:

2.2.1 | Ocuossl Data engineering

2.2.2 |HUP. Hayuno-nccnenoBarensckas padboTa B 007IaCTH HHTEIUICKTYIBHBIX BCTPANBAaEMbIX CHCTEM

2.2.3 | HUP. HaygHo-nccnenoBarensckas paboTa B 007IaCTH IPOrpaMMHOT0 00ecTiedeH s KOPITOPATUBHBIX HHPOPMaHOHHBIX
cucTeM

2.2.4 | TexHomoruu ympapieHHs 6a3aMH JaHHBIX

2.2.5 |IIpoexruposaHue HHPOPMAIIMOHHBIX CHCTEM

2.2.6 |VH)OKOMMYHHKAIIMOHHBIC CHCTEMBI U CETH

2.2.7 |IoaroroBka K mpoLexype 3aIlUThI U 3aIIUTa BEITYCKHON KBATH(HUKAIIMOHHOM paboTHI

2.2.8 |IloaroroBka K mpomexype 3aIlUThl ¥ 3aIIUTa BEITYCKHON KBATH(HUKAIIMOHHOHN paboThI

2.2.9 |IIpemoururoMHast MpaKTHKA JUTS BRITTOJHEHUS BEITYCKHON KBATM(UKAIIMOHHOMN paboTHI

2.2.10 |IlpenmumiioMHas IpaKTHKA IS BEITOJHEHHS BBITYCKHOH KBATH(PHUKAITMOHHOW pabOTHI

3. PE3YJIbTATBI OBYUYEHUS IO JUCIUITIJIMHE, COOTHECEHHBIE C ®OPMUPYEMBIMHA
KOMIIETEHIIUSAMUA

OIIK-3: Cnoco0eH pelmiaTh CTAaHAAPTHBIE 3a1a4d MPO(eCcCHOHATBLHO TeATeJbHOCTH HAa 0CHOBE HH(pOPMAIIMOHHOI 1
oudmorpaduueckoii KyJIbTyphl ¢ IpUMeHeHneM HHGOPMAIIMOHHO-KOMMYHHKAITHOHHBIX TEXHOJIOTHIA H € Y4€TOM OCHOBHBIX
TpeGoBaHuUil MHGOPMALMOHHOI 0e30NacHOCTH

3HaTh:

OIIK-3-31 OcHOBHBIE NOHATHS U OINpPEASNICHH B 001acTH MHYOPMAMOHHOH 0€30M1aCHOCTH; UCTOYHHKH, PUCKU U (JOpPMBI aTak Ha
MH()OPMAHOHHEIE CHCTEMBI; YTPO3BI, KOTOPHIM IOABEPraeTcss HH(POPMAIHsA; OCHOBHBIC HATIPABJICHNS 3aIIUTHI HHpOpMAaIUH;
OCHOBHBIE 3aKOHOJATeNbHbIC akTel PD B 001acTH HH(OPMAIIMOHHON 0€30I1aCHOCTH; OTBETCTBEHHOCTD 3a MIPECTYIIIECHHS B chepe
KOMITBIOTEpHOH 6€301acHOCTH.

OIIK-3-32 OCHOBHBIC THITEI BPEIOHOCHBIX IIPOTPAMM; METO/IBI 3AIMUTHI OT KOMITBIOTEPHBIX BUPYCOB H IPYTUX BPEIOHOCHBIX
MPOTpPaMM; IPUHIIHUITEI CETEBOTO YKPAHUPOBAHHS,

TEXHOJIOTHH MOCTPOCHUSI OOMaHHBIX CUCTEM; OCHOBHBIE TEXHUYECKHE KaHAIbl yTeueK MH(pOpMaIuu; BUJIbI 000PYIOBAHHS
JUTSL 3aLUTHI OT YTEYEK MO TEXHHYCCKIM KaHaJIaM.

YK-2: CniocodeH coOMpaTh M HHTEPIPETHPOBATH JaHHbIE H ONPeAEIATH KPYr 3a1a4 B PaMKaX MOCTABJEHHOM LeJIH,
BBIOMPATH ONITHMAJIBHBIE CIIOCOOBI PelIeH ST, HCXOAS U3 JelCTBYIOIINX NPABOBBIX HOPM, HMEIOLIUXCS PeCypcoB 1
OorpaHH4YeHHii, yMeHHe 000CHOBBIBATH MPUHATHIE PelleHHus

3HaTh:

VK-2-31 OcHOBHEIE OTpeeIeHIs ¥ MIPUHINIIBI KpUunTorpadun; Haudojee pacnpocTpaHEHHbIE CHMMETPHUYHBIC U aCHMMETPUYHBIC
KpUNTOrpagMIecKre anropUTMEL,

TpeOoBaHMs K KpUITOrpadHIeCKUM X3II-(DyHKIUSAM; aITOPUTMBI JIEKTPOHHOH ITI(POBOI MOAMNCH U aTaKi HA HUX; CYIHOCTh U
AITOPUTM pPeajM3aliK IPOTOKOJIA C HYJICBBIM Pa3riIallicHUEM; OCHOBHBIC MTOJIOKEHHS CTeraHorpadiu; IPHMEHEHHE IU(PPOBBIX
BOJISTHBIX 3HAKOB JUIS 3alIUTHl HHTCIUICKTYaIbHON COOCTBEHHOCTH.

OIIK-3: CnocodeH pemiaTh cCTaHAAPTHBIE 321244 NMPO¢ecCHOHAIBHOM 1eATeIHLHOCTH HA 0CHOBE NH(OPMALIMOHHOI 1
ouduorpaguyeckoii KyJabTypbl ¢ IPMMeHeHHeM HH()POPMAIHOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTHI U € yY4€TOM OCHOBHBIX
TpedoBaHuii HHGOPMALIMOHHON §€30MACHOCTH

Ymerb:

OIIK-3-Y1 BBISABIATE HCTOYHHUKH, PACKA U (POPMBI aTak Ha HHPOPMANNIO; TPUMEHATH Ha IPaKTHKE MEKITyHAPOIHBIE U
poccutickue npoheccHoHaIbHbBIE CTaHAAPTHI HHYOPMAIIMOHHON 0€30MacHOCTH, COBPEMEHHBIE apaJUrMbl 1 METOAOJIOTH,
WUHCTPYMEHTAJIbHBIC CPEJICTBA peaIn3allii HHPOPMAIIMOHHOH O€3011acHOCTH.

OIIK-3-Y2 ComocTaBnsTh pa3In4HbIC BUABI BPEIOHOCHOTO TPOrPaMMHOTO 00ECIICUCHHS 1 BHIOUPATh a/IeKBaTHBIC MEPHI
MpOrpaMMHO-aIapaTHOH peaNn3ayi CPEACTB 3aIUTHI; OTIPEAETATh BO3MOKHBIE IPUYUHEL U ITyTH yTedeK MH()OPMAITHH depe3
CeTEeBbIC 3KPaHBI; PACCUUTHIBATH PACCTOSIHUE IO TPAHMIIBI KOHTPOIUPYEMOH 30HEI, TpedyeMoe IS epeadr KOH(UICHIINaTbHON
MHGOPMALIMH 10 HIEKTPOMAarHUTHOMY KaHally; BBIOMPATh CPEICTBA 3alIUThl HHGOPMALIMHU, HEOOXOIUMBbIE IS IPEIOTBPALLCHHUS e€




YTEYCK IO TEXHUYCCKUM KaHaJI1aM.

YK-2: Crioco6eH co0MpaTh U HHTEPIPETHPOBATH JaHHbIE U ONPeAeJsATh KPYr 3a1a4 B pAaMKaXx IOCTABJICHHOM Le/Iu,
BBIOMPATh ONTHMAJIbHbIE CIIOCO0OBI PelieHUs, HCXOAS U3 IeHCTBYIOIIUX MPABOBBLIX HOPM, HMEIOIIMXCSI PeCcYpCoB H
orpaHnYeHuii, yMeHHe 000CHOBBIBATH NPUHATHIE PeLIeHUsl

YMmerb:

YK-2-V1 BsibupaTs anropuT™ KPHITOrpa(uuecKon 3aliThl B COOTBETCTBHHU C XapaKTepOM 3aluiaeMoil nHpopManum;
BBITIOJIHATH MepBbId UK anroputMa mudposanus [OCT 28147-89 B pexxume npocToit 3aMeHbI; IPOU3BOJAUTH TCHEPALIMIO
OTKPBITOTO M 3aKPHITOro Kitova 1 mudppoBanue B anroputMax RSA u ELGAMAL; HaxoauTh X311-00pa3 3alaHHOTO COOOIICHHS;
MPOBEPATH MOITHHHOCTD 3JIEKTPOHHOM IippoBoi moamucu mo cxeme RSA.

OIIK-3: Cnoco0eH pemiaTh CTaHAAPTHbIE 32244 NPOo¢ecCHOHAIBLHOM AeATeIbHOCTH HA 0CHOBE NH(OPMALIMOHHOI U
oud.norpaduueckoii KyJIbTypbl ¢ IpUMeHeHHneM HH(OPMAIIMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHIi M € Y4eTOM OCHOBHBIX
TpeboBaHuii HHGOPMALIMOHHON §€3011ACHOCTH

Baanernb:

OIIK-3-B1 HaBelkamu ompeeneHust KpUTEPUEB OLCHKH 0e301acHOCTH COOOIIEHHUs, IepeJaBaeMOoro II0 3IeKTPOMArHUTHOMY
KaHaJly; METOANKOH OpraHU3alny 3alUThI IPOBOAHBIX JIMHUH OT YTEUKH MH(OPMALUK; HAaBBIKAMU PAOOTHI C COBPEMEHHBIMU
MH()OPMATMOHHEIMU CHCTEMaMH U CPEACTBAMH 0OecIiedeHUs NX MH()OPMAIIIOHHON 0€30MacHOCTH.

YK-2: CniocodeH co0upaTh 4 HHTEPNPETHPOBATH JaHHBIE U OMPEAEJATH KPYr 32124 B paMKaX MOCTABJIEHHOMH 1eJIH,
B])lﬁ]/lpaTb ONTHMAJILHBIE CIIOCOObI penieHus, uCxXoas u3 }IEﬁCTBleH[HX MPaBOBbIX HOPM, HUMEIOIIIUXCH PECYPCOB H
OrpaHUY€eHUii, yMeHHe 000CHOBBLIBATH MPUHSTHIE PellleHHsI

Baanernb:

YK-2-B1 Bnagers HaBbIKaMH MG POBaHIS HHOOPMAITIH, TeHEPany OTKPBITHIX U 3aKPBITHIX KITIOUCH, BRIYMCICHIS 3HAUCHUH XOIII-
(yHKuuil 1 31eKTpoHHON H(POBOH NOAMUCH; HABBIKAMH ITPUMEHECHUS CTEraHOIpa(pUIECKUX METOJOB U IIPOTPaMM B 3a/1a4ax
3aIUTHl HHpOpPMALIHH.

4. CTPYKTYPA U COAEP)KAHUE

Kon HaumenoBanue pa3neno u | Cemectp | Yacos | @opmupyemsble | JIuteparypa | IlpumedaHue KM Beinosan
3aHATHS TeM /BUA 3aHATHS/ / Kype HHIMKATOPBI H 1. sieMble
KOMITeTeH I i pecypcsl padoTsI
Paznen 1.
OpranuzanuoHHas u
MpaBoBast 3aIMTA
HHpOpMALUH
1.1 Jlexums Ne 1. BBenenue B 4 2 OIIK-3-31 JI1.4
MHPOPMAITHOHHYIO JI1.5J12.14J13
6e3omacHoCTh. /JIex/ 2J13.3
23
1.2 Jlexrms Ne2. 4 2 OIIK-3-31 J1.4 KM1
OpraHu3anuoHHas u JI1.5J12.14J13
IIpaBOBas 3alluTa 2J13.3
nHpopmanun. BemonHenue 012233
KOHTPOJILHOH paboTh! No
1. /Jlex/
1.3 [TaponpHas 3ammura 4 2 OIIK-3-V1 JI1.4J12.14J13 P1
nadopmanun. BrrmonHenue 3
MPaKTHYECKOH PabOTHI 33
1. Mp/
1.4 UccnenoBanue napamMeTpoB 4 1 OIIK-3-31 JI1.4J12.14J13
[apOJIbHOM 3aIlUTHI. OIIK-3-V1 3
Odopmrenue oTyera mo 93
npakrudeckoit padore 1. /Cp/
1.5 CamocTosTenbHOe U3yueHHe 4 2 OIIK-3-32 JI1.4J12.14J13
JloKTpHHBI HH(OPMAITMOHHOH 3
6e3zomacaoctu PO u 3akona o 213233
MEPCOHANBHBIX JaHHBIX. /Cp/
Paznen 2.
Kpunrorpadguueckue
MEeTOAbI 3aIHUThI
uHpopmManun




2.1 Jlekmus No3. Beenenue B VK-2-31 J1.3
kpuntorpaduro /JIex/ JI1.7J12.2
J12.4J12.5
J12.6 J12.7
J12.8 J12.10
J12.11
J12.12J13.3
J3.4
33
2.2 Hcnonb3oBanue VK-2-31 VK-2- JI1.3 P9
KITACCUYECKUX Vi JI1.7J12.2
KPUITOAITOPUTMOB J12.4J12.5
MOJACTAHOBKH IS 3AIIATHI J12.6 JI2.7
TEKCTOBOI MH(pOpMANHH. JI2.8 JI12.10
Beimonuenue pazgena 1 J2.11
nabopaTopHOM paboThI JI2.12J13.3
1. /J1a6/ J3.4
23
23 Hcnonb3oBanue VK-2-31 VK-2- J1.3 P9
KIIACCUYECKUX Y1 JI1.7J12.2
KPHUIITOAITOPUTMOB JI2.4J12.5
[EPECTaHOBKU IS 3aILUTHI JI2.6 JI12.7
TEKCTOBOH MH(POPMALUHL. JI2.8 JI12.10
Brinonnenue pazaena 2 JI2.11
nabopaTopHOi paboThI JI2.12J13.3
1. /J1a6/ J3.4
33
2.4 Wzyuenue oneparuii B moysx YK-2-31 J1.3 P10
l"anya. [TogroroBka k JI1.7J12.4
BBITIOJTHEHHUIO J1Ta00paTOpHOH JI2.8]13.2
pabotsr 2. /J1a6/ JI3.3J13.4
33
2.5 CraHgapT CHMMETPUYHOTO YK-2-31 YK-2- J1.3 P10
mm¢posanus AES Vi JI1.7J12.4
RIINDAEL. Beinonxenue JI2.8J13.2
n1abopaTopHOH pabOThI JI3.3J13.4
2. /J1a6/ 93
2.6 [ToBeIIcHIE VK-2-31 YK-2- JI1.3
KPHUIITOCTOHKOCTH MIH(POB V1 JI1.7J12.4
MMOJCTaHOBKH. BuInonHenue JI12.5J13.2
MPAKTHYECKOH PabOTHI JI3.3J13.4
2. Mp/ 93
2.7 ANTOPUTM CUMMETPUYHOTO VK-2-31 YK-2- JI1.3 P3
umdpoanus [OCT 28147 — Vi JI1.7J12.2
89. Beinonnenue J12.4 J12.5
MPaKTHIECKOl paboTHI JI2.6 JI12.7
3. Mp/ J12.8 J12.10
J12.11
J12.12713.3
J3.4
23
2.8 Kpunrorpaduueckue YK-2-31 YK-2- J1.3
aJTOPUTMBI C OTKPBITHIM Vi JIL.7J12.11
KI1I04oM. Brinonnenue JI2.12J13.2
MpaKTHYecKoi paboThI JI3.3J13.4
4. Mp/ CX]
2.9 BeruunciieHue Xa-QyHKIHH. YK-2-31 YK-2- J1.3
DopMHUPOBaHUE U NIPOBEPKA Vi JI1.7J12.10
OIIII. BemonHenue JI2.12J13.3
MPaKTUYECKOH pabOThI J13.4
5. Mp/ 33




2.10 |BcrpauBaHue u u3BICUCHHE YK-2-31 YK-2- J1.4
U(PPOBBIX BOISHBIX 3HAKOB. Vi JI1.5J12.14J13
AnroputM Jlanrenaapa. 3J13.4
Bemonaenue pasnena | 23
MPaKTHYECKOH PabOTHI
6. /Tlp/

2.11 AnroputMm KyTtrepa. YK-2-31 YK-2- JI1.4 P6
Beimonuenue pasgena 2 Vi JI1.5J12.14J13
MPaKTHYECKOH PabOTHI 3J13.4
6. /Mp/ 33

2.12 | M3y4enue ocobeHHOCTEH YK-2-31 YK-2- J1.3
IIPOCTEUIINX Vi JI1.7J12.2
KpUNTOrpapUIeCKuX J12.4J12.5
aJTOPUTMOB TIPH 3aIIUTE JI2.6 JI12.7
TEKCTOBOI HHpOPMALHH. JI2.8 JI12.10
OdopmiieHne oT4eTa mo J12.11
naboparopaoii padore 1. /Cp/ J12.12713.3

J3.4
23

2.13 | N3yuenue mmudpon VK-2-31 VK-2- J1.3
[neiidepa, Xunna u Vi JI1.7J12.5
Bmxenepa. Odopmitenue JI2.6 JI2.7
0TYEeTa M0 NPAKTUUECKOM JI2.10J13.3
pab6ote 2. /Cp/ J3.4

33

2.14 | Jlexus Ne 4. VK-2-31 JI1.3
CHUMMeETpHUUHBIE JI1.7J12.10
KpUnTorpaguieckue J2.11
anropuT™sl. /JIex/ J12.12713.3

J3.4
23

2.15 Uccnenoanue pexuma VK-2-31 YK-2- JI1.3
MIPOCTOI 3aMEHBI ArOpUTMa Vi JI1.7J12.5
I'OCT 28147 — 89. J2.6
OdopmiteHre oT4eTa 1Mo JI2.7713.2
ImpakTUueckoit pabore JI3.3J13.4
3. /Cp/ 33

2.16 | bno4Hble cCOCTaBHBIC MU PHI. YK-2-31 YK-2- J1.3 P11
Brimonuenue paszaena 1 ¥V1 VK-2-Bl JI1.7J12.2
nabopaTopHOH paboTHI J2.6
3. /J1a6/ J12.7713.2

JI3.3J13.4
23

2.17 | Cerp DeiicTemns. YK-2-31 YK-2- J1.3 P11
Brinmonnenue pasaena 2 Y1 YK-2-Bl1 JI1.7]12.2
nabopaTopHOi paboThI JI2.6
3. /J1a6/ JI2.7713.2

JI3.3J13.4
33

2.18 | M3yueHue HUKIOBBIX YK-2-31 YK-2- J1.3
npeoOpa3oBaHuil aTOpUTMA Vi JI1.7J12.2
AES. Odopmienue oTuera 2.4
1o 1abopaTtopHOi paboTe JI2.5713.2
2. /Cp/ JI3.3J13.4

23

2.19 | Jlexuus Ne 5. Kpunrorpadus VK-2-31 JI1.3

C OTKPBITBIM KITI049OM. /JIex/ JI1.7J12.2
2.4

JI2.5713.2

JI3.3J13.4

33




2.20 |T'eHepanus mpocTHIX YHCE, YK-2-31 YK-2- JI1.3 P12
HCIIOJIb3YEMBIX B Y1 YK-2-Bl1 JI1.7]J12.4
ACUMMETPUYHBIX aJITOPUTMAX JI2.5 J12.6
mm¢posaHus. BermonHerue JI2.7713.2
paszena | naboparopHoit JI3.3J13.4
pabotsl 4. /J1ab/ 33

2.21 CpaBHUTENBHOE YK-2-31 YK-2- J1.3 P12
HCCIIEIOBAHME TECTA V1 VK-2-Bl JI1.7J712.4
MPOOHBIX JIEJIEHHI U TecTa J12.5 J12.6
®epma. BreinonneHnue JI2.7J13.2
paszzena 2 gabopatopHoi JI3.3J13.4
paboter 4. /J1a6/ 33

2.22 UccnenoBanue npuHuuna VK-2-31 VYK-2- J1.3
pabotsl cetn DericTens. Vi JI1.7J12.2
OdopmiteHre oT4eTa MO JI2.5
naboparoproit padore 3. /Cp/ JI2.8]13.2

JI3.3J13.4
33

2.23 | H3yueHue aaropuTMoB VK-2-31 VK-2- JI1.3
mmgposanus RSA, V1 JI1.7J12.2
KNAPSAK, EL GAMAL. J12.4J12.5
OdopmiieHre oT4eTa 1o JI2.7J13.2
MpakTHIecKoii pabore JI3.3J13.4
4. /Cp/ 23

2.24 | HaxoxaeHue 4yucen YK-2-31 YK-2- J1.3
Kapwmaiikia B 3ajanHHOM Vi JI1.7J12.4
unaTepBane. OdopmieHue JI2.8713.2
oTgeTa 1o 1abopaTopHOH JI3.3 J13.4
pabore 4. /Cp/ 23

2.25 | Jlexums Ne 6. YK-2-31 J1.3
Kpunrorpaduueckue xa1i- JI1.7J12.10
(yHKIMHN. DIIEeKTPOHHAS J12.12J13.2
noAnucs. /Jlex/ JI3.3J13.4

33

2.26 | V3yueHue aIroputMmoB YK-2-31 YK-2- J1.3
mudpooit moamucu RSA, EL V1 YK-2-B1 JI1.7J12.6
GAMAL, DSA. J12.7J13.3
OdopmiieHre oT4eTa 1Mo J13.4
IpakTHIecKol pabore 33
5. /Cp/

2.27 | H3yuyeHue aqropuTMOB VYK-2-31 YK-2- J1.4
BCTpPaMBaHUS U U3BJICUCHUS Y1 VK-2-B1 | JI1.5J12.14J13
1IB3. OdopmiieHne otaera 3J13.4
IO TIPaKTHYECKOii paboTe 93
6. /Cp/

2.28 | BpimogHeHUE KOHTPOJIBHON VK-2-31 YK-2- | JI2.4J11.3 KM2
paboter Ne 2 /Cp/ Y1 YK-2-B1 J1.4

JI1.7713.3
J13.4
33
Pazgen 3.
Kubepbe3onacHoctb
3.1 Jlexumst Ne 7. BpenonocHoe OIIK-3-32 JI1.4
MIPOrpaMMHOE JI1.5712.9
obecrnieuenue. /JIex/ J12.13
J12.14J13.3
23
32 Uzyuenne xwiaccupukannu OIIK-3-Y1 J1.4
BPEIOHOCHOTO OIIK-3-Y2 JI1.5J12.14J13
MPOrPaMMHOTO OOecIIeueHUs 3
o meroauke Jlaboparopun 93

Kacnepcxkoro. /Cp/




33 Omnpexenenue Tuna 4 OIIK-3-V1 JI1.4 JI1.5 P7
BPEIOHOCHOTO OIIK-3-Y2 JI1.6J12.9
MPOrPaMMHOTO OOecTIeueHns JI2.13J13.3
0 33JaHHOMY OITHCAHHIO. 23
BrlnonHenue nmpakruyeckoi
pabotst 7. /TIp/

34 Uzyyenne npaBui 4 OIIK-3-V1 JI1.4
MIOTJIOLICHHS U JI1.5J12.9
HAaMEHOBaHUS J12.13
BPEIOHOCHOTO J12.14J13.3
MPOrPaMMHOTO OOecTIeueHusI. 33
OdopmiieHne oT4eTa mo
MpaKTHYEeCKOi paboTe
7. ICp/

3.5 Jlexuwmst Ne 8. TIporpammHo- 4 OIIK-3-32 JI1.4J12.9J13.
anrnaparHble CpEICTBA 3
obecnieueHust 23
kubepoe3onacHocTH. /JIex/

3.6 N3yyenne mexaHn3MOB 4 OIIK-3-V1 JI1.4
OpraHu3alUy yTeueK uepes JI1.5J12.3J13.
cereBoii axpan /Cp/ 3

93
3.7 BrlmonnHeHre KOHTPOJILHON 4 OI1K-3-32 JI1.4 JI1.5 KM3
pabotsr Ne 3. /Cp/ OIIK-3-Y1 JI1.6J12.9
OIIK-3-Y2 J12.13
JI2.14J13.3
33
Pasnen 4. Un:xkenepHo-
TeXHUYecKasi 3alUTa
uHpopManuu

4.1 Jlextus Ne 9. 3amura 4 OIIK-3-32 JI1.1
nH(pOpPMALNH OT yTEUEK IT0 JI1.2J12.1
TEXHUYECKUM KaHanaum. /Jlex/ JI2.9J13.1

JI3.3
93

4.2 Pacuer pannyca 6e3omacHoi 4 OIIK-3-32 J.1 P8
30HBI IIPY IIepenayde OIIK-3-V2 JI1.2J12.1
nHpOPMAaLIUH 110 OIIK-3-Bl1 JI2.9J13.3
3JIEKTPOMArHUTHOMY KaHaITy. 23
BrlinonHeHne mpakruyeckoi
pa6otst 8. /TIp/

4.3 Pacuer mapameTpoB 4 OIIK-3-V1 JI1.1
3JIEKTPOMArHUTHOTO KaHaja OIIK-3-Bl1 JI1.2J12.1
YTEUKH HHpOpMAann. J12.9J13.3
Odopmenne oT4yera mo 23
mpakTHyeckoit padore 8. /Cp/

4.4 Nzyuenue ¢punbtpa "I'panut" 4 OIIK-3-Bl1 JI1.1 P13
JUTSL 3aIUTHI CIA00TOYHBIX JI1.2J12.1
KOMMYHUKALUH. J12.9J13.3
Brinonnenue nabopaTopHoit 23
pabotsl 5. /J1a6/

4.5 N3yyeHne METOI0B 3a1UTHI 4 OIIK-3-V¥1 JI1.1
MIPOBOHBIX JUHUHA OT YTEUKH OIIK-3-B1 JI1.2J12.1
uHpopmanuu. OdopmiieHne JI2.9J13.3
oTYeTa 1o J1JabopaTOPHOIt 23
pabdore 5. /Cp/

5. ®OHJ OHEHOYHBIX MATEPHUAJIOB
5.1. KoutpoJibHble MeponpusTusi (KOHTPOJILHAsA padoTa, TeCT, KOJJIOKBHUYM, 3K3aMeH U T.I1), BONPOCHI JJIs
CaMOCTOSITeJIbLHON MOATOTOBKH
Kon KonTponsHoe I_EI){OBepﬂeMme B
KM MepOTIpUATHE JTUKATOPBI OIPOCHI AJIS TIOATOTOBKU

KOMITETEHIINH




KM1 KonrponbHas OIIK-3-31 1. OcHoBHBIE CBOMcTBa HH(OPMAINH KaK 0OBEKTA 3aIUTEL, €€
pabora Ne 1. CYILIECTBEHHbIE IIPU3HAKH.
OCHOBHBIE TTOHATHS 2. OcHOBHBIE (haKTOPBI, CIIOCOOCTBYIOIIHE ITOBHIIIEHHIO YSI3BUMOCTH
U OTpeeIeHus HHPOPMALTUH
UHPOPMALMOHHON 3. Knaccuduxanus nnpopmanuu Kak 00beKTa 3aInuThl
Oe3omacHoOCTH 4. Yrpo3bl, COOTBETCTBUE CBOMCTB H YIp0o3 HHHOPMAIHH
5. OcHOBHbIE MTapaMeTpbl NapoIbHOM 3amuThl. Pacuer nnuHbI mapods.
KM2 KonTponbraas VK-2-31;YK-2- 1. CummeTpuyHBIe KpUNTOANTOpUTMBL: I(Gpel BepHama, le3apsi,
pabota Ne 2. V1;YVK-2-B1 Bwxenepa, Xumna, AES, TOCT-28147-89.
Kpunrorpadus 2. Cerp OeiicTens u ee CBOUCTBA.
3. AIropHuTMBI ¢ OKPBITHIM KITIouoM: JTuddu-Xammana, RSA, EL
GAMAL, KNAPSAK
4. ANTOpUTMBI X3IIUPOBAHUS
5. Anroputmsl anekrponHoi moanucu: RSA, EL GAMAL, DSA.
6. IIpoTOoKOM JOKA3aTENbCTBA C HYJIEBBIM PA3IIIALICHUEM: AJITOPUTM
Oeitra-duara-llamupa.
KM3 Konrponbnas OIIK-3-V1;0I0K-3- | 1. Knaccuduxarms Bpenonoctoro I10. IpaBuna moriomieHus U
pabota Ne 3. 32 HaNMCHOBAHMS.
Bpenonocnoe 2. IIpuHIUIIBI 1 MEXAHU3Mbl aHTUBUPYCHOH 3alUThI
IIPOrpaMMHOE 3. CereBoe 3KpaHHPOBAHHUE.
obecrieueHue 4. Buspl yreuek

5. OOMaHHBIE CHCTEMBI




KM4

DK3ameH

OIIK-3-31;0I1K-3-
32;0IIK-3-Y1;0IIK-
3-y2

1 IIpuHIUNBI TOCTPOEHUS CUCTEM AHTUBUPYCHOMU 3aILUTHL.
2 3agaun MoApasAeneHus] aHTUBUPYCHOM 3aIlUTHI.

3. CocTaB COBPEMEHHOTO aHTUBHPYCHOTO IaKeTa.

4. CurHaTypHbIf aHanMU3 IpH OOHAPYKEHUH BPETOHOCHBIX
nporpamMM. JIOCTOMHCTBA U HEAOCTATKH.

5. OBpUCTHYECKUH aHANN3 IIPU OOHAPYKEHUH BPEJOHOCHBIX
nporpamMM. JIOCTOMHCTBA M HEZOCTATKH.

6. Certessle 3kpanbl. OnpeseneHue, Ha3HAUCHHE,
KIacCu(pUKaIHs.

7. CereBble 3KpaHbl. YTEUKU. TecThl HA yTEUKU.

8. BazoBble men, Mo3BoIIIOMHE OOONTH 3aIUTy CETEBOTO
JKpaHa.

9. TexHonoruu opranusanyy yredek. Merox moaMeHs! ¢aina
JIOBEPEHHOTO ITpoIIecca.

10. TexXHOIOTHH OpraHU3alUH yTeueK. 3aImyCcK JOBEPEHHOTO
HPUIIOKEHUS C TapaMeTpaMH KOMaHIHON CTPOKH.

11. TexHonoruu opraHuszanuu yreuek. Baeapenue

JMUHAMUYIECKOH OMOIMOTEKH B aJpeCHOE MPOCTPAHCTBO OJTHOTO M3
JIOBEPCHHBIX IIPOLIECCOB.

12. TexHONMOrHM OpraHU3aluK yTedeK. BHeapeHne kona B
aJIpECHOE MPOCTPAHCTBO OJTHOTO M3 JIOBEPEHHBIX MPOIIECCOB 0e3
WCTIONB30BaHMS JUHAMHYECKON OHMOIMOTEKH.

13. TexHonoruu opraHusanuu yredek. Mcnonb3oBaHue
MpOrpaMMHBIX MHTEPEHCOB IS yIpaBIeHUS Opay3epoM.
14. TexHonoruu opranuszanuu yreuek. Vcnonb3oBaHue

OpOrpaMMHBIX HHTEP(EHCOB, IPEIOCTABISIEMBIX CUCTEMHBIMU
cepBucamu (System services).

15. Cucrembl oOHapyxeHus aTak. HazHaueHwe, KiaccuUKaIus.
16. MexaHu3M (yHKIMOHHPOBAHUS OOMAHHBIX CUCTEM HpPHU
3ammTe MHPOPMAIIHH.

17. OOmManHBIE cHCTeMBI. MeTox KaMyirspxa.

18. OOMaHHBIE CHCTEMBI. MeTO COKPBITHS.

19. OOmanHbIe cucTeMbl. MeToJ ne3uHpopMaLum.

20. Aytentudukanus u uneHtudukanus. OnpenenceHue.
Mertons! ayTeHTH(DHUKALIIH.

21. IMaponbHBIe METOIBI ayTEHTU(DHKAINH.

22. Merozpl ayTeHTH()UKALUH, OCHOBAaHHBIC HA HCIIOJIb30BaHUU
YHHUKaJIbHOTO TIpEIMETa.

23. Buomerpudeckie MeTonbl WACHTH(DHUKAIINH.

24. Pasrpannuenue pocryna. OnpeneneHue, OCHOBHBIE METOJIBI.
25. Peructpamyst M ayIuT B CHCTEME 3alIATHl HHPOpMALIUH.
26. AkycTHdecknil KaHan yTedku mHpopmarmu. [TpuHnumm
JeHCTBHUS, METO/IBI 3AIUTHL.

27. BubpoakycTuieckuii KaHan yteukd wHGopMarmu. [IpuHInn
JIEWCTBHUS, METOIBI 3AIHUTHI.

28. DJEeKTPOMAarHUTHBIA KaHAN yTedkH mHpopmMarmu. [TpuHnum
JIEHCTBUS, METOABI 3aILUTHI.

29. IIpoBoaHO# KaHanm yTeukd nHpopMmanuu. [TpuHImm
JIEWCTBHUS, METOIBI 3AITUTHI.

30. Ontuueckuil kaHan ytedku uH(opmarwu. [IpuHIND
JIeCTBUSI, METOBI 3aLLUTHI.

31. Omnpenenenue kpunrorpaduu. [punmumer Kepkxodcea.

32. CepBHCBHI KPUITOCUCTEM.

33. OpnHopazoBbli U POBaTILHBIN 010KHOT. TpeboBanus npu
HCIIOJIb30BAaHUH OJTHOPA30BEIX OJIOKHOTOB.

34. Indpsr moacranoBku. [IprMeps! peanusaiy B
CHMMETPUYHBIX KPUIITOANTOPUTMAX.

35. [udpsr nepecranoBku. [IpuMepsl peanu3anuu B
CHMMETPHYHBIX KPUIITOANTOPUTMAX.

36. CHMMETHUYHBIE U ACUMMETPUYHBIE KPUIITOAITOPUTMBL.
IIpenmyniecTBa U HEOCTATKH.

37. bnounbie n motounbie mmppsl. [IpenmyniecTsa u
HEJIOCTaTKH.

38. Anroput™m duddu-Xennmana. [Torarie o TuCKpeTHOM
JorapupMUpPOBaHUH. YSA3BUMOCTH K aTake «HelloBeK mocepeiuHe.

39. Anroputm mmdpoBanus RSA. Co3nanne OTKPHITOrO U

CEKPETHOTO KITIOYeH.
40. Anroput™m Onb 'amans. PaGora B pexxume mudpoBaHus.




41. KpunrocucreMsl ¢ 3JUIMNTUYECKUMU KPUBBIMH.

42. INocnenosatensHocTH JItOKAa M UX MPUMEHEHUE B
KpUnrorpaduu.

43. Pannesas xpunrocucrema Mepwra-XemmMana. «3agada o
PIOK3aKe» U ee IPUMEHEHUE B KPUITOTpaduH.

44. Jloka3aTenbCcTBO € HYIEBBIM pasrialleHHeM. 3agada o
«rremepe A baObr».

45. Xour-pynknuu. Onpenenenue, Kiaccupuxanus, TpeOoBaHMS
K IPOCTEHIINM ¥ KPHIITOTPAaQUUIECKUM X3II-()yHKIUSIM.

46. Kpunrorpadudeckast croiikocts xam-pyHknuii. Kommuzuu
MIEpPBOr0 ¥ BTOpOro poza. Mcronb30Banue KOIIU3UM 715 B3JIOMA.

47. ANTOPUTMBI KPUNITOCTOMKOTO XAIIUPOBAHUSI.

48. [TpoGnema ayTeHTH(UKAINY JaHHBIX U 3JICKTPOHHAsS
UQpOBast MOIITHCH.

49. DenepanbHblil 3axoH Poccuiickoit @eneparuu ot 6 anpens

2011 r. Ne 63-®3 "O06 snekrpoHHO# moanucu". OCHOBHBIE MOHATHS U
OTIpEIICIICHHS.

50. ArnropuTM 37IeKTpOHHOM nndposoi noamucu RSA u ero
HEIOCTaTKH.
51. AJTOPUTM 3JIEKTPOHHOM 1MdpoBoi mommucu Db [amars.
Ero mocrouHcTBa ¥ HEAOCTATKHU.
52. INonnenka snekTpoHHONW HUGPOBON MOAMHUCH.
Kiraccudukaiyst BO3SMOXKHBIX pe3ysibTaToB atak. ColHanbHbIC aTaKH.
53. VYrpapieHune KI0UaMH SJIEKTPOHHOH IH(POBOI MOIIHCH.
Crioco0bI XpaHEHHs 3aKPHITHIX KITIOYEH.
54. Kommnbrotrepnas creranorpagus. OnpezneneHue, OCHOBHbIE
MIOHSATHSL.
55. [MpumeHeHue creraHorpaduu B CUCTEMax 3allUTHI
nHpopmanuu. Lludpossie BoasHbBIC 3HAKY.
56. BcerpanBanue nu(pPOBBIX BOISHBIX 3HAKOB. AJTOPHTM
Jlanrenaapa.
57. BerpanBanue muQpoBBIX BOISHBIX 3HAKOB. ANTOPHTM
Kyrrepa.
5.2. Ilepedens padoT, BbINoJIHsIeMbIX 0 AucuuminHe (KypcoBas padora, Kypcosoii npoexr, PI'P, Pedepat, JIP, IIP u 1.11.)
Kox Hasparue [IpoBepsiembie
HHIIKATOPBI Coneprxanue paboTsI
paboThI paboThI N
KOMITETEHIII
P1 [Ipakruueckas OIIK-3-31;0I1K-3- | M3y4eHue npaBui MapojbHON 3alUThl. PacdeT 1 aHaIn3 OCHOBHBIX
pabora Ne 1. Pacuer |VY2 nmapaMeTpoB MApPOJIbHON ayTeHTH(HUKAIINH.
napamMeTpoB
MapoJIbHOU
ayTeHTH(UKAIIN
P2 [Ipakruyeckas YK-2-31;YK-2-V1 Nzyuenune mmdpa [Tnetidepa, mudpa Xwia 1 MHOT0an(paBUTHOTO
pabota Ne 2. mudpa Bmxenepa.
[ToBbiienne
KPUTITOCTORKOCTH
mmgppos
MIOJICTAHOBKU
P3 [Tpakruueckas VK-2-31;VK-2-V1 HccnenoBanue pabOThI aITOPUTMA CUMMETPHUYHOTO IIH()POBAHHS
pabora Ne 3. I'OCT 28147 — 89 B pexxuMe IpOCTOH 3aMEHBI.
Anroputm
CUMMETPUYIHOTO
mmdposanust [OCT
28147 — 89
P4 [Ipakruyeckas VK-2-31;YK-2-V1 N3ydenue paboTs! anroputMoB mudpoBanus RSA, Mepkisi-XemmmaHa
pabota Ne 4. u Onb [amans
Kpunrorpadudecku

€ AJITOPUTMEI C
OTKPBITHIM KITIOUYOM




P5 IIpakruueckas VYK-2-V1;VK-2- H3ydenne aropuTMoB X31IMPOBaHUs, IIOCTAHOBKU U IIPOBEPKU
pabota Ne 5. B1;YK-2-31 3JIEKTPOHHOM moamucH 1o cxemaM RSA, Db Famans u DSA/
Brruncnenne xam-

GYHKIHIA.
dopMupoBaHue U
IIpOBEpKa
3JIEKTPOHHOU
HOTHUCH.

P6 [Ipakrrueckas VK-2-31;VK-2- N3yuenne creranorpaduyeckux anroputmoBn Jlanrenaapa u Kyrrepa
pabora Ne 6. Y1;YK-2-Bl JUTS. BCTparBaHUs [IM(QPOBBIX BOASHBIX 3HAKOB B MYJIbTUMETUIHBIH
Creranorpadus KOHTEHT

P7 IIpaxruueckas OIIK-3-32;0I1K-3- | U3yuenne Kiaccu(pUKaiy BpeTOHOCHBIX IIPOTPaMM, IPUHATOH B
pabora Ne 7. y2 Jlab6opatopun Kacnepckoro.

Knaccugukanus
BPEIOHOCHOTO
HIPOrPaMMHOTO
obecnieyeHust

P8 [Tpakruueckas OIIK-3-Bl1 O3HakoMIIeHHE ¢ TPEOOBAHUSIMH CTAHAAPTOB AJIEKTPOMArHUTHOMN
pabora Ne 8. cosmectuMocTH (OMC) Poccun, crpan Esponst u CILIA. M3yuenne
Meronuka OCHOBHBIX ITapaMETPOB NICKTPOMArHUTHOTO KaHAJIA YTEUKH COOOIIeHUH
omnpeneneHus Y METOJUKY ONpe/eNeHNs] KpUTEpUEB OLIEHKH 0e3011acCHOCTH
KPUTEPUEB OLIEHKU COOOIIeHNS, IepeIaBaeMOro 110 AIEKTPOMarHUTHOMY KaHairy(OMK).
Oe3omacHoOCTH HccnenoBanue ¢ MOMOIIBIO TIPEUIOKEHHON METOIMKN BIHSHHS
coo0IeHNs, Pa3IHYHBIX BUIOB OTPakJAIOMINX KOHCTPYKIIHHA U yPOBHS
repe1aBaeMoro 1no KOH(HICHIIMATEHOCTH TIepeIaBaeMbIX COOOILICHUIT Ha TTapaMeTPhl
3IIEKTPOMArHUTHOMY KOHTPOJIUPYEMO¥ 30HBI.

KaHaJy

P9 JlabopaTopHast YK-2-V1;VK-2-31 1.M3ygenue npocTeimmx cnoco6oB muppoBaHUsS TEKCTOBOH
pabora Ne 1. MH(OPMALIUHU C TIOMOIIBIO MTOICTAHOBKH.

Hcnonb3oBanue 2. V3y4eHne mpocTeWmmX crioco00B MHU(PPOBAHHS TEKCTOBON
KITACCHYECKUX MH(pOPMALIHH C TOMOIIBIO TIEPECTAaHOBKH.

aIrOPUTMOB

MIOJICTAHOBKU U

TIepEeCTaHOBKH IS

3aIUThl TEKCTOBOM

HHpOPMALTHU

P10 JlabopaTopHas YK-2-31;YK-2- N3zyuenne cranaapta cummMeTpuanoro mudposanus AES RIINDAEL
pabota Ne 2. V1;YK-2-B1
Cranpapr
CUMMETPUYIHOTO
mudposanust AES
RIINDAEL

P11 JlabopaTopHas VK-2-31;YK-2- N3ydenne ocoOeHHOCTEH MTOCTPOEHHS OJIOUHBIX KPUTITOTpaPHIECKUX
pabota Ne 3. V1;VK-2-Bl aJITOPUTMOB U CBOICTB apXUTeKTypbl DelicTemnst
W3yuenue 0109HBIX
COCTaBHBIX IIHU(POB.

Cerp Deiicrens

P12 JlabopaTtopHast YK-2-31;YK-2- W3ydenue kpuTepueB ONIpeeacHUs IIPOCThIX YUCEN U UX IPUMEHEHUS
pabota Ne 4. V1;YK-2-Bl B KpUITOrpaduu.
I'ereparyst mpOCTHIX
qrcen,

HCTIONb3YEMBIX B
ACUMMETPUYHBIX
NTOpUTMax
muppoBaHU

P13 JlabopaTopnas OIIK-3-B1;OIIK-3- | DKcniepuMeHTalIbHOE OMpPEeAeIeHUE XapaKTepUCTHK YCTPOCTBa
pabota Ne 5. 32 3aLUThI IPOBOIHBIX JIMHUII OT anmnapaTypbl BBICOKOYaCTOTHOIO
HccnenoBanue HaBS3bIBAHUS

¢wunpTpa ['panut aus
3aIIUTHI TPOBOAHBIX
JIUHUI




5.3. OuneHovHbIE MaTepuaJibl, HCNOJb3yEeMbI€ VISl JK3aMEHa (onncalme 6I/IJ'IBTOB, TECTOB U T.l'l.)

3K33MCH3HI/IOHHI:II71 OUJIET COCTOUT U3 JABYX TCOPETUYCCKUX BOIIPOCOB U OJIHOM 3a4a4H. 3az1at11/1 B OMjIeTax sSBISIOTCS THUIIOBBIMH,
HO,I[O6HI:IC 3a1a4u o6yqa}0mnec>1 peIaroT B XOA€ BBINTOJTHCHUA IPAKTUYCCKUX U KOHTPOJIbHBIX pa60T 10 IaHHOM AUCLUILIHHE.
bunetsr XpaHsiATCAd Ha Kaq)enpe. O6p33€l_[ OK3aMCHAIUOHHOT O ouera TIPUBECH B PA3aCIIC Hpnnoxcem/m.

IIpumep 3aganuii 5Kx3aMEHALIMOHHOTO OUyIeTa:

1. ITpuHIMIIEI HOCTPOEHUS! CUCTEM aHTUBUPYCHOM 3aLUTHL.

2. Onpenenenne kpunrorpadpun. [Tpurmumns: Kepxxodcea.

3. ITycts nonb3oBatens A XoueT nepeaaTs nonb3osatento B coobmenne m=10, 3amudpoBaHHOe ¢ TOMOILBIO anroputMa RSA.
IMonb3oBarens B mMeer cnenyromue napamerpsr: P=7, Q=17, d=53. Beraucaure 3naueHne C 3ammdpoBaHHOTO COOOIICHHS.

5.4. MeTroauka OLleHKH OCBOCHHUS JUCHMILUINHBI (MoayJs, npaktuku. HAP)

DK3aMeHaIMOHHas OICHKA:

OreHka "0OTINYHO" BBICTABIAETCS CTYJEHTY, PEIIMBILEMY 3a7ady U MOJHOCTBIO OTBETHBLIEMY Ha J1Ba TEOPETUYECKUX BOIpOca
9K3aMEHAIIMOHHOTO OmyIeTa, OOHapyKUBIIEMY BCECTOPOHHEE, CHCTEMaTHIECKOe M ITyOOKoe 3HaHNE y4eOHOTo MaTepHaa,
IPeAyCMOTPEHHOI0 IPOrpaMMOil; yCBOUBILEMY OCHOBHYIO U 3HAKOMOMY C JIOTIOJIHUTENBHOM JIUTEPATY PO 110 IPOrpaMMme;
yMeIOIlleMy TBOPUYECKH 1 OCO3HAHHO BBIMOIHATH 3aJaHUsl, IPETyCMOTPEHHbBIE TPOrpaMMOH; YCBOMBIIEMY B3aUMOCBSI3b OCHOBHBIX
MOHATHH U YMEIOIIEeMy ITPAMEHATh UX K aHAIN3Y U PEIICHHUIO TIPAKTHYECKHUX 331a4; Oe3yIPEYHO BHIOIHUBIIEMY B ITpOIIECCe
W3y4EHUsI TUCIUIUINHBI BCE 3a1aHUs, IPELyCMOTPEHHBIE (JopMaMi TEKyIIero KOHTPOJLS;

OneHku "xoporio" 3acay>KUBaeT CTyAEHT, PELIMBILIUII 3a1a4y, OTBETUBLIHMIA MTOJHOCTBIO HAa OAIMH BONPOC HK3aMEHAIIMOHHOTO OneTa
¥ HE OTBETHBIIHUH WM OTBETUBIINH YaCTHYHO HA APYTOH BOIPOC, IIPH 3TOM 0OHAPYKUBIIHNH MOITHOE 3HAHHE YIeOHOTO MaTepuaa,
HpelyCMOTPEHHOT0 IPOTPaMMOif; yCHENTHO BRIMOIHUBIINN BCe 3aJaHUS, IPEIyCMOTPEHHBIE (hOPMaMH TEKYIIEro KOHTPOJIS;

OrneHka "yIOBJICTBOPUTEIBHO" BHICTABISIETCS CTYICHTY, OTBETHBIIEMY Ha JIBA TEOPETUICCKIX BOIIPOCA YK3aMEHAIIMOHHOTO OMIIeTa,
HO HE PEUIMBILEro 3a]a4y, UM PElIUBIIETo 334a4y, HO He OTBETUBIIETO Ha JIBa TCOPETHUUYECKUX BOIPOCA, MU AOMYCTUBLIEMY
MOTPEIIHOCTH B OTBETE Ha SK3aMEHE WJIH MPU BHIMOJHEHUH SK3aMEHAIIMOHHBIX 3aaHuil 1 00afaoneMy Heo0X0IUMBIMU
3HAHUSAMMU Ul UX YCTPAHEHUS I10J PYKOBOJCTBOM IIPENOaBaTes;

OreHka "Hey1OBIETBOPUTENBHO" BBICTABIISICTCS CTYAEHTY, HE OTBETHBIIEMY Ha /IBa BOIIPOCA 3K3aMEHAIMOHHOTO OHyIeTa U He
pelmBIIeMy 33/1a4y, 0OHapyXUBILIEMY NPpoOebl B 3HAHUM OCHOBHOTO MaTepuala, IpeyCMOTPEHHOTO IIPOTrpaMMOH,
JIONYCTHBIIEMY MTPUHINIHATGHBIC OITHOKA B BBIIIOJTHEHNH IIPETyCMOTPEHHBIX IPOTPaMMO 3a/IaHH; HE BHIITOJTHUBIIEMY
OTHAENBHBIC 3aJaHN, IPEAYCMOTPEHHbIC ()OPMaMH TEKYIETO0 KOHTPOJIS.

OrieHKa 33 KOHTPOJIBHBIE PAOOTHI:
KonTtponsHbie paboTel cocTosT U3 10 BOIPOCOB U MPOBOASTCS B BUE TECTUPOBaHUS B LMS mpogomKuTensHOCTRIO 15 MUHYT

(koHTpOJBbHAS paboTa 1) win 45 MUHYT (KOHTPOJIbHBIE paboThI 2 1 3). 3a MPaBUJIBHBIA OTBET Ha KaX bl BOMpoc Hauucisercs 0,5
6ama. MakcnMalbHOE KOJYEeCTBO OaylIoB 3a OIHY paboTy paBHO 5.

6. YHEBHO-METOAWYECKOE U HHO®OPMAIIMOHHOE OBECIIEYEHME

6.1. Pexomenayemas iureparypa

6.1.1. OcHoBHas JIMTEpaTypa

ABTOpBI, COCTaBUTENH 3arinaBue Bubnuorexa W3narenscTBO, TOI
JI1.1 [HBanoB A. B., 3amuTa pedeBoil nHGopManuu | DIEKTpoHHAs OubIHOTEKA HoBocubupck:
Tpyuun B. A. OT YTE€UKH 110 HoBocubupckuii
AKyCTO3JIEKTPUICCKUM rOCYIapCTBEHHBIN
KaHajaM: yuebHoe mocodue TEXHUYECKUH YHUBEPCUTET,
2012
JI1.2 |TonukoB A. M. 3amura HHGOPMAIHH OT DneKkTpoHHas OUOIMoTEeKa Tomck: Tomckuit
YTCUKH TI0 TEXHHYECKUM rOCYIapCTBEHHBIN
KaHajaM: yaeOHoe mocobue YHUBEPCUTET CUCTEM

yIPaBICHUS U
paauosnekrpoHuku, 2015

JI1.3 | Maiictpenko H. B., OcHOBBI Teopuu HHGpOpMAIMK | DIeKTpOHHAs OUOIHOTEKa Tam6o0B: TamOOBCKHi
Maiictpenko A. B. u xpunrorpaduu: yaedHoe roCyAapCTBEHHBIN
JJIEKTPOHHOE U3JJAHUE: TEXHUYCCKUI YHUBEPCHUTET

y4eOHoe mocodue (TTTY), 2018




ABTOPBI, COCTaBUTEIH 3arnaBue Bbubmmnoreka W3narenscTBo, rox
JI1.4 |Mensuuxos B. IT., Wudopmannonnas Bbubmorexka MUCuC M.: ACADEMIA, 2008
Knetimenos C. A., 0€30I1aCHOCTD U 3allUTa
ITetpakoB A. M., WHpOpMaUH: yueod. mocodue
Kuneiimenos C. A. IUTS CTY. By30B, 00y4. IO
cret. 230201
"UHpopMannOHHbIE CHCTEMBI U
TEeXHOJIOTHH"
JI1.5 | Ceprees O. H., KomnbrorepHas 3amura Bbubnmorexa MUCuC M.: U3n-o MITYVY, 2007
®enopos H. B. uHpopmarun: y4ed. mocodue
st crya. cnel. "Cuctemsl
ABTOMATH3HPOBAHHOTO
IPOEKTUPOBaHUs"
JI1.6 [Kocruu B. H. Mertoabl U CpeAcTBa 3alUThL OnexrpoHHas GHONIMOTEKA M.: [MUCuC], 2018
KOMITBIOTEpHON HH(OpMAIIHH.
Wudopmanmonnas
6e301acHOCTh KOMIIBIOTEPHBIX
cereit (N 3085): yue6. mocobue
JI1.7 |Kocruu B. H. Mertoabl 1 CpeacTBa 3alUThI DnexkrpoHHas OubIMOTEKA M.: [MUCuC], 2018
KOMITBIOTEPHOM HH(OPMAITHH.
Kpunrorpaguuaeckie MeToab!
3amuThl nHGopMmanun (N
3086): yued. mocobue
6.1.2. JlonosiHuTEBHAS JIUTEPATYpPa
ABTOpBI, COCTaBUTEIU 3arnaBue Bbubnmoteka W3narenscTBo, ron
JI2.1 |Turos A. A. WmxeHepHO-TeXHUYECKAsT OnexrpoHHas GnOIMoTEKA Tomck: ToMckuii
3ammrTa nHQopMauu: yaeoGHoe rocyAapCTBEHHBIN
nocobue YHHUBEPCUTET CHCTEM
yIpaBiIeHUS U
panuosnexkrponuxu, 2010
JI2.2 |T'ynerseBa T. A. OcHoBBI TeopuH HHMOPMAIK | DIEKTPOHHAs OubIHOTEKA HoBocubupck:
U KpUnrorpaduu: Kypc JeKuui Hosocubupckuii
roCyJJapCTBEHHBIN
TEeXHUYIECKHUI YHUBEPCHTET,
2010
JI2.3 | Jlanonuna O. P. MesxceTeBoe SKpaHUPOBaHUE: DnexrpoHHas OubIMOTEKA Mocksa: UnTepHer-
y4eOHoe mocodue YHUBEpCUTET
WudopmanmnoHHBIX
Texunonoruit (MHTYUT)
|buxom. Jlabopatopus 3HaHHUH,
2007
JI2.4 |bacanosal'. B. OcHOBBI KpunTorpaduu: Kype DnekTpoHHas ONOINOTEKA Mocksa: UnTepHer-
JIEKIMH: KypcC JIEKIUI YHuBepcurer
WNHbopMamoHHBIX
Texnonoruit (MHTYUT), 2011
JI2.5 | JIunosckuii B. B. OcHOBBI Teopuu HHpOpMAMK | DJIeKTpOHHAs OUOIHOTEKa Mocksa: UnTepHer-
U Kpunrorpadun: Kypc: YHuBepcurer
ydebHoe nocobue WNHpopMamoHHBIX
Texuonoruit (MHTYUT), 2007
JI2.6 | dopoyzan b. A. Maremartuka kpuntorpadhuu 1 | DekTpoHHas OUOIHOTEKa Mocksa: HanmonansHbIN
Teopust mmdpoBaHus: yaeOHOE OTKpBITHIN Y HUBEPCUTET
rmocobue «MHTYUT», 2016
JI2.7 | Jlanonuna O. P. Kpunrorpadudeckie 0CHOBBI DneKTpoHHAas OUOIMOTEKa Mocksa: HanmoHanbHbIN
0e30macHOCTH: yIeOHOe OTKpBITHI YHUBEPCUTET
nmocooue «MHTYHUT», 2016
J12.8 Kpunrorpaduaeckue meTost OnexrpoHHas 6nOIMoTEKA Crasponons: Cesepo-
3alIUTHl HHPOPMALIUH: Kasxkaszckuii @enepanbHblii
J1a00PATOPHBII MPAKTHKYM: yuusepcutet (CKOY), 2015
MPAKTHKYM
JI2.9 |Tonuxo A. M. 3amura nHGOpMAIIH B DnekrpoHHas ONOINOTEKA Tomck: Tomckuit

HUH()OKOMMYHHUKAIHOHHBIX
CHCTEMAX M CETAX: yueOHoe
rmocooue

rocyAapCTBEHHBIN
YHHUBEPCHTET CUCTEM
yTpaBiIeHus U
pamuosnekrpoHuxy, 2015




ABTOpBI, COCTaBUTENH

3arnaBue

Bubanoreka

W3narenscTBO, TOI

J12.10

NmyxoBa E. A,
Jlo6oBa E. A.

Kpunrorpadudaeckue
MPOTOKOJIBI U CTAHJAPTHIL:
y4eOHoe mocodue

DnexkrpoHHas OUOIUOTEKA

Taranpor: FOxHsIi
(benepanbHBIN yHUBEPCHUTET,
2016

JI2.11

Vceenxo O. A.

TTprITOKEeHUS TEOPUH
uH(pOpManuH U KpunTorpaduu
B PaIMOTCXHUYECKUX
cucteMax: yueoHoe mocoone

DnekTpoHHas ONOINOTEKA

Pocros-na-Jlony, Taraupor:
HOxHsI QenepanbHbIit
yHHUBepcuTeT, 2017

J12.12

Kupnuunuxos A. I,
XaifoymmmHa 3. M.

Kpunrorpagmuaeckiie MeToasl
3aLUTHI KOMIIBIOTEPHOI
uHpOpMaLUH: yaeOHOe
nocobue

DneKkTpoHHas ONOINOTEKA

Kazanb: Kazanckuil HayyHO-
HCCIIEN0BATENbCKUM
TEXHOJIOTMUECKUI
yuusepcutetr (KHUTY), 2016

J12.13

Kyb6amesa E. C.,
Mamnamkesnu U. A.,
Yexynaepa E. H.

HNudopmaruka n
BBIYUCITUTEbHAS TEXHUKA.
WNudopmannonnas
0e30macHOCTh
aBTOMATH3HPOBAHHBIX CHCTEM:
y4e0HO-MEeTOANIECKOe
nocobue K NpOX0XKAECHUIO
TIPOW3BOJICTBEHHON IIPAKTHKM:
y4eOHO-MeTOINIeCcKoe
nocooue

DneKTpoHHAs OUOIUOTEKA

Uomkap-Ona: TToBomkcKuit
roCyJJapCTBEHHBIN
TEXHOJIOTMUECKHI
yHuBepcuret, 2019

J12.14

Pomanern 10. B,
Tumodees I1. A,
Iaasrun B. @.,
Ilanprun B. ®.

3ammra nHGOpMaIK B
KOMITBIOTEPHBIX CHCTEMax U
ceTsx

bubmunorexa MUCuC

M.: Pagmo u cBs3p, 2001

6.1.3. MeTroanueckue pa3padoTku

ABTOpBI, COCTaBUTEIU

3araBue

Bubamnorexa

W3nmarenscTBO, TOI

JI3.1

I'ynses B. I1.

AHanu3 1eMacKUpYOLIIHUX
MPU3HAKOB OOBEKTOB
uH(popMaTU3aALUHN U
TEXHUYECCKUX KAHAJIOB YTEUKU
uHpopmauu: yae6HO-
METOIUYECKUH KOMILIEKC

DnekTpoHHas ONOINOTEKA

ExarepunOypr: M3natenpcTBo
VpanbCKoro yHUBEpCUTETA,
2014

JI3.2

Huccenbaym O. B.

TeopeTHKO-YHCI0BbIE METOIBI
B kpunrorpaduu. COOpHUK
3a/laHuid: yaeOHO-
METOUYECKOE [TI0CO0uE It
CTYJICHTOB CIEIUATLHOCTEH
«KomrmbroTepHast
0E€30I1aCHOCTDY K
«HbopMaroHHas
0€30I1aCHOCTh
ABTOMATH3HPOBAHHBIX
CHCTEM), HAIIPABIICHUS
«HbopMaroHHas
0€30MacHOCTEY: YIeOHO-
METOAHYECKOE II0Co0ue

DneKTpoHHAas OUOIMOTEKa

Tromens: TromMeHCKuUi
roCyAapCTBEHHBIN
yHuBepcurer, 2014

JI3.3

Baxapos JI. E.

Wudopmannonnas
6e30macHOCTb U 3aluTa
nH(popManuu: cO. TEKCTOB

bubmnorexa MUCuC

M.: U3a-Bo MUCuC, 2015

JI3.4

Baxapos JI. E.

Nudopmarmonnas
6e30mMacHOCTh U 3aIuTa
nH(popManuu (pasaenbl
KpUnrorpadus u
creranorpadus) (N 3854):
HPaKTHKYM

DnekTpoHHas ONOINOTEKA

M.: [MIACuC], 2019

6.2. [Tepeyens pecypcoB HH(pOPMALMOHHO-TETIeKOMMYHHKAIMOHHOI ceTH « UHTepHET»

Ol

JokrpuHa nHGOpMaLMOHHON 6€30MacHOCTH
Poccuiickoit @enepannu (yTB. Ykazom IIpesunenra
P® ot 5 nexabps 2016 r. Ne 646).Pesxxum nocryrma
URL: http://kremlin.ru/acts/bank/41460 (marta

obpatenus 22.02.2022).

http://kremlin.ru/acts/bank/41460




n3MeHeHussMu Ha 24 arnpenst 2020 roaa). Pexxum
92 |mocryma URL:
http://docs.cntd.ru/document/901990046

(mata obpamienus 22.02.2022).

@enepanbHblil 3akoH "O HepcoHANBHBIX JaHHBIX" (C http://docs.cntd.ru/document/901990046

Canvas. Pexum noctyna URL:
https://Ims.misis.ru/courses/3575 (nara oOparmeHus
22.02.2022).
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Kypc "UndpopmanmonHas 6e3onacuocts" B JOUC https://lms.misis.ru/login/canvas

6.3 TlepeueHb NPOrpaMMHOro odecrneyeHust

1.1 |LMS Canvas

I1.2 | Microsoft Office

1.3 [MATCAD

6.4. Tlepeyens MHPOPMANHOHHBIX CHPABOYHBIX CHCTEM H MPOdecCHOHAIBHBIX 023 JaHHBIX

N.1 |1. Bauk nannbix yrpo3 6ezonacuoctu undopmanuu (https://bdu.fstec.ru/)

N.2 |2. EquHoe oxHO JocTymna K oOpaszoBarenbHbIM pecypeam (http://window.edu.ru)

N.3 |3. DnexrponHo-6ubmuoreunas cucrema "Jlaup" (https://e.lanbook.com)

14 (https://www.sciencedirect.com)

4. ScienceDirect - 6a3a TTOJTHOTEKCTOBBIX HAYYHBIX XKYPHAJIOB M KHUT M3/1aTenscTBa Elsevier

N.5 |5.Scopus - enunas pedepaTrBHas 0a3a JaHHBIX HAYYHBIX MyOnukanui (https://www.scopus.com)

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE

Ayn. | Hasnauyenne

OcuHarenne

JTro0oit Kopryc | YueOHass aymuTopus Ui  TPOBEACHHS
MynpTUMeauiiHas 3aHATHH JICKIMOHHOTO THIIA W/WIK JUIS
IIPOBEIEHUS IPAKTUYECKUX 3aHIATUMI:

KOMIUICKT y4eOHOW Mebenn 1o 36 MecT yiss 00ydaromuxcs,
MyJIBTUMEINHHOE  00OpyZOBaHME, MAarHUTHO-MapKepHas
Jocka, pabouee Mmecto mpemnopasatens, IIKc moctymom k
UTC «UHutepuer», DUOC yHuBepcuTeTa 4Yepe3 JIMYHBINA
kabuner Ha mmiargopme LMS Canvas, IHIICH3HOHHBIE
nporpammsl MS Office, MS Teams, ESET Antivirus

JI-728 VYueOHas ayauTopus

JIOCKa ~ ayIUTOpHAs  MeEJoBas, OSKpaH MPOCKIMOHHBIH,
MIPOEKTOp, CTalMOHapHbIe KoMmmbloTeps! 15 mr. I10-Visual
Studio;  Electronic WorkBench; APACHE; MySQL;
XAMPP; Python; xoMmruiekr y4yeOHOW MeOenH, TaKeT
JMIEH3NOHHBIX TporpamMm MS Office

JI-731 VYuebnas ayauropust

JIOCKa  ayIUTOpHAs MeEJoBas, OSKpPaH MPOCKIHOHHBIH,
MIPOEKTOp, CTallMOHapHbIe KoMmmbloTeps! 15 mr. I10-Visual
Studio;  Electronic WorkBench; APACHE; MySQL;
XAMPP; Python, xomruiekr y4eOHOW MeOenH, TMaKkeT
JMIEH3NOHHBIX TporpamMm MS Office

b-6ubnmoreka npaBbli | YueOHas aytuTopust
K1acc

KOMITIEKT yueOHO# Mebenu Ha 32 pabounx MecTa

8. METOANYECKHE YKA3AHUSA 1JISA OBYYAIOIIUXCA

JIMCIMIUTHA OTHOCHUTCS K TOYHBIM HayKaM M TpeOyeT 3HaUNTeIbHOT0 00beMa CaMOCTOATeIbHON paboThl. OTaeNbHBIe yIeOHbIe
BOIIPOCHI BBIHOCSITCSI HA CAMOCTOSITENTBHYIO ITPOPabOTKY M KOHTPOIUPYIOTCS MOCPEICTBOM TeKyIeH artectanui. KauectBeHHOE
OCBOCHHE JUCLMILTMHBI BO3MOXHO TOJIBKO IPU CUCTEMAaTHUYECKOH caMocTosTeNnbHON padore. KypcoBoe npoekruposanue
MPOBOJIUTCS C IMTUPOKIM HCITOIh30BAHNEM KOMITBIOTEPHBIX IPOTpaMM, Kak JJIs BRITIOJTHEHHUS, TaK U I 0popMIIeHUS paboTHI.
JlabopaTopHBIe paOOTHI BEITOIHSAIOTCS C TOMOIIBI0 KOMITBIOTEPHBIX MPOrpaMM HMUTAI[IOHHOTO MOJICITUPOBAHMs. Tak KaKk CHTyaIus
B cpepe HHPOPMALMOHHON 0€30MacCHOCTH HENPEPHIBHO U3MEHSETCs, KPOME PEKOMEHJOBAaHHOH JTUTEPATyphl, 00yJaIOIMCS
ClIeyeT akTUBHO HCIIOJIb30BaTh MaTepuabl EPUOANIECKOI IeYaTH, CETH MHTEPHET U COLMAIBHBIX CeTeH, 3aTparuBalolie
BOITPOCHI 3aIIUTHI HH(popManuy. [IpuBeTCcTBYETCS TaroKe MOCEIIeHHEe CTYACHTAMH CIICIIHATN3HPOBAHHBIX BEICTABOK T10
HAIPaBICHHUIO HH(OPMAIIHOHHON 0€30IMaCHOCTH | 3aIIUTHI HH(GOPMALIUH C TeM, YTOOBI CHOPMHUPOBATH HAMOOJIEE HETOCTHOE H

AKTyaJIbHOC NIPEACTABJICHUEC 00 I/ISy"IaeMOﬁ JUCIHUIIIINHE.

3aHATHSA 110 JUCIUIUIHHE TPOBOJATCS B KOMITBIOTEPHBIX Kitaccax B ayn JI-728, JI-731 (15 IIK B kakmoif) Bce KOMIBIOTEPHI

00BeANHEHBI B JIOKATBHYIO CETh C BEIXOIOM B IHTEpHET).




