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1. HEJIX OCBOEHUA

1.1 | LlemstMu OCBOCHUSI AUCIMILUIHHEI SBIIAIOTCA (POPMUPOBAHKE Y CTYACHTOB 3HAHMUII IT0 OCHOBAM HHXEHEPHO-TEXHUIECKOH
3aMuTH HHPOpMaNuy, obecrnedeHns KOH(GUAeHINAIbHOCTH, IIETOCTHOCTH U JOCTYITHOCTH IaHHBIX, a TalkKe HaBBIKOB U
YMEHUH B 00J1aCTH aHaIM3a MOTCHINAIBHBIX YTP03 HHYOPMALMOHHOH 6€30MacHOCTH, BEIOOPE CPEICTB peaan3anny
3aIIUTHl B MTH)OPMAIOHHBIX CHCTEMAaX.

2. MECTO B CTPYKTYPE OBPA30BATEJIBHOI ITPOI'PAMMBbI

Baox OIT: b1.0

2.1 TpeGoBanus K l'lpe[[Ba]Pl/lTe.]'I])HOﬁ MOATOTOBKE 00y4aI01Ierocs:

2.2 JucuuIuInHbL (MOLY/14) U NIPAKTHKH, VISl KOTOPBIX 0CBOCHHE JAHHOM JMCUMILINHBI (MOAY/Is1) HE00X0AMMO KAK
npeauecTByoniee:

2.2.1 | Ynpasnenne IT-un(ppacTpyKkTypoii U 6€30MaCHOCTHIO HHPOPMAIIMOHHBIX CUCTEM

2.2.2 |IloaroroBka K ImpomeIype 3aIlUThl U 3aIIUTa BEITYCKHON KBATH(HUKAIIMOHHOHN paboTHI

3. PE3YJIbTATBI OBYUYEHUMS IO JUCIHUITIJIMHE, COOTHECEHHBIE C ®OPMUPYEMBIMHA
KOMIIETEHIIUSAMMUA

YK-2: Crioco6eH onpenesiTh KPYr 3aJa4 B paMKax IOCTABJIEHHOI IIeJIH M BHIONPATh ONTHMAJIbHBIE CIIOCOOBI HX pPelIeHHs],
HCXOAS U3 IeHCTBYIOINMX MPABOBBIX HOPM, MMEIOIIMXCSI PECYPCOB M OTPaHMYEeHMI

3HaTh:

YK-2-33 OcHOBHBIE ONpeieNeHus] U IPUHIMITBI KpUIITOrpadun; Hanboiee pacipoCTpaHEHHbIE CUMMETPUYHBIE U ACUMMETPUYHbIE
KpUNTOrpaMIeCKHe alrOpUTMEL,

TpeOoBaHMs K KpUITOTpahHIECKUM X3II-(QYHKINSAM; JITOPUTMBI 3JIEKTPOHHOH III(POBOIL TOANNCH U aTaKi HA HUX; CYIHOCTh U
AITOPUTM peaH3allii IPOTOKOJIA C HYJIEBBIM pasIiIallleHHeM; OCHOBHBIE MOJNIOKEHUS CTeraHorpaduy; IIpUMEHEHHE
U(POBBIX BOASHBIX 3HAKOB JUIS 3aIlUThl HHTEIUICKTYaIbHOI COOCTBEHHOCTH.

VYK-2-32 OcHOBHBIE TUIIBI BPEAOHOCHBIX IPOTPaMM; METOJIbI 3aIUThI OT KOMIIBIOTEPHBIX BUPYCOB U APYTHX BPEIOHOCHBIX
MpOrpaMM; TIPHHITUITEI CETEBOTO SKPaHUPOBAHNS;

TEXHOJIOTHH MOCTPOCHUSI OOMaHHBIX CUCTEM; OCHOBHBIC TEXHUYECKHE KaHAbl yTeueK MH(pOpMaIuu; BUBI 000PYAOBaHUS
JUIS 3aIUTHI OT YTEUEeK [0 TEXHUYECKUM KaHaJlaM.

VK-2-31 OCHOBHBIC IOHATHA M ONpeNeNeHUs. B 001acTH HHGOPMAIIMOHHON 0€30MaCHOCTH; HCTOYHUKHU, PUCKH M (POPMEI aTaK Ha
WHQPOPMAITMOHHBIE CUCTEMBI; YTPO3bI, KOTOPBIM MOBEpraeTcsl HHGOPMAIIUsl; OCHOBHBIC HAITPABJICHUS 3aIUTH HH)OpMAIIHH;
OCHOBHBIE 3aKOHOJIaTeIbHbIe akThl PD B 061acTi nHGOPMAIIMOHHOM 0€30MaCHOCTH; OTBETCTBEHHOCTH 3a MPECTYIUICHUS B chepe
KOMITBIOTEPHO 0€30MaCHOCTH.

YMmerb:

YK-2-Y3 BriOupaTh aaroput Kpuntorpaduueckoi 3aluThl B COOTBETCTBUH C XapaKTepoM 3alluIaeMoi HHpOpMaIHy;

BBITIOJTHATH NEPBEIH UK anroputMa mudposanus [OCT 28147-89 B pexxnme IpocToil 3aMEeHBI; TIPOU3BOANTH TEHEPAITHIO

OTKPBITOTO H 3aKPBITOTO KModa u mudposanue B anroputMax RSA m ELGAMAL;  HaxoAuTh X3mI-00pa3 3aJaHHOTO COOOIICHNS;
MPOBEPATH MOJUIMHHOCTH IEKTPOHHON (P PpOoBOii moanucu no cxeme RSA.

YK-2-¥2 ConoctaBnsaTh pa3IU4Hble BUABI BPEAOHOCHOTO IPOrPaMMHOT0 00ecIedeH s 1 BBIOUPATh aJeKBaTHbIE MEPEI
MpOrpaMMHO-aINapaTHOH peaNn3ayi CPEACTB 3aIIUThI; OTPEACIATh BO3MOKHBIC IPUYUHEL U ITyTH yTeUeK MHOOPMAITIH depe3
CeTEeBbIC KPAHBI; PACCUNUTHIBATH PACCTOSIHUE IO TPAHMIIBI KOHTPOIUPYEMOH 30HEI, TpedyeMoe IS Tepeadr KOH(UICHIINATbHON
uH(pOpMaLUK MO 2TEKTPOMArHUTHOMY KaHaIly; BBIOMPATh CPEACTBA 3aIUTHI HH(YOPMAIIUH, HEOOXOIUMBIE IS IPEAOTBPAIIEeHHs e€
yTedeK MO TEXHUUECKHM KaHaJlaM.

YK-2-V1 BbISBIATS UCTOYHHUKH, PUCKA B (HOPMBI aTak Ha HHPOPMAIUIO; TMPHUMEHATh HA MPAKTUKE MEKIYHAPOIHBIC H
poccuiickue mpodecCHoHANBHBIC CTaHAAPTHI NHPOPMAIIMOHHOW 0€30TTaCHOCTH, COBPEMEHHBIE Mapa UMbl i METOI0JIOTHH,
WHCTPYMEHTAIbHBIE CPEICTBA pealn3aluy HHHOPMAIIMOHHOH 6e30MacHOCTH.

Baagern:

YK-2-B2 Bnazers HaBbIKaMu HIH(POBaHUS HHGOPMALIUH, TeHEPAIIMU OTKPBITHIX U 3aKPBITHIX KITF0UEH, BBIYUCICHUS 3HAUCHUIT
X3II-QyHKIMHA U 3JIEKTPOHHOM HU(POBOH MOMNNCH; HaBBIKAMU NPHMEHECHUS CTEraHOrpadMYecKUX METOAOB M IPOrPaMM B
3aJayax 3aMnTsl HHOPMAIHH.

YK-2-B1 Pa3pabarsiBaTh OTAEIBHBIC 3JIEMEHTHI ITOJUTHKA HH(POPMAIIMOHHOH 0€30IIaCHOCTH MPENPHATHS; BIIaIeTh HABBIKAMI
OIIpeeNeHNs] KPUTEPHEB OIIEHKN 0€30MacHOCTH COOOIIEHNS, TIEPEeAaBaeMOro Mo IEKTPOMarHUTHOMY KaHaIy; METOIUKOH
OpraHHU3alU1 3aIIUThI IIPOBOJIHBIX JIMHUI OT yTeUKn HH(OPMAIINK; HABBIKAMH pabOThI C COBPEMEHHBIMU HH()OPMaMOHHBIMU
CHCTEMaMH ¥ CPe/ICTBaMH 00ecIedeHNsI MX HH(POPMAIIMOHHON 0€30IacHOCTH.

4. CTPYKTYPA U COJAEP)KAHUE

Kon HaumenoBanmue pasnenoB u | Cemecrp | HacoB | @opmupyemsbie | Jlureparypa | Ilpumeyanue KM BeimoJsn
3aHATHSA TeM /BUA 3aHATHSA/ / Kype HHIMKATOPBI H 1. sieMble
KOMIIeTeHIMit pecypcbl padoThI




Paznen 1.
OpranuzanuoHHas u
NMpaBoBasi 3alUTA

uHpopmManumn
1.1 BBenenue B YK-2-31 JI1.4
HHPOPMAITHOHHYIO JI1.5J12.14J13
0e30MacHOCTb. 2J13.3
OpraHu3annoHHas U 93
MpaBOBast 3aIUTa
nHpopmanuu. /JIex/
1.2 [TaponpHas 3ammura YK-2-V1 JI1.4J12.14J13 KM1 P1
nadopmanmn /I1p/ 3
23
1.3 IToaroroBka K 3a1ure VK-2-YV1 VK-2 | JI1.4J12.14J13
MpakTHyeckoi padotsl /Cp/ -B1 3
23
1.4 CamocTosTenbHOe H3yueHHe YK-2-31 JI1.4J12.14J13 KM1
JokrpuHbl HHGOPMAITMOHHOM 3
6e3omacaocty PO u 3akoHa o 2102233
MepCOHANBHBIX JaHHEIX. /Cp/
Pa3gen 2. MatemaTuyeckue
MeTO/IbI 3aIUThI
uHpopManuu
2.1 Bgenenue B YK-2-33 J.3 KM2
kpunrorpaduwuio /JIex/ JI1.7J12.2
J12.4 J12.5
J12.6 J12.7
J12.8 J12.10
J2.11
J12.12J13.3
J3.4
33
2.2 Ucnonp3oBanue YK-2-33 YK-2- J.3 P9
KIIaCCUYECKUX v3 JI1.7J12.2
KPHUIITOITOPUTMOB JI12.4 J12.5
MO/ICTAHOBKH U JI2.6 J12.7
NIEPECTAHOBKH IS 3AIUATHI JI2.8 J12.10
TEKCTOBOM JI2.11
nHpopmanuu /J1ab/ JI2.12J13.3
J3.4
23
2.3 [ToaroroBka K 3aniure VK-2-YV3 VK-2 J1.3
nabopaTtopHoit pabotsr /Cp/ -B2 JI1.7J12.2
J12.4 J12.5
JI2.6 J12.7
J12.8 J12.10
JI2.11
JI2.12J13.3
J3.4
33
2.4 ANTOPUTM CUMMETPUYHOTO YK-2-33 YK-2- J.3 P3
mm¢posanus [OCT 28147 — v3 JI1.7J12.2
89 /MIp/ J12.4J12.5
J12.6 J12.7
J12.8 J12.10
J2.11
J12.12J13.3
J3.4
23
2.5 [ToaroroBka x 3amuTe VK-2-Y3 YK-2 JI1.3
npakTuyeckoit padotsl /Cp/ -B2 JI1.7J12.5
J12.6 J12.7
J12.10J13.3
3.4

33




2.6 CumMeTpHYHbIe YK-2-33 J1.3 KM2
KpUnTorpapuuecKie JI1.7J12.10
anroputMsi /JIex/ JI2.11

JI2.12J13.3
3.4
33

2.7 [ToBbimenue YK-2-V3 3
KPHUIITOCTOHKOCTH MIHA(POB JI1.7712.4
nojctanoBku /I1p/ JI2.5J13.2

JI3.3713.4
33
2.8 ITonroroBka K 3ammuTe VK-2-Y3 VK-2 J1.3 KM10
npakruueckoit pabotst /Cp/ -B2 JI1.7J12.5
J2.6
JI2.7]713.2
JI3.3J13.4
33
2.9 bno4nble cocTaBHBIE MTH(PHI. VK-2-V3 J1.3
Certp Deiicrens /J1ad/ JI1.7J12.2
J2.6
J12.7]713.2
JI3.3713.4
23
2.10 |IloagroroBka K 3amure YK-2-Y3 VK-2 J.3
nabopaTopHoii pabotsr /Cp/ -B2 JI1.7J12.2
2.4
JI2.5J13.2
JI3.3J13.4
33
2.11 | AcummerpuyHas YK-2-33 J1.3
kpunrorpadus /JIex/ JI1.7J12.2
2.4
J12.5J13.2
JI3.3713.4
23
2.12 | T'enepamnus mpoCThIX YHCET, VK-2-¥3 JI1.3
HCIIOJIb3YEMBIX B JI1.7J12.4
ACHUMMETPUYHBIX aJITOPUTMAX JI2.5 J12.6
mmdposanus /J1ad/ J12.7]713.2
JI3.3713.4
33
2.13 | TloaroToBka K 3aliure YK-2-¥3 VK-2 J1.3 KM7
nabopaTopHoit pabotsr /Cp/ -B2 JI1.7J12.2
J12.5
J12.8J13.2
JI3.3713.4
23
2.14 | Kpunrorpaduueckue VK-2-¥3 JI1.3 P4
aJITOPUTMBI C OTKPBITHIM JI1.7J12.11
KirouoM /TIp/ JI2.12J13.2
JI3.3713.4
23
2.15 |IloaroroBka K 3alIuTe VK-2-Y3 VK-2 J1.3 KM12
MpakTHYeckoi pabotsl /Cp/ -B2 JI1.7J12.2
J12.4J12.5
JI2.7J713.2
JI3.3713.4
33
2.16 | CranmapT CHMMETPUYHOTO YK-2-V3 J.3
mudposanust AES JI1.7J12.4
RIJINDAEL /J1a6/ J12.8J13.2
JI3.3713.4

33




2.17 IToaroToBka K 3amure VK-2-Y3 VK-2 J1.3 KM5
nabopaTopHoit pabotsr /Cp/ -B2 JI1.7J12.4
J12.8J13.2
JI3.3713.4
33
2.18 | Kpunrorpaduveckue Xa1i- YK-2-33 J1.3
(yHKIUH. DIIeKTpOHHAS JI1.7J12.10
MOANuCE. /JIex/ JI12.12J13.2
JI3.3713.4
33
2.19 | Beruucaenue xam-QyHKIAH. YK-2-V3 J1.3 P5
DopMHpOBaHKE U IPOBEPKA JI1.7J12.10
OUIT Mlp/ J12.12J13.3
J3.4
33
2.20 |IloaroroBka K 3amure YK-2-¥3 VK-2 J.3 KM13
npakrudeckoit pabotst /Cp/ -B2 JI1.7]12.6
J12.7J13.3
J3.4
23
2.21 | BcTpauBaHue u U3BICUYECHUE VK-2-Y3 VK-2 J11.4 P6
IU(POBBIX BOISHBIX 3HAKOB. -B2 JI1.5J12.14J13
AnroputM JlaHrenaapa. 3J13.4
Anroputm Kytrepa /TIp/ 93
2.22  |TloaroToBka K 3aIiure YK-2-33 VK-2- JI1.4 KM14
npakTryeckoit padotsl /Cp/ B2 JI1.5J12.14J13
37134
23
Pazpea 3.
Kubepoe3onacuoctb
3.1 0O0630p BpeIOHOCHOTO YK-2-32 J1.4
MIPOrPaMMHOTO JI1.5J12.9
obecrieuenust /Jlex/ J12.13
J12.14J13.3
33
32 CamocTosTenbHOe U3yueHHE YK-2-32 1.4
KiTacCu(pUKAIH JI1.5712.14J13
BPEJOHOCHOIO 3
MPOrPaMMHOTO 00ECTICUCHHSI 23
o Metoauke Jlabopatopuu
Kacmepckoro /Cp/
33 Omnpenenenue TANa VYK-2-32 YK-2- | JI1.4JI1.5 KM3 P7
BPEIOHOCHOTO V2 JI11.6J12.9
MIPOrPaMMHOTO O0ECTICYeHH S JI2.13J13.3
110 33JJaHHOMY 93
onucanuto /I1p/
34 IToaroroBka K 3a1ure VK-2-32 VK-2- JI1.4
MpakTHYeckoi padotsl /Cp/ v2 JI1.5J12.9
J12.13
J12.14J13.3
33
3.5 [IporpamMmmMHo-anmapaTHbie YK-2-32 JI1.4J12.9J13.
cpezncTBa oOecreueHus 3
kubepbesonmacHocTH /JIex/ 23
3.6 N3yyenue mexaHn3MOB VYK-2-Bl J1.4
OpraHu3aliy yTeueK uepes3 JI1.5J12.3J13.
ceteBoii akpan /Cp/ 3
23

Pasnea 4. Un:xenepHo-
TeXHUYecKasi 3alUTa
uHpopmManuun




4.1 3ammra nHGOPMAINH OT 4 VK-2-32 JI1.1
YTEUEK 110 TEXHUYECKUM JI1.2J12.1
kaHanam /Jlex/ J12.9J13.1
J3.3
23
4.2 N3yuyenune MeToauKu pacuera 4 YVK-2-V2 J.1 P8
paauyca 6e30nacHON 30HbI JI1.2J12.1
Ipu nepenade nHpopManun J12.9J13.3
TI0 BJIEKTPOMarHUTHOMY 23
kaHany /TIp/
43 [ToaroroBka Kk 3amiure 4 YK-2-32 YK-2- J.1
npakrugeckoit pabots /Cp/ v2 JI1.2J12.1
JI2.9J13.3
23
4.4 Nzyuenue ¢punbtpa "I'panut" 4 YK-2-VY2 JI1.1 P13
JUTST 3aIUTHI CIIA00TOYHBIX JI1.2J12.1
KoMMyHHKanuit /J1ab/ J12.9]13.3
23
4.5 [ToaroroBka Kk 3amiure 4 VK-2-B1 YK-2 J.1
nabopaTtopHoit pabotsr /Cp/ -V2 JI1.2712.1
J12.9713.3
23
5. ®OHJ OHEHOYHBIX MATEPHUAJIOB
5.1. KonTpoJibHble MeponpusaTHA (KOHTPOJIbHAsA padoTa, TecT, KOJJIOKBUYM, 3K3aMeH U T.II), BONPOCHI [JIs1
CaMOCTOSITEJIbHO MOATOTOBKH
Kon KonTponsHoe TIposepsembie
KM P HHJIKATOPBL Bompocs! 11t TOATOTOBKH
KOMITETEHINI
KM1 KonrponsHas VK-2-31;VK-2-V1 1. CymecTBeHHBIME NPU3HAKAMH ITOHATHS «MH(GOPMaIHOHHAS
pabora Ne 1. 6e30MacHOCTbY SBISIOTCS (BBIOEPUTE HECKOIBKO OTBETOB):

OCHOBHBIE TTOHATHS
Y OTIpeICTICHUS
nH(pOPMaLMOHHOH
0e30MacHOCTH

- KOH(HUICHIINATIBHOCTD
- CEKpETHOCTh
- YCTOIYUBOCTb K B3JIOMY
- LEJIOCTHOCTh
- HaIEKHOCTh
- IOCTYIIHOCTh

2. CepeHHs O JIUIAX, IPEIMETAX, (aKTax, COOBITUSIX, SIBICHUAX U
mporieccax He3aBUCUMO OT POPMBI UX MPEICTABICHUS — 3TO (BBIOEPHUTE
OJIVH TIPaBUNIBHBII OTBET):

- IOKYMEHTUPOBaHHAas1 HH(POPMAIHS
- nHpOpManus
- KoH(pHAeHNHaNbHAs HHPOPMAITHS
- TOKYMEHT

3. K uHpOpManMOHHEIM IIpOIIeccaM OTHOCSTCS (BBIOEPHUTE HECKOJIBKO
OTBETOB):
- co3anue HHpOpMaLn
- 3ammTa HHQopMaruH
- cOop nHpOpMAITUI
- 06paboTka uHpopmanuu
- HaKoIUIeHHe nH(opManuu
- TTONCK MH(OPMAITIH

4. CBoiicTBO MH(OpPMAINH, 3HAYEHUE KOTOPOTO YCTAaHABIMBACTCS
BITaJeNbIeM HH(POPMAIMU U OTPAKAET OrpaHHUCHHE JOCTYTA K HEell -
3TO (BBIOEPUTE OANH MIPABIIIBHBIA OTBET):

- KOHQUACHIINATIBHOCTD
- EJIOCTHOCTb

- IOCTYTTHOCTb
- JOCTOBEPHOCTb

5. Ilo KOHEYHOMY NIPOSIBIICHUIO PA3JINYaiOT CIIELYIONINE YTPO3bI
nH(popManun (BEIOSPHTE HECKOIBKO OTBETOB):




- broxupoBanue
- O3HaKOMJICHHE

- CTpyKTypHpOBaHHe
- B3nom

- Momuduxarus
- YHUUYTOXEHUE

6. Moudukanus nHGOpMaNUH HANpaBIeHa Ha U3MEHEHUE TaKUX
CBOICTB Kak (BBIOEPUTE HECKOJIBKO OTBETOB):
- KonpunernmansHOCTh
- JocrynHocTh
- JlocTroBepHOCTH
- Hanéxnoctp
- YcToH4MBOCTD
- lenoctHOCTH

7. YHHYTOXEHIE NHPOPMAITIH HAIIPaBJICHO Ha (BRIOSPHUTE HECKOJIBKO
OTBETOB):
- KondpunenuuansHocts
- JloctynHOCTB
- JloctoBepHOCTH
- HapéxHocTh
- YCTOWYMBOCTD -
- lemoctHOCTH

8. HemmpaBomepHoe oBnajieHNe KOHGHUISHIMATbHON nHPOpMaLuei
BO3MO)XKHO 32 cYET (BBIOEPUTE HECKOJILKO OTBETOB):
- pasTialeHus
- GJIOKpPOBaHUSA
- HECAHKLMOHUPOBAHHOTO JIOCTYyTIa
- YTEUKH

9. OnpenenuTh MOIHOCTh MMPOCTPAHCTBA MAPOJIe, 00eCIEYNBAIOLTYIO
TpeOyeMBblil ypoBEHb HaIeKHOCTH ITaPOJIbHOM 3aIUThI (BEPOSTHOCTD
BCKpHITHSA 10-4) B TeueHne 48 acoB, eCiM IMPOTHBHUK MOXKET
peann3oBaTh CKOPOCTh MHTEPAKTUBHOTO 1000pa mapoieit 5
napoJiei/MuH.

10. PaccunTaTh MUHUMaJIBHBIN CPOK AEHCTBUS MAPOJIsl, IPU KOTOPOM
obecrieunBaeTcs TpeOyeMblil ypOBEHb HAIEKHOCTH MaPOIBHOM 3aIHTHI.
Hcxonnuble naHHbIE:

BepositHocTh BekpbiTHs 107°-5.

MormmHocTs andasura — 10 3HAKOB.

Jnnna naposis — 5 3HaKoB.

CKOpOCTh HHTEPAKTUBHOTO 1oA00pa naposei - 10 naposeir/MUHYTY.




KM2

KonrponbHas
pabota Ne 2.
Kpunrrorpadus

VYK-2-33;YK-2-Y3

1. Kakoil anropuT™ npUMEHSETCs Ul pealu3aluy IPOTOKOIa
UICHTU(HUKALNY C HYJICBBIM pa3riialllcHHEM:

A. anroput™ Tuddu-Xemmana

B. anropurm Onp-I'amans

C. anroput™ Mepkiis

D. anroputm ®eiira-®Ouara-1llamupa

2. Kakoil anroputm He SBISETCS AITOPUTMOM C OTKPBITBIM KIFOYOM:!
A. anmroputm RSA

B. anropurm Dnb-T'amans

C. anroput™m DES

D. anroputm LUC

3. Kakoii anropuT™ He SBISETCS alTOPUTMOM KPUNTOTPadhuiIecKoro
X3LIUPOBAHUS:

A. anroputm MD5

B. anroputm CRC 32

C. anroputm SHA

D. anroputm I'OCT 34.11-94

4. Kakoii alrOpuTM HE PUMEHSETCS IS SJIEKTPOHHOM TUPPOBOit
MOJIITHCH:

A. anroput™ Tuddu-Xemmana

B. anroputm Onb-T'amans

C. anroput™m Mepa- XenaMmaHa

D. anroputm ®eitra-®Ouara-Illamupa

5. Kaxkoif anropuT™ He SBISETCS aITOPUTMOM C CEKPETHBIM KITIOYOM:
A. anroputm DES

B. anroputrm IDEA

C. anroputm DSA

D. anroputm AES

6. Bpraucaute 7°-1 mod 10

7. 115 yKa3aHHOT'O OTKPBITOrO KIto4ya n=>55, e=3 mosb3oBarens RSA
MPOBEPUTH MOIMHHOCTB TTONICAHHOTO coodmeHus: <7,28>. Eciu
MOAIKCH BEpHA, B OTBeTe 3anucarh 1, uHaue — 0.

8. IlycTp o01me mapaMeTpsl Uil HEKOTOPOTO cOOOIIecTBa
I0JIb30BaTeJIeH TIPU UCTIOIB30BaHUH ajroputMa b ['amans p=23 u
g=5, CEKpETHBIN KII0Y X=7. BBIUMCINTD OTKPBITHINA KIIOY Y.

9. 3amans! napameTpsl p = 19 u q = 6 g npotokona Hubdu-
XenaMaHa ¥ 3aKpbIThIe KITIOYH MoJb3oBateneit a = 12 u b = 13. Haiitu
00NN CEKPETHBIH KITIOY.

10. 3ammdpyiite coodmenne m nmmppom Beprama ¢ xmrouom ki m =
1010101010, k=0111001011.
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KonrponbHas
pabota Ne 3.
Bpenonocnoe
IpOrpaMMHOE
obecnieuenue

YK-2-32;VK-2-Y2

1. Br1bepuTe BepHbIE BEICKA3bIBAHIS:

a) BUPYCOM Ha3bIBaeTCs TOJILKO TaKOM KOJ, KOTOPBIN CO3aH
CTEIHATBHO JITS JaTbHEHIIIEro CaMOCTOSATEIBHOTO PacIIpoCTpaHEHHS
6) 3apaxkas (aiin, BUPYC 3aMUCHIBACT CBOM KO TOJNBKO B Hadaso (aina
B) MakpOBHPYC 3aIIHChIBAET CBOM KOJ B INIABHYIO 3arPy304HYIO 3aMKCh
Master Boot Record nucka

T) 3apakKE€HHE ITOYTOBEIM BHPYCOM IIPOUCXOIHUT TOJIBKO B Pe3yIbTaTe
JIeMCTBUI OJIb30BaTENEH

2. Yto Takoe OecTenecHbli BUPYyC?

3. ITo xakoMy KpUTEPHUIO OTpeersieTcs IPHHAICKHOCTh BUPYCOB K
KaTEerOPHH M3BECTHBIX?

4. To mpeyioxKeHHOMY OIMCAHUIO ONPEAETUTE TUI BPEIOHOCHOM
[IPOTrpaMMBbl:

Conepxut tpu Makpoca: AutoOpen, RepToDocs, RepToNormal. ITpu
OTKPBITHHU 3apa’keHHOTO JOKYMEHTA CO37[aeT B KOPHEBOM KaTajore
mucka C: BpeMeHHBIH ¢aiia Tmp.bas, B KOTOPBIH 3amuChIBaeT CBOU KO,
TIOCJIe YeT0 HMIIOPTHPYeT ero B normal.dot, TakiuM 00pa3oM moxydas
BO3MOJKHOCTB JUTS 3apa’KeHHUS IPYTHX OTKPBIBAEMBIX JOKYMEHTOB B MS
Word. ITocrne 3apakeHusl TEKyILIEro JOKyMEHTa YIaJsieT ¢ TUCKa
Tmp.bas. He conepuT HUKaKUX AECTPYKTHBHBIX (YHKIIHH.

5. Ilo npennoxeHHOMY ONUCAHUIO ONIPENEIIUTE THUII BPEAOHOCHON
HPOrPaMMBL:

Pacnipoctpansiercst 4epe3 HHTEPHET B BHC (aiiioB, IPHUKPEIUICHHBIX K
3apaXeHHBIM TcbMaM. SIBisercs nprmioxenneM Windows (PE EXE-
(haif), mmeeT pazmep okono 6K (ymakoBan UPX, pasmep
pacnakoBaHHOTro (aiiia - okono 15K), nanucan Ha Visual Basic.
AKTHBH3UPYETCSl, TOJIBKO €CJIU M10JIb30BATENb CaM 3aIlyCKAeT
3apakeHHBIHN (aiin (pu TBOWHOM IIETYKe Ha BIOKECHUH).

Peansroe .EXE-uMs daiina Bo BIoxeHHH CKpBITO "n0oKHBIM" .JPG-
MMEHEM IIPH HOMOIIHU JTOMOJIHUTENBHBIX Bo3MoxkHOcTel MS Outlook.
Taxum oOpa3om, 3apaxenHoe EXE-BioxeHue B MCbMe BBITIISTAT

kak .JPG-aiis1, omHAKO IIPH OTKPBITHH 3TOTO BIOXKEHHS OHO
oOpabarsiBaercs kak EXE-¢aiin. Bnoxxenus nogo6Horo poaa
ABTOMAaTHYECKH OJIOKHPYIOTCS IO yModaHuio Bepcusimu MS Outlook
97 SP2 u Beimie.3aTeM HHCTAJUTUPYET ce0s B CHCTEMY H 3aIyCKaeT
HpOLEyPHI CBOETO PACIPOCTPAHEHHUSI.

6. ITo npennoxeHHOMY OMMCAHUIO ONPENEIUTE THIT BPEJOHOCHOM
MPOTPaMMBI:

IIporpamma rammcana Ha Visual Basic, ymakoBana PESpin. Pa3mep
(aiina - oxono 270 Kb.Pacnpoctpansercs npu nomouin Windows
Messenger, pacchliasi o KOHTAKT-JIUCTY CCBUIKY Ha 3apa)KCHHBIH (aii.
YcTaHaBNIMBaET B CUCTEMY

Backdoor.Win32.Rbot. MoxeT konupoBath ce0s B (aiiiasl webcam.pif,
hot.pif, rofl.pif u ap. B kopens aucka C:.

7. Ilo mpensno)keHHOMY OITUCAHHIO ONIPEACIUTE THI BPEIOHOCHON
MPOrPaMMBI:

IIporpamma Hancana Ha Visual Basic, Huuem He ynakoBana. CocTOUT
13 JIByX KOMIIOHEHTOB: KITHEHTCKOMU (pa3mep daiina — 24576 Gaiit) u
cepBepHoi (pazmep — 16384 6aiiT). CepBepHas KOMIIOHEHTa CKPHITHO
OTKpBIBaeT MopT 4567 U KAET COeNUHEHUS ¢ KIMeHTOM. KineHTckas
KOMITOHEHTa 0ToOpaxkaeT okHO ¢ Haamuchio «File Nail» 1 mo3Bosnser
MOAKTIOYUTECS K cepBepy Ha 3a1aHHOM [P.

8. Ilo npennokeHHOMY ONUCAHUIO ONIPEEIIUTE THUII BPELOHOCHON
IPOTpaMMBbl:

Brimonnena B Bune apaiisepa sapa NT (kernel mode driver).®aiin
IporpaMMbI IMeeT pasmep 5760 6aiiT n yacto HazpIBaeTcs msdirect.sys.
IIpu 3arpys3ke nepexBaThIBacT CUCTEMHBIE CEPBUCHI ITyTEM 3aMEHbI
obpabortunka B KeServiceDescriptorTable:

» ZwQueryDirectoryFile, muist cokpbITHs HATH4IUS (HaiiyIoB Ha JTUCKE;

* ZwQuerySystemInformation, 1711 COKPBITHS POLIECCOB,;

» ZwOpenFile, s 6moxupoBaHus A0CTyna K CBOMM (aiinam (He
pealin30BaHo);

» ZwQueryValueKey, st COKpbITHS 3aHYEHHI KITtoUel peectpa (He
peann3oBaHo).

ITox Windows XP u Bblliie, BeposiTHEe BCero, OyIeT HHUIIMUPOBATh
cucreMHBIi c60if (BSOD). Hukakux npyrux qedcTBUil He IPOU3BOINT.
9. Ilo npennoXeHHOMY OIHUCAHUIO ONPENEIIUTE TUII BPEJOHOCHOU
IPOTpaMMBbl:




IIpu uHCTANISIMUE KomupyeT cebs B CHcTeMHBIH katanor Windows mox
nmeneM "rundll32.exe" u perucTpupyercs B KIIOUE aBTO3aMMyCKa
CHCTEMHOTO peecTpa:
[HKLM\Software\Microsoft\Windows\CurrentVersion\Run\ControlPan
el]

3amensier B cucteMHoM Karanore Windows ¢aiin "msblank.htm". B
n3MeHEHHOM "msblank.htm" comepxwuTCs cChUTKA Ha CalT
"cploving.awmbhost.net", B pe3yapTaTe uero moyib30BaTeIb BMECTO
nmycToi crpanuiisl B Internet Explorer OymeT kaxxaplii pa3 3aX0InuTh Ha
9TOT CallT.

10. Ilo mpe10K€HHOMY OIIMCAHUIO OLPEAEIUTE TUIl BPEIOHOCHOM
IPOTpaMMBbl:

IIporpamma no3BoJisieT NPOU3BOIUTH CKaHupoBaHue [P-anpecos B
yYKa3aHHOM II0JIb30BaTeIIeM HaIla30He U IPETOCTaBIAET CICAYIONLYI0
uH(pOpPMALUIO 0 KOMIIBIOTEPAX:

* UMl pabodeii TpyIIbI;

* YCTaHOBJICHHYIO OIIEPAIIOHHYIO CHCTEMY H €€ BEPCHIO;

* BpeMsI OTKITHKA,;

* MAC-anpec;

* IOCTYIIHBIE PECYPCHI;

Taroke mporpaMMa uMeeT (HyHKITHIO T0100pa MapoJiei.
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3amura
nabopaTopHOit
pabotsr Ne 1.

VK-2-33;VK-2-V3

Kaxkue Brl 3HaeTe MeTob! KpunTorpaduaeckoi 3ammTs! painos?

B ueM npenMyIecTBa 1 HEAOCTATKU OJHOAI(ABUTHBIX METOJOB?
Ecimm Bam HeoOxo1uMo 3ammgpoBaTh TEKCT, COACPIKAINIl BaXKHYIO
nH(pOpMaIHIo, KaKoi U3 PACCMOTPEHHBIX B paboTe MeTo10B BrI
BeIOepere? OOOCHYHTE CBOI BBIOOD.

IenecooOpa3Ho 1 ITOBTOPHO MPUMEHSATD IS YKe 3aIIi(pOBaHHOTO
Tekcra mudp Lesapsa?

[enecoobpa3HO 1 MOBTOPHO MPUMEHSTH IS yXKe 3aIIN(pPOBAaHHOTO
TEKCTa METOJ MHOT0aJI(paBUTHOTO MK POBaHUA?

KM5

3amura
nabopaTopHOt
paboTsr Ne 2.

YK-2-33;YK-2-B2

CpaBHHUTH OCHOBHBIC XapakTepucTHKH anroputMoB Rijndael u TOCT
28147—R89.

CpaBHHUTH OCHOBHBIE XapaKTepUCTHKH anropuT™oB Rijndael n DES.
Omnmucats cTpykrypy cetu DeicTens.

ITpuBectr 06001EHHBIE CXEMBI ITHU(POBAHUS JAHHBIX C MOMOIIBIO
anroput™Ma Rijndael u TOCT 28147—=89. JlaTh X cpaBHUTEIHHBIH
aHanms.

CpaBHUTB OJIMH payH/I IU(PPOBAHUS JAaHHBIX C TOMOIIBIO AJITOPUTMA
Rijndael u 'OCT 28147—89.

CpaBHHUTH SKBHBAICHTHOCTB IPSIMOTO M 00paTHOTO IpeoOpa3oBaHu B
anroput™ax Rijndael u TOCT 28147—R89.

CpaBHUTH BBIPAOOTKY KIr0UeBON HH(DOpMaIu B anroputmax Rijndael
u I'OCT 28147—89.

Cpasauts anropumsl Rijndael u TOCT 28147—89 mo nokasaremnsim
nuddysum.

Cpasuuts anropumsl Rijndael u TOCT 28147—89 mo mokasarensam
CTOMKOCTH.

Cpasuuts anropumsl Rijndael u TOCT 28147—89 mo nokasaremsim
HPOU3BOIUTENIBHOCTU U YI00CTBY peain3arliyy.

KMé6

3amura
nabopaTopHOi
pabotsr Ne 3.

VK-2-33;VK-2-V3

IMosicanTe puHIMI paboTh cetn DeticTens.

B kaxux cOBpeMEHHBIX CHMMETPUYHBIX CHCTEMax IIH(ppoBaHUSL
ucnoinb3yercs cetb Deiicrens?

B dem omimune cOanancupoBaHHOI cetn DelicTens ot
HecOanancupoBaHHOH cetn Deiictensn? B kakux O109YHBIX
KPUINITOCHCTEMAaX HCIONb3yeTcs cOalaHCUPOBaHHAsS CETh?

B Kakux cOBpeMEHHBIX CHMMETPHUYHBIX CHCTEMaX IIH(POBaHUS HE
ucrions3yercs cetb Peiicrensa? Kakne Mexann3msl mudpoBaHust
UCTIONB3YIOTCA B 9TUX KPUNTOIpapUIECKUX CHCTEMax?

Kaxkoii 1HBI HCHONIB3YIOTCS OJI0KU [UTs IN(POBAHUS U LIMKIOBBIC
Kitoun B 0souHbIX kpunrocucremax DES, FIAL, Blowfish,TOCT-
28147—89?

KaxoBa Haie)XHOCTh aJITOPUTMOB, HCTob3yonmX ceTh Deiicrena? Ot
YEro OHa 3aBUCHUT?
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3ammra
nabopaTopHOi
paboTsr Ne 4.

YK-2-33;YK-2-B2

Uro takoe Tect Pepma Ha IPOCTOTY U HA KAKUX MATEMATUYECKHX
(baxrax oH OCHOBaH?

UYro Takoe pemero DpaTtocdena?

Ilouemy B KauecTBe IIEPBOrO OCHOBAHUS B TecTax TUMa Tecta Pepma
JUIS IPOBEPKU Ha MPOCTOTY OYEHB OOJBIINX YHCEN LeNeco00pazHo
UCIIOJb30BaTh Y0 27

KakoBa BeposTHOCTh P(X) TOTO, 9TO Hayras B3ATOE HEUYETHOE OUYCHB
60uIBIIIOE YUCTIO, HE MPEBOCXOISIIEe X, OKAYKETCS IPOCTHIM?
Berauciuts: 1711 (mod 13), 129 (mod 7).

ChopmymupyiiTe cyTh TeCTa Ha POCTOTY C UCIIOJIE30BAHUEM MPOOHBIX
TIETICHUMN.

UYro takoe yucna Kapmaiixna?

KMS8

3amura
nabopaTopHOH
paboter Ne 5.

YK-2-32;VK-2-V1

Kakue ycTpoiicTBa MOTYT OBITh HCIONB30BaHbI B KAUECTBE
MHIYKIMOHHOTO MUKpo(oHa? [IprBeanTe IprMepHI.

Uro takoe AKYH?

Knaccudukanust METo10B HCIONB30BAaHHS HIIEKTPUUECKOM IMHUY B
Ka4decTBE KaHalla yTeuKd HH(OpMAIINH.

ITosicHuTe METO BBICOKOYACTOTHOI'O HaBSI3bIBAHMUSL.

Ioscuure MeTon cHH(A3HOTO MACKUPYIOIIEr0 HU3KOYAaCTOTHOTO
CHUTHamA.

ITosicHuTe MeTO BBICOKOYACTOTHOM MacKUPYIOIIEH TIOMEXH.
IlosicuuTe MeTOA yIBTPa3ByKOBOM MAaCKUPYIOLIEH IOMEXU.
[TosicHUTE MeTO/ MOBBIIIEHNS HAPSKEHHUS.

[TosicHuTe MeTo OOHYJICHUS.

ITosicHuTE KOMIIEHCALIMOHHBIH METON.

IlosicHuTEe METOA BBIKUTaHUS.

UYro Takoe CKpeMOINpPOBaHKE CUTHATIA U KAK OHO TIPHUMEHSeTCs IpH
3alIXTE TPOBOIHBIX KOMMYHHKAIIUH?

[Noscuute ncTionp30BaHNe (HIIIBTPOB JUIS 3AIIUTHI IPOBOTHBIX
KOMMYHUKaIUH.

KM9

3amura
MIPaKTUYECKON
paboter Ne 1

YK-2-31;VK-2-V1

Kaxue npaBuia napoabHoO# 3amuTsl Bam n3BectHb1?

Kaxum 06pa3oM MOXHO 3aJaTh CIIOXKHBIH AT T0100pa, HO JIETKO
3alIOMHMHAIOMIMICS apoib?

Ot kaxkux (pakTOpOB 3aBUCUT MIUHUMANbHAS IJIHHA Mapos?

Kakux maposeii cienyer uszderatsb?

Yro Hy)XHO cIleNaTh MPH KOMIIPOMEHTAITIH TTapoJis?

M3BecTHO, 4TO BEPOATHOCTH MO00pa MapoIs B TSUCHUE €ro CPOKa
neiictBus paHa P=10"-6. CkopocTh HHTEPAaKTMBHOTO No00pa maposei
V = 10 maposneii/muH. Bpems neficTBUs maposist olHa HEAEs.
Heo6xoanmMo HaliTH MUHIMAITBHYIO JUTHHY TTApOJIs, KOTopasi o0eciequT
€ro CTOMKOCTH B TEUCHUE OJHOI HeJieH HeMPEPhIBHBIX IOMBITOK
1o/100paTh MapoJib.

OmnpenenuTs MOITHOCTE ITPOCTPAHCTBA MapoJIei, 00eCIeINBAIONIYI0
TpeOyeMblil ypOBEHb HAJEKHOCTH MapOIbHOM 3aIUTH (BEPOSATHOCTh
BCkpeITUs 10"-4) B Teuenun 48 yacos, €M MPOTUBHUK MOKET
pea30BaTh CKOPOCTh HHTEPAKTUBHOTO O100pa Iapoei 5
mapoJeil/MuH.

PaccunraTh MUHMMABHBIA CPOK AEHCTBHS AP0, [P KOTOPOM
obecnieunBaeTcsi TpeOyeMblil ypOBEHb HAJEKHOCTH MapOIbHOM 3aIHUTHI.
BepositHOCTE BekphITHs 107-5, MotHOCTS andaButa — 10 3HAKOB,
JUTHHA TTapoiis — 5 3HakoB. CKOPOCTh HHTEPAKTUBHOTO HOxO0Opa
naposeii - 10 maposeit/MUHyTY.

HaiiTn MUHUMaJIBHYIO JUIMHY NapoJs, Juls aindaBHTa MOLIHOCTEIO 26
3HAKOB, KOTOpPasi 00ECIICUNT eT0 CTOMKOCTh B TEUCHNE OJJHOTO JTHS
HEIIPEPBIBHBIX HOMBITOK NOA00paTh mapons. [Ipu ycioBuu, 4to
CKOPOCTb HHTEPAKTUBHOT'O Mobopa naposet 10 naposnei/MuH, 1
BEPOSATHOCTH ITOI00pa MapoJIs B TEUSHUE ero Cpoka IeHcTBUs paBHa 107
-4.
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3ammra
MPaKTUYECKON
pabothr Ne 2

VYK-2-33;YK-2-Y3

Kakue moaxo1s1 IPUMEHSIOTCS B KPUNTOrpad Uy AL HOBBIIICHUS
KPHIITOCTOMKOCTH IIH(PPOB MOJCTAHOBKU?

IMosicanTe MeToauKy mudpoBaHns HHPOPMAINH ¢ TIOMOIIBIO mHdpa
IInefidepa.

IosicuuTe MeToauky aemmdpoBaHust ”HGOPMALIUHU ¢ TOMOILIBIO MH(pa
[Tnefidepa.

Uro sBnsiercst koo B mmdpe [lneitdepa?

K xaxomy Tummy mudpos otHocutcs mudp Ilneiidepa? B uem
3aKITI0YaI0TCs IPEMMYIIECTBA U HEJOCTATKU 3TOW rpyHIbl IH(poB?
IMosicanTe MeToauKy mudpoBaHnsI HHPOPMAIHH ¢ TIOMOIIBIO0 MHdpa
Xusna.

IosicuuTe MeToauky aemmdpoBaHust ”HGOPMALIUHU ¢ TOMOILIBIO MH(pa
Xunna.

Uro sBIsIeTCS KITF0YOM B mrdpe Xusuia?

K xaxomy tumy mudpos otHocuTcs mudp Xwmwna? B uem
3aKITI0YaI0TCs IPEHMMYIIECTBA M HEJOCTATKU 3TOW IrpyHIbl IH(poB?
IMosicanTe MeToauKy mHdpoBaHns HHPOPMAINH ¢ TIOMOIIBI0 mHdpa
Buxenepa.

IosicuuTe MeToauky AemmdpoBaHust ”HGOPMALIUHU ¢ TOMOILIBIO MH(pa
Buxenepa.

Uro siBnsieTcst K1r0o4oM B g pe Brkenepa?

K xaxomy Tumy mudpos otHocuTcs mudp Buxenepa? B uem
3aKITI0YaI0TCs IPEHMMYIIECTBA U HEJOCTATKU 3TOW rpyMIbl H(poB?

KM11

3ammra
MIPaKTUYECKON
pabotsr Ne 3

VK-2-33;VK-2-V3

K kakoMy Ki1accy KpunTorpaguueckux alropuTMOB OTHOCHTCS
anroput™ mudposanns [OCT 28147 — 89 ?

Kaxkue pexxumser pabotsr anropurMa mmdposanust TOCT 28147 — 89 Ber
3Haere ? KakoBo ux HazHaueHue ?

Kaxum 00pa3oM paboTaet 010K ITOJICTAHOBKA B alITOPUTME
mmdposanus [OCT 28147 — 89 ?

Kaxue pazmeps! 610Ka 1 KITI09Ya UCTIONB3YET ANTOPUTM UG POBAHUS
I'OCT 28147 -89 ?

Yro Takoe IMHUTOBCTaBKa?

Kaxkoit anroput™ npumen Ha cMeHy anroputMmy mudposaaus TOCT
28147-89 7

Yro Takoe raMMHpOBaHHE U KAKUM 00pa3oM OHO HCITOJIB3YETCs B
anroput™e mmposanust [OCT 28147 — 89 ?

Kakum o6pasom B anropurme mudposanus [OCT 28147 — 89
JIOCTUTaeTcs! MOBBIMIEHHE KPUITOCTOHKOCTH ?

KM12

3amura
MIPaKTUYECKON
paboTs Ne 4

VK-2-33;VK-2-V3

Kaxue xpunrorpaduueckue alropuTMbl ¢ OTKPBITHIM KIF0YOM Bam
U3BECTHBI?

B uém 3axmogaercs cyTh MU(PPOBAHUS C OTKPBITHIM KIFOUOM?

Ha kaxux Tunax oJHOCTOPOHHMX IpeoOpa30BaHUI OCHOBAHEI
ITOPUTMBI C OTKPBITHIM KITIOYOM?

INoscaure, KakuM 00pa3oM MPOU3BOIUTCS TeHEpanus KIoYei B
anroputMe RSA.

[MosicHuTe, KakuM 00pa3oM NMPOU3BOANTCS MHU(pPOBaHNE HHPOPMALIUH B
anroput™e mmpposaHus RSA.

INoscHute, KakiM 00pa30M MIPOU3BOIUTCS JeUH(DPOBAHUE
nHpOpPMAIUH B anroputMme mirdpobanus RSA.

IMosicanTe, KakUM 00pa30M MPONU3BOJUTCS I'eHEepanis KIT0YeH B
aITopuUTMe MHU(POBAHIS Ha OCHOBE 334a49X 00 yKIaaKe PaHIIA.
IosicuuTe, KakuM 00pa3zoM NPOU3BOAMTCS MUPpPOBaHUE HHPOPMALIUU B
aJITOpUTME MN(POBAHHS HA OCHOBE 3aJ]auu 00 YKIa/Ke paHIa.
TosicanTe, KakuM 00pa30M MPOU3BOAMUTCS EMU(POBAHHE
uH(pOpMaLUK B aITOPUTME IIH(POBaHUSI HA OCHOBE 33aJa4ul 00 yKIaaKe
paHIa.

IMosicanTe, KakUM 00pa30M MPON3BOJUTCS IeHEepanys K04 B
anroput™e mmpposaHus - amans.

IosicuuTe, KakuM 00pa3zoM MPOU3BOAMTCS MHUPpOBaHUE HHPOPMALIUU B
anroput™e mmdposanus Dib-I amarns.

[MosicanTe, KakuM 00pa3oM MPOU3BOIUTCS ACMN(ppOBaHIE
uH(popManuy B anroputMe mudposanus Jiab-I'amans.
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3ammra
MPaKTUYECKON
paboter Ne 5

VYK-2-33;YK-2-
V3;YK-2-B2

UYro Takoe X3mI-GyHKIHS?

Kaxue TpeboBaHus NPeIbsABISAIOTCS K KpUITOrpaguueckuM Xa1i-
byHKITUAM?

UYro Takoe KOITH3HH?

OT yero 3aBUCHUT KpUNITOTpaguyeckasi CTOMKOCTb XAII-PYHKIUNA?
Kakue anroputmsl xamuposanus Bam nssecTHbl?

Yro Takoe mudposas nmoamucs? Kakumu cBoiicTBAMH OHA TOJDKHA
obnanats?

Kaxue anroputmsl IOCTaHOBKH ¥ NPOBEPKH U (pOBO moamcy Ber
3HaeTe?

INoscuute, KakM 006pa30M MPOU3BOJUTCS TeHEpanus KI0Yei B
anroputMe nuppoBoi moamnucu RSA.

[NosicHuTe, KakUM 00pa30M IPOU3BOANTCS ITOCTAHOBKA MOAMNCH B
anroput™Me nuppoBoit moamuck RSA.

[NoscHute, KakuM 00pa30M MPOU3BOIUTCS NIPOBEPKA MOIIHCH B
anroput™Me nuppoBoii moanuck RSA.

[MosicanTe, KakuM 00pa30M MPONU3BOJUTCS ITeHEpanus KIoYei B
anropuT™Me IUQpoBoi moanucH Diab-I'amans.

IoscHute, KakuM 06pa3oM MPOU3BOIUTCS MOCTAHOBKA MOMKCH B
anroput™e 1 poBoi noanucu Jnb-I'amans.

[osicauTe, KakiM 00pa30M ITPOU3BOIUTCS IPOBEPKA ITOIIHCH B
anropuT™e nudpoBoit moanucu Diab-I'amans.

[MosicHuTe, KakuM 00pa3oM MPONU3BOAUTCS FEHEpaLus KIoUueH B
anroput™Me nuppoBoii moamucu DSA.

INoscaute, KakuM 06pa30M IIPOU3BOIUTCS ITOCTAHOBKA ITOIIHCH B
anroputMe nugposoit noamnucu DSA.

[NosicHuTe, KakuM 00pa30M NMPOU3BOANTCS IIPOBEPKA MOIICH B
anroput™Me nugpoBoii moamucu DSA.

KM14

3amura
MIPaKTUYECKON
pabotsr Ne 6

VK-2-33;VK-2-B2

UYro Takoe cTeraHorpadus 1 4eM OHA OTIMYAeTCsS OT Kpunrorpapuu?
Uro Takoe crerocuctema? Kakue TpeGoBaHMS MPEIbABISIOTCS K
cTerocucreMam?

Kaxkwe MeToIpI 3aIiTH aBTOPCKUX NPaB Ha II(POBOI KOHTEHT Bl
3Haere?

Yro Takoe nudpoBbie BOASHBIC 3HAKH U AT Y0 OHU MCTIOIb3YIOTCS?
Kaxkwe anropuT™bl BcTpanBaHus OH(POBHIX BOJSIHBIX 3HAKOB Bam
U3BECTHBI?

B yem coctout cyth Metona LSB ? KakoBsl ero 10CTOMHCTBA U
HeocTaTKu?

Yro Takoe pobacTocTs NHU(POBOTO BOASHOTO 3HAKA?

Kakim 06pa3om mpon3BoAUTCS BCTpAaUBaHHE OXHOTO OMTa U(POBOTO
BOJSIHOTO 3HaKa B anroputMme Jlanremaapa?

Kaxum 06pa3om mpon3BOIUTCS W3BJICYCHHE OHOTO OMTa MU(PPOBOTO
BOJISIHOTO 3HaKa B anropurme Jlanrenaapa?

Kaxum 06pa3zom npou3BOAUTCS BCTpauBaHUE OJHOTO OuTa HU(pPOBOTO
BOJISIHOTO 3HaKa B anroputme Kyrrepa?

Kaxum 06pa3om mpon3BOIUTCS H3BICYECHHE OHOTO OMTa HUPPOBOTO
BOJISTHOTO 3HaKa B anroputme Kyrrepa?

ITouemy B anroputme KyTrepa npousBoauTcs BcTpauBaHHe B KaHA
CHUHEro 11BeTa?




KM15

3ammra
MPaKTUYECKON
paboter Ne 7

VYK-2-32;VK-2-
V2;VK-2-Bl

IosicauTe cocTaB epeBa AETEKTUPYEMBIX 00beKTOB. KakuMu
COBPEMEHHBIMH BPEIOHOCHBIMHU ITporpaMMamMu Bbl Ol ero jononHumm?
UeM BUPYCHI U YEPBU OTJIMYAIOTCS OT IPYTUX BPEJOHOCHBIX ITporpamMm?
Kaxkwue pasHoBugHOCTH BUpyCcOB BBI 3HaeTE?

UYro Takoe TpostHCKHE mporpaMmMbl? 1o kakoMy MpU3HAKY UX MOXKHO
OTJIMYUTH OT JAPYTUX BPEJOHOCHBIX Mporpamm?

UTo Takoe SKCIJIOUTHI U JJIS 4Eero OHU UCTIONb3YIOTCS
370yMBIIIICHHUKAMU?

IToyeMy pyTKUT OTHOCUTCS K BPEJOHOCHOMY IIPOrPaMMHOMY
obecniedeHII0?

Kaxum nyTeM Ha KOMIIBIOTED [10JIb30BATEILS IONANAI0T IPOrPaMMBbl
tuna Adware? YTto 3T0 3a IPOrpamMMbl ¥ 4YeM OHH JETEKTUPYIOTCS?
Kak pa3nu4aroTcst JeTeKTupyeMble OOBEKThI IO THITY COBEpIIAEMbIX
MU JAEUCTBUI?

Ilepeuncnure OCHOBHBIE TUIIBI YEPBEl U OXAPAKTEPU3YHUTE UX
0COOEHHOCTU MX OCOOCHHOCTH.

Kakue MeTozbl HCIIONB3YIOT YEPBU ISl IOUCKA a[JPECOB JIEKTPOHHOM
MOYTHI?

UeM BHUpYCHI OTIAMYAIOTCA OT yepBei? [IpuBenure npumepsl.

Kaxkue tunsl TposHckux nporpamMm Bel 3Haere? HasoBure nx
0COOEHHOCTH.

Oxapaxkrepu3yiiTe IOTEHIHAIBHO HeXKeTaTeIbHbIE IIPOTPAMMBI.
ITpuBeauTe mpUMepsI.

Jl11 4ero NpuMeHsI0TCsI IpaBUIIa IOIJIOLIEHUS TUIIOB JETEKTUPYEMBIX
00bekToB? B uem 3awmrodaroTcst 3Tu npasmia?

KM16

3ammra
MPaKTUYECKOU
pabothr Ne 8

VYK-2-32;YK-2-
V2;VK-2-Bl

IIpu xakuX ycIOBHAX BO3MOXKHA yTeuKa HH(POPMAIUHU 110
SJIEKTPOMarHUTHOMY KaHaly?

Kakue nomexu Ha3blBarOTCA aaIuTUBHEIMU? [IpuBenTE NPUMEDHI.
UTo CIyKHT KOJHMIECTBEHHOH Mepoil aTMOC(EpHBIX ITOMEX IIPH OIICHKE
9JIEKTPOMAarHUTHOTO KaHalla YTeUKH HHPOpMaLuu?

ITpu KakuX ycnoBHsAX HEBO3MOKHO TIOHUMAaHHE CMBICHIA
MePEXBaYEHHOTO COOOMICHHUS U CKPBITHE TIPH3HAKA HATTHIHS
coobmeHuns?

HazoBute usBectHsle Bam cnoco0bl 3aiuTsl HHPOPMALUHT OT YTEUKU
I10 3JIEKTPOMAarHUTHOMY KaHally.

Kaxas mupuHa nosocsl IpoIyCKaHUs pa3BeAbIBATEILHOIO IIPUEMHUKA
0OBIYHO HCIIONB3YETCs MPH pacyeTax”?

Yro sBIIsieTcs KpuTepreM 0e30macHoi nepenaun MHPOpMaLHH 110
JIEKTPOMarHUTHOMY KaHaiy?

OT KaKuX MapaMeTpoB 3aBHCUT U KaKUM 00pa30M BBIYUCIISETCS
HAIpPsHKEHHOCTD MOJIS aTMOC(EPHBIX IIyMOB?

W3 gero coCTONT KaHA yTEUKH HH(OPMAIIHH TI0 HJIEKTPOMAarHUTHOMY
KaHay?

Kax 3aBucur pannyc 3aliuTHOM 30HBI OT XapakTepa nepeaaBaeMoit
nHpopManuu?

Kaxk 3aBucHT paauyc 3aIIUTHON 30HBI OT penbedha MECTHOCTH 1
TUIOTHOCTHU 3aCTPOUKH?

Kak 3aBucHT paguyc 3aliUTHOH 30HBI OT TONILIUHBI U MaTepuaia CTeH
31aHus?

Kax 3aBucur pannyc 3amuTHON 30HBI OT TEMIEPATyPhl OKPYKAIOIIETr0
BO3yXa?

5.2. Ilepeyenn padoT, BbINOJIHSIE

MBbIX 110 JUCIHUIIJINHE (

KypcoBasi padora, Kypcosoii npoekr, PI'P, Pedepat, JIP, IIP u 1.11.)

Kon
paboTsI

HasBanue
padoThI

[IpoBepsiembie
WHIUKATOPBI
KOMIIETEHIU I

Coneprxanue paboTHI

Pl

[Ipakruueckas
pabota Ne 1. Pacuer
napameTpoB
MapoJIbHOU
ayTeHTH(UKAIIH

VK-2-31;VK-2-V3

W3yunTh npasuia napoiabHoi 3amuthl. [IpoBectu pacuer u aHanus
OCHOBHBIX ITapaMeTPOB MapOITBbHON ayTeHTU(DHUKAIINH.

P2

IIpaxrnueckas
pabota Ne 2.
[ToBbiIEHME
KPUITOCTOHKOCTH
mm¢poB
HOJICTAaHOBKU

VK-2-33;VK-2-V3

N3yuenne mmdpa [Ineiidepa n mEOr0anpasuTHOrO mMdpa BrxeHepa.




P3 IIpakruueckas VYK-2-33;YK-2-Y3 HccnenoBanue paboThI arOPUTMA CUMMETPHYHOTO MU(PPOBaHUS
pabota Ne 3. I'OCT 28147 — 89 B pexume MpoCTOi 3aMEHBI.
AnroputM
CUMMETPUIHOTO
mmdposanust [OCT
28147 -89

P4 [Ipakruueckas YK-2-33;YK-2-B2 N3zyuenne paboThl anropuT™MoB mudpoanus RSA, Meprist-Xemimana
pabora Ne 4. u Onp Famans
Kpunrorpadpuuecku
€ aJITOPUTMBI C
OTKPBITHIM KITFOUOM

P5 IIpaxrnueckas VK-2-33;VK-2- M3ydenne aropuTMoB X3IMIUPOBaHUS, IIOCTAHOBKU U IPOBEPKU
pabota Ne 5. V3;YK-2-B2 9JIEKTPOHHOM nofanucy mo cxemaM RSA, Onb ['amans u DSA/
Brruucnenue xaui-

GYHKITHIA.
DopMUpOBaHHE U
MIpoBepKa
3JIEKTPOHHOU
TTOJTITHICH.

P6 [Ipakruyeckas VK-2-33;VK-2-B2 Wzyuenue creranorpadudeckix anroputmoB Jlanrenaapa u Kyrrepa
pabota Ne 6. JUIS BCTpauBaHUS HU(POBBIX BOASHBIX 3HAKOB B MYJIbTUMEIUIHBII
Creranorpadus KOHTEHT.

P7 [Ipakruueckas YK-2-32;VK-2-Y2 Nzyuenne wiaccuuKayuy BpEeIOHOCHBIX MPOTPpaMM, IPHHATON B
pabota Ne 7. Jlaboparopuu Kacmepckoro.

Knaccugukanus
BPEIOHOCHOTO
MIPOTPaMMHOTO
obecrieueHust

P8 [Ipakruueckas YK-2-32;VK-2- O3zHakoMIIeHHE C TPEOOBAHHUSIMU CTaHAAPTOB JIEKTPOMArHUTHON
pabora Ne 8. Y2;VK-2-B1 coBmectumoctu (AMC) Poccun, ctpan Esponsl u CIIA. Mzyuenue
Mertonnka OCHOBHBIX TTAPaMETPOB JIEKTPOMArHUTHOTO KaHAJIa YTEUKH COOOICHUI
oTIpeeNeHHs Y METOJUKY ONPe/IeICHNs] KPUTEPUEB OIIEHKH O€30MacHOCTH
KPUTEPUEB OLIEHKH CO0O0LIeHUS, IIePeAaBaeMOro 1o d1eKTpoMarauTHoMy kanainy(OMK).
Oe3omacHOCTH HccnenoBanue ¢ HOMOLIbIO MPEIOKEHHON METOAMKY BIUSHUS
co00MIeHNS, Pa3IMYHBIX BUJIOB OTPAXKIAIONINX KOHCTPYKIUH H YPOBHS
nepeIaBaeMoro 1no KOH(UACHIINATHLHOCTH TIepeaBaeMbIX COOOIIEHUH Ha MapaMeTphl
3JIEKTPOMArHUTHOMY KOHTPOJIUPYEMOM 30HBI.

KaHaAITy

P9 JlaboparopHas YK-2-Y3;VYK-2-33 N3zyuenne mpocTedimx crnocoOoB mMuQpOoBaHUS TEKCTOBOM
pabora Ne 1. nH(pOpPMALIUH U METO0B MX KPUITOAHAIN3A.
Ucnone3oBanue
KITAaCCHIECKUX
aNrOPUTMOB
MOJICTAHOBKHU H
MIepeCcTaHOBKYU IS
3aUTHI TEKCTOBOM
nH(pOopManuH

P10 JlaGoparopHas VK-2-Y3;VK-2-33 Wzyuenue crangapta cummerpuanoro mudposanus AES RIINDAEL

pabota Ne 2.
Crangapr
CUMMETPUIHOTO
mmdposanust AES

RIJNDAEL

P11 JlaboparopHas YK-2-33;YVK-2-B2 N3zyuenne 0ocoOOCHHOCTEH MOCTPOCHUS OJOYHBIX KPUITOTpahUIecKix
pabora Ne 3. aJITOPUTMOB U CBOMCTB apxuTeKTypsl DelcTemnst
Nzyudenne 6109HBIX
COCTaBHBIX IIU(POB.

Cerp Oeiicrens

P12 JlaboparopHas VK-2-33;VK-2-B2 M3yuenne kputepreB ONpeAeTICHHs MPOCTHIX YHCET U UX IPUMEHEHUS

pabota Ne 4. B Kpunrorpaduu.

I'eneparust mpocThIX
qHCE,
HCTIONB3YEMBIX B
ACHMMETPUYHBIX
JITOpUTMaxX
mr(ppoBaHUS
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JlabopaTopHast
pabota Ne 5.
Uccnenosanue

JIMHUMN

¢bunpTpa ['panut aus
3aIUTHI TPOBOIHBIX

VYK-2-32;VK-2-
V2;VK-2-Bl

OKcIIepUMEHTaNBHOE ONIpeAeIeHHEe XapaKTepUCTHK YCTPOICTBA
3aIIUTHI IPOBOJIHBIX JIMHUI OT annaparypbl BBICOKOYaCTOTHOTO
HaBS3bIBaHMUS.

5.3. OueHouHble MaTepuaIbl, HCIOJIb3yeMble IS IK3aMeHa (onucanue OWJIeTOB, TECTOB M T.II.)

DK3aMEHAIHOHHBII OHIIET COCTOUT U3 JABYX TCOPCTUICCKHUX BOIIPOCOB U OIHOM 3a7a4n. 3a1a9u B OueTax sBJSIOTCS THUIIOBBIMH,
HOI[O6HI:-IC 3ag1a4u 06yt1a101111/1ecs1 pemaroT B X04€ BBIITOJTHCHUA MMPAKTHYICCKUX YU KOHTPOJIBbHBIX pa60T 110 TaHHO# AUCLHILINHE.

Buners! xpansarcs Ha kadenpe. O6paser SK3aMeHAIHOHHOTO OmeTa puBesieH B pasnene [TpunoxeHus.

IMpumep 3amaHuil SK3aMEHAIIHOHHOTO OMIIeTa:

1. TIpuHIMITBI TOCTPOCHUS CUCTEM AHTUBUPYCHOM 3allUThI.
2. Onpenenenue kpunrorpaduu. [Ipunnunsr Kepkxodcea.
3. ITycts monp30BaTens A X04eT ImepeaaTh nonb3oBartelio B coodmenne m=10, 3ammdppoBaHHOE ¢ TOMOIIEI0 anroputMa RSA.
INons3oBarens B umeer cnexyromue napamerpst: P=7, Q=17, d=53. Brraucnure 3nauerne C 3ammugppoBaHHOTO COOOMIEHS.

5.4. MeToauka OueHKH OCBOEHUS AUCHHUILIMHBI (Moayis, npakTuku. HUP)

3K3&M€H8.L[I/IOHH3.$[ OILICHKaA:

OreHka "0TINYHO" BBICTABIIACTCS CTYCHTY, PEIIMBIIEMY 3a7ady M IIOJIHOCTHIO OTBETHBIIEMY Ha JIBa TCOPETUIECKUX BOIPOCa
9K3aMEHAIMOHHOT 0 Oniera, 0OHapyKUBIIEMY BCECTOPOHHEE, CUCTEMATHIECKOe U ITy0oKoe 3HaHUEe Y4eOHOTro MaTepuaa,
IPEIyCMOTPEHHOTO IPOTrPaMMOif; YCBOMBIIEMY OCHOBHYIO M 3HAKOMOMY C JIOIOJIHUTENBHOM JINTEPaTypoH 10 IPOrpamMMe;
YMeEIOIeMy TBOPUYECKH M OCO3HAHHO BBITIOJHATH 3aaHUs, TIPEIyCMOTPEHHBIE IPOrPaMMOH; YCBOMBIIEMY B3aHMOCBSI3b OCHOBHBIX
HOHATHH U YMEIOLIEMY IIPUMEHATh UX K aHAIU3Y M PELICHUIO MPaKTHYECKUX 331a4; Oe3ylpedHo BHIOJIHMUBILIEMY B IpoLiecce
U3Y4CHUs AUCIUIUINHEI BCE 3aaHMs, IPEIyCMOTPEHHbIE (POPMaMy TEKYIETro KOHTPOJLS;

OrneHku "Xopomo" 3acayKUBaeT CTYJCHT, PEIIUBIIUH 3324y, OTBETUBIINI TIOJTHOCTHIO Ha OJIMH BOIPOC YK3aMEHAIIMOHHOTO OmiieTa
Y HE OTBETHUBIIMN MM OTBETUBILMI YaCTUYHO HA JAPYTOH BONPOC, IPU STOM OOHAPYKHUBILIHH MOJIHOE 3HaHUE yueOHOro MaTepuania,
MPeyCMOTPEHHOTO IPOTPaMMOIf; YCIIEITHO BRIIOJTHUBIINN BCE 3aJaHUS, IPEIyCMOTPEHHBIE (hOPMaMHU TEKYIIEro KOHTPOJIS;

OreHka "yOBIETBOPUTENBHO" BBICTABISAECTCS CTYACHTY, OTBETHBIIEMY Ha J1BAa TEOPETUYECKUX BOIPOCA IK3aMEHAI[OHHOTO OUIIeTa,
HO HE PEIIMBILIETO 33/1a4y, WM PELIMBIIETo 3a/1auy, HO HE OTBETHBILECTO Ha JIBA TEOPETHYECKUX BOIPOCA, MM JIOMYCTHUBLIEMY
TIOTPEIITHOCTH B OTBETE Ha SK3aMEHE WITH TP BBITOJHEHIH 3K3aMEHAIMOHHBIX 3aJaHNi 1 00Ta1aomeMy He0OXOIMMBIMH

SHAHUAMU [JId UX YCTPAHCHUSA TTOA PYKOBOJCTBOM MPETIOAAaBATEIIA,

OreHKa "HEYTOBIETBOPUTENEHO" BEICTABISICTCS CTYACHTY, HE OTBETHBIIEMY Ha JIBa BOIIPOCA SK3aMEHAIIMOHHOTO OHyIeTa U He
pemmBIIEMY 3a/1a4y, 0OOHAPYKUBIIEMY TPpoOeITbl B 3HAHUH OCHOBHOTO MaTepHaa, pelyCMOTPEHHOTO POTPAMMON,
JIOMYCTUBIIEMY PUHIMITHATEHBIE OIIMOKU B BBIITOJIHEHUN TPETyCMOTPEHHBIX MPOTPaMMOH 3a/IaHHii; HE BBITOJTHUBILEMY
OTHAENBHBIC 3aaHNs, PESIYCMOTPEHHBIC ()OPMaMHU TEKYILEro KOHTPOJIS.

6. YHEBHO-METOAWYECKOE U HH®OPMAIIMOHHOE OBECIIEYEHME

6.1. Pexomenayemas iureparypa

6.1.1. OcHoBHas JIMTEpaTypa

ABTOpBI, COCTaBUTENTH 3arnaBue bubnuoreka WznarenbcTBO, TOA
JI1.1 |HBanoB A. B., 3amura peueBoid HHPopMau | DnekTpoHHas OUOIHOTEKa Hoocubupck:
Tpyumn B. A. OT YTE€UYKH 110 HoBocubupckuii
AKyCTOJIEKTPUIECKUM TOCYAapCTBEHHBIH
KaHajaM: yuebHoe mocobue TEXHUUYECKUH YHUBEPCUTET,
2012
JI1.2 |TonukoB A. M. 3amura HHGOPMAIHH OT DneKTpoHHAs OUOIHOTEKA Tomck: Tomckuit
YTEUKH [0 TEXHUYESCKIM TOCYAapCTBEHHBIH
KaHajaM: yuebHoe mocodue YHUBEPCUTET CUCTEM
yIpaBIeHUs U
paauosnekrpoHuku, 2015
JI1.3 |Maiictpenko H. B., OcHOBHI TeopuH HHQOPMAIK | DIEKTpOHHAsE ONOIMOTEKA Tam60B: TamOOBCKui

Maiictpenko A. B.

u kpunrorpapun: yaebHoe
JNEKTPOHHOE U3/IAHHUE:
y4eOHoe mocodue

roCyJapCTBEHHBIN
TEXHUUYECKU YHUBEPCUTET
(Tr'TY), 2018




ABTOPBI, COCTaBUTEIH 3arnaBue Bbubmmnoreka W3narenscTBo, rox
JI1.4 |Mensuuxos B. IT., Wudopmannonnas Bbubmorexka MUCuC M.: ACADEMIA, 2008
Knetimenos C. A., 0€30I1aCHOCTD U 3allUTa
ITetpakoB A. M., WHpOpMaUH: yueod. mocodue
Kuneiimenos C. A. IUTS CTY. By30B, 00y4. IO
cret. 230201
"UHpopMannOHHbIE CHCTEMBI U
TEeXHOJIOTHH"
JI1.5 | Ceprees O. H., KomnbrorepHas 3amura Bbubnmorexa MUCuC M.: U3n-o MITYVY, 2007
®enopos H. B. uHpopmarun: y4ed. mocodue
st crya. cnel. "Cuctemsl
ABTOMATH3HPOBAHHOTO
IPOEKTUPOBaHUs"
JI1.6 [Kocruu B. H. Mertoabl U CpeAcTBa 3alUThL OnexrpoHHas GHONIMOTEKA M.: [MUCuC], 2018
KOMITBIOTEpHON HH(OpMAIIHH.
Wudopmanmonnas
6e301acHOCTh KOMIIBIOTEPHBIX
cereit (N 3085): yue6. mocobue
JI1.7 |Kocruu B. H. Mertoabl 1 CpeacTBa 3alUThI DnexkrpoHHas OubIMOTEKA M.: [MUCuC], 2018
KOMITBIOTEPHOM HH(OPMAITHH.
Kpunrorpaguuaeckie MeToab!
3amuThl nHGopMmanun (N
3086): yued. mocobue
6.1.2. JlonosiHuTEBHAS JIUTEPATYpPa
ABTOpBI, COCTaBUTEIU 3arnaBue Bbubnmoteka W3narenscTBo, ron
JI2.1 |Turos A. A. WmxeHepHO-TeXHUYECKAsT OnexrpoHHas GnOIMoTEKA Tomck: ToMckuii
3ammrTa nHQopMauu: yaeoGHoe rocyAapCTBEHHBIN
nocobue YHHUBEPCUTET CHCTEM
yIpaBiIeHUS U
panuosnexkrponuxu, 2010
JI2.2 |T'ynerseBa T. A. OcHoBBI TeopuH HHMOPMAIK | DIEKTPOHHAs OubIHOTEKA HoBocubupck:
U KpUnrorpaduu: Kypc JeKuui Hosocubupckuii
roCyJJapCTBEHHBIN
TEeXHUYIECKHUI YHUBEPCHTET,
2010
JI2.3 | Jlanonuna O. P. MesxceTeBoe SKpaHUPOBaHUE: DnexrpoHHas OubIMOTEKA Mocksa: UnTepHer-
y4eOHoe mocodue YHUBEpCUTET
WudopmanmnoHHBIX
Texunonoruit (MHTYUT)
|buxom. Jlaboparopus 3HaHUH,
2007
JI2.4 |bacanosal’. B. OcHOBBI KpunTorpaduu: Kype DnekTpoHHas ONOINOTEKA Mocksa: UnTepHer-
JIEKIMH: KypcC JIEKIUI YHuBepcurer
WNHbopMamoHHBIX
Texnonoruit (MHTYUT), 2011
JI2.5 | JImnosckuii B. B. OcHOBBI Teopuu HHpOpMAMK | DJIeKTpOHHAs OUOIHOTEKa Mocksa: UnTepHer-
U Kpunrorpadun: Kypc: YHuBepcurer
ydebHoe nocobue WNHpopMamoHHBIX
Texuonoruit (MHTYUT), 2007
JI2.6 | dopoyzan b. A. Maremartuka kpuntorpadhuu 1 | DekTpoHHas OUOIHOTEKa Mocksa: HanmonansHbIN
Teopust mmdpoBaHus: yaeOHOE OTKpBITHIN Y HUBEPCUTET
rmocobue «MHTYUT», 2016
JI2.7 |Jlanonuna O. P. Kpunrorpadudeckie 0CHOBBI DneKTpoHHAas OUOIMOTEKa Mocksa: HanmoHanbHbIN
0e30macHOCTH: yIeOHOe OTKpBITHI YHUBEPCUTET
nmocooue «MHTYHUT», 2016
J12.8 Kpunrorpaduaeckue meTost OnexrpoHHas 6nOIMoTEKA Crasponons: Cesepo-
3alIUTHl HHPOPMALIUH: Kasxkaszckuii @enepanbHblii
J1a00PATOPHBII MPAKTHKYM: yuusepcutet (CKOY), 2015
MPAKTHKYM
JI2.9 |Tonuxo A. M. 3amura nHGOpMAIIH B DnekrpoHHas ONOINOTEKA Tomck: Tomckuit

HUH()OKOMMYHHUKAIHOHHBIX
CHCTEMAX M CETAX: yueOHoe
rmocooue

rocyAapCTBEHHBIN
YHHUBEPCHTET CUCTEM
yTpaBiIeHus U
pamuosnekrpoHuxy, 2015




ABTOpBI, COCTaBUTENH

3arnaBue

Bubanoreka

W3narenscTBO, TOI

J12.10

NmyxoBa E. A,
Jlo6oBa E. A.

Kpunrorpadudaeckue
MPOTOKOJIBI U CTAHJAPTHIL:
y4eOHoe mocodue

DnexkrpoHHas OUOIUOTEKA

Taranpor: FOxHsIi
(benepanbHBIN yHUBEPCHUTET,
2016

JI2.11

Vceenxo O. A.

TTprITOKEeHUS TEOPUH
uH(pOpManuH U KpunTorpaduu
B PaIMOTCXHUYECKUX
cucteMax: yueoHoe mocoone

DnekTpoHHas ONOINOTEKA

Pocros-na-Jlony, Taraupor:
HOxHsI QenepanbHbIit
yHHUBepcuTeT, 2017

J12.12

Kupnuunuxos A. I,
XaifoymmmHa 3. M.

Kpunrorpagmuaeckiie MeToasl
3aLUTHI KOMIIBIOTEPHOI
uHpOpMaLUH: yaeOHOe
nocobue

DneKkTpoHHas ONOINOTEKA

Kazanb: Kazanckuil HayyHO-
HCCIIEN0BATENbCKUM
TEXHOJIOTMUECKUI
yuusepcutetr (KHUTY), 2016

J12.13

Kyb6amesa E. C.,
Mamnamkesnu U. A.,
Yexynaepa E. H.

HNudopmaruka n
BBIYUCITUTEbHAS TEXHUKA.
WNudopmannonnas
0e30macHOCTh
aBTOMATH3HPOBAHHBIX CHCTEM:
y4e0HO-MEeTOANIECKOe
nocobue K NpOX0XKAECHUIO
TIPOW3BOJICTBEHHON IIPAKTHKM:
y4eOHO-MeTOINIeCcKoe
nocooue

DneKTpoHHAs OUOIUOTEKA

Uomkap-Ona: TToBomkcKuit
roCyJJapCTBEHHBIN
TEXHOJIOTMUECKHI
yHuBepcuret, 2019

J12.14

Pomanern 10. B,
Tumodees I1. A,
Iaasrun B. @.,
Ilanprun B. ®.

3ammra nHGOpMaIK B
KOMITBIOTEPHBIX CHCTEMax U
ceTsx

bubmunorexa MUCuC

M.: Pagmo u cBs3p, 2001

6.1.3. MeTroanueckue pa3padoTku

ABTOpBI, COCTaBUTEIU

3araBue

Bubamnorexa

W3nmarenscTBO, TOI

JI3.1

I'ynses B. I1.

AHanu3 1eMacKUpYOLIIHUX
MPU3HAKOB OOBEKTOB
uH(popMaTU3aALUHN U
TEXHUYECCKUX KAHAJIOB YTEUKU
uHpopmauu: yae6HO-
METOIUYECKUH KOMILIEKC

DnekTpoHHas ONOINOTEKA

ExarepunOypr: M3natenpcTBo
VpanbCKoro yHUBEpCUTETA,
2014

JI3.2

Huccenbaym O. B.

TeopeTHKO-YHCI0BbIE METOIBI
B kpunrorpaduu. COOpHUK
3a/laHuid: yaeOHO-
METOUYECKOE [TI0CO0uE It
CTYJICHTOB CIEIUATLHOCTEH
«KomrmbroTepHast
0E€30I1aCHOCTDY K
«HbopMaroHHas
0€30I1aCHOCTh
ABTOMATH3HPOBAHHBIX
CHCTEM), HAIIPABIICHUS
«HbopMaroHHas
0€30MacHOCTEY: YIeOHO-
METOAHYECKOE II0Co0ue

DneKTpoHHAas OUOIMOTEKa

Tromens: TromMeHCKuUi
roCyAapCTBEHHBIN
yHuBepcurer, 2014

JI3.3

Baxapos JI. E.

Wudopmannonnas
6e30macHOCTb U 3aluTa
nH(popManuu: cO. TEKCTOB

bubmnorexa MUCuC

M.: U3a-Bo MUCuC, 2015

JI3.4

Baxapos JI. E.

Nudopmarmonnas
6e30mMacHOCTh U 3aIuTa
nH(popManuu (pasaenbl
KpUnrorpadus u
creranorpadus) (N 3854):
HPaKTHKYM

DnekTpoHHas ONOINOTEKA

M.: [MIACuC], 2019

6.2. [Tepeyens pecypcoB HH(pOPMALMOHHO-TETIeKOMMYHHKAIMOHHOI ceTH « UHTepHET»

Ol

JokrpuHa nHGOpMaLMOHHON 6€30MacHOCTH
Poccuiickoit @enepannu (yTB. Ykazom IIpesunenra
P® ot 5 nexabps 2016 r. Ne 646).Pesxxum nocryrma
URL: http://kremlin.ru/acts/bank/41460 (marta

obpatenus 22.02.2022).

http://kremlin.ru/acts/bank/41460




92 |mocryma URL:

@enepanbHblil 3akoH "O HepcoHANBHBIX JaHHBIX" (C
n3MeHeHussMu Ha 24 arnpenst 2020 roaa). Pexxum

http://docs.cntd.ru/document/901990046
(mata obpamienus 22.02.2022).

http://docs.cntd.ru/document/901990046

33
22.02.2022).

Kypc "Undopmannonnas 6ezomnacHocts" B DOUC
Canvas. Pexum noctyna URL:
https://Ims.misis.ru/courses/3575 (nara oOparmeHus

https://lms.misis.ru/login/canvas

6.3 TlepeueHb NPOrpaMMHOro odecrneyeHust

1.1 |LMS Canvas

I1.2 | Microsoft Office

1.3 [MATCAD

6.4. Tlepeyens MHPOPMANHOHHBIX CHPABOYHBIX CHCTEM H MPOdecCHOHAIBHBIX 023 JaHHBIX

N.1 |1. Bauk nannbix yrpo3 6ezonacuoctu undopmanuu (https://bdu.fstec.ru/)

N.2 |2. EquHoe oxHO JocTymna K oOpaszoBarenbHbIM pecypeam (http://window.edu.ru)

N.3 |3. DnexrponHo-6ubmuoreunas cucrema "Jlamp" (https://e.lanbook.com)

n.4

4. ScienceDirect - 6a3a TTOJTHOTEKCTOBBIX HAYYHBIX XKYPHAJIOB M KHUT M3/1aTenscTBa Elsevier
(https://www.sciencedirect.com)

N.5 |5.Scopus - enunas pedepaTrBHas 0a3a JaHHBIX HAYYHBIX MyOnukanui (https://www.scopus.com)

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE

Ayn. | Hasnauenne OcuHarenne
JIroboii Kopryc | YueOHass ayauTopus JUISI  TPOBEACHUS | KOMIUIEKT y4eOHOH Mebenu 1m0 36 MecT /it 00ydaromuxcs,
MynsTHMeauAHAS 3aHATHA JIEKIIMOHHOTO THIA W/WIM JUIA | MyTbTHMEAUHHOEe  000pyJIOBaHWE, MarHUTHO-MapKepHas

MIPOBEACHUSA MTPAKTUICCKUX 3aHATHI:

Jocka, pabouee Mmecto mpemnopasatens, IIKc moctymom k
UTC «UHutepuer», DUOC yHuBepcuTeTa 4Yepe3 JIMYHBINA
kabuner Ha mmiargopme LMS Canvas, IHIICH3HOHHBIE
nporpammbl MS Office, MS Teams, ESET Antivirus

JI-728 Vuebnas aymuropns/ KOMIBIOTEepHBIH | JOcKa  ayOWTOpHAs MeNoBas, OSKpaH MPOCKINOHHBIH,
K1acc: MIPOEKTOp, CTalMOHapHbIe KoMmmbloTeps! 15 mr. I10-Visual
Studio;  Electronic WorkBench; APACHE; MySQL;
XAMPP; Python; xoMmruiekr y4yeOHOW MeOenu, TaKeT
JMIEH3NOHHBIX TporpamMm MS Office
JI-731 VYuebnass aymutopus/ KoOMNBIOTEpHBIN | JOCKa  ayaUTOpHAs MeENOBas, JKpaH IMPOCKIIMOHHBIH,

Ki1acc:

TIPOEKTOp, CTalOHapHble KommbioTepsl 15 mT. [10-Visual
Studio;  Electronic WorkBench; APACHE; MySQL;
XAMPP; Python, xomruiekr y4eOHOW MeOenH, TMaKeT
JMIEH3NOHHBIX TporpamMm MS Office

8. METOANYECKHE YKA3AHUSA 1JISA OBYYAIOIINXCA

JIMCIMIUTMHA OTHOCHTCS K TOYHBIM HayKaM M TpeOyeT 3HaUNTEIbHOT0 00beMa CaMOCTOATeIbHON paboThl. OTHeNbHBIe yIeOHbIe
BOIIPOCHI BBIHOCSITCSI HA CAMOCTOSITENTBHYIO ITPOPabOTKY M KOHTPOIUPYIOTCS MOCPEICTBOM TeKyIleH artectanui. KauectBeHHOE
OCBOEHHE JUCLUIIMHBI BO3MOXKHO TOJIBKO NIPU CUCTEMAaTHU4ECKON caMoCTosTeNbHOI paboTe. KypcoBoe nmpoekTupoBaHue
MPOBOJUTCS C IMUPOKIM HCITOIh30BAHNEM KOMITBIOTEPHBIX POTpaMM, Kak JJIs BRITIOITHEHHUS, TaK U I 0popMIIeHUS paboTHI.
JlaGopaTopHBIE PaOOTHI BEITOIHSAIOTCS C TOMOIIBIO0 KOMITBIOTEPHBIX IPOTPaMM HMHTAI[IOHHOTO MOJICITMPOBaHMS. Tak Kak CUTyaIlus
B cpepe HHPOPMALMOHHON 0€30MacCHOCTH HENPEPHIBHO U3MEHSETCs, KPOME PEKOMEHJOBAaHHOH JTUTEPATyphl, 00yJaIOLIMCS
cllelyeT akTUBHO HCIIONIb30BaTh MaTepHabl IEPHOANIECKON Te4aTH, CETH HHTEPHET U COLMAIIBHBIX CeTell, 3aTparuBaroiue
BOITPOCHI 3aIIUTHI HH(popManuy. [IprBeTCcTBYETCS TaroKe MOCEIIeHHE CTYACHTAMH CIICIIHATN3HPOBAHHBIX BEICTABOK T10
HAIPaBICHHUIO HH(OPMAIIHOHHON 0€30IMaCHOCTH | 3aIIUTHI HH(GOPMALIUH C TeM, YTOOBI CHOPMHUPOBATH HAMOOJIEE ETOCTHOE H
aKTyalbHOE IpeACTaBIeHHe 00 U3ydaeMoil qUCIUILINHE.

3aHATHUSA 110 TUCLUIUIMHE IPOBOJATCS B KOMIBIOTEPHBIX KiIaccax B ayx JI-728, JI-731 (15 IIK B kaxx10if) Bce KOMIIBIOTEPHI
00BeANHEHBI B JIOKATBHYIO CETh C BEIXOZOM B IHTEpHET).




