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1. HEJIX OCBOEHUA

1.1

Ienpro 0CBOGHMS AUCIUILTHHEI SBIIAETCS 00yUEeHNE CTyICHTOB METOIaM 00eCIIeUeHNUs 3aIUTHl HHPOpMany B
coBpeMeHHBIX HHPopManuoHHbIX cucteMax (MC), pyHKUMOHUPYIOMIKX B YCIOBUSAX BHEUIHUX U BHYTPEHHHUX YTPO3
MH(OPMaIMOHHOH 6e301acHOCTH. DTO 1aCT BO3MOXHOCTB OyyIIeMy MarucTpy riyOoOKo IIOHUMATh (pyHKIHOHUPOBAHUE
MEXaHN3MOB 3alIUTH HHPOPMAIMK B cOBpeMeHHbIX VC, a Taroke peraTs BOIPOCH! (POPMUPOBAHIS ONTUTHKH
6€30MacHOCTH, BO3HHUKAOIIIE B X0O/I¢ TPOSKTUPOBAHUS U dKcITyaTanuu nepcrnekTuBHEIX VIC. CTyaeHTs! OyayT yMeTh
BBIOMpATh HEOOXOJMMBbIE IIPOTOKOJIBI OE30IIACHOCTH M IIPeyIaraTh COBPEMEHHBIE METO/IbI 3aIIUThI OT HOBBIX yIpo3
HHGOPMAMOHHOM 6€30ITaCHOCTH;, MPUMEHATH METOBI 3aIIUTHI I(PPOBOT0 KOHTEHTA OT YTPO3 MOTU(PHUKAIIIHN U
HECaHKI[MOHUPOBAHHOTO UCTIONIB30BaHMs Ipu noctpoeHnu MC; pa3pabaTsiBaTh METOAWKHI HOCTPOCHNUS ITPOTPAMMHON H
anmnapaTHOW peaylM3aluy 3alUThl KOPIIOPATHUBHOM CETH C Y4ETOM NPUMEHEHHUS 00JIauHBIX TEXHOJIOTHI; MOCITHPOBATh
paboTy alropuTMOB 3alIUTHl HHGOPMALMK HA 6a3e MaTeMaTHYECKOTO aIapaTa JMHAMUYECKUX JIUCKPETHBIX CHCTEM;
aHAIN3NPOBATH PUCKA (QYHKIIMOHUPOBAHUS CHCTEM 3aIUTHI MH(OPMAITHH.

2. MECTO B CTPYKTYPE OBPA30OBATEJIGHOI ITPOT'PAMMBI

Baox OIT: B1.0

2.1 TpeGoBanus K l'lpe[[Ba]Pl/lTe.]'I])HOﬁ MOATOTOBKE 00y4aI01erocs:
2.2 Jucuunuanubl (MOIy/IH) U PAKTHKH, VI KOTOPBIX 0CBOCHHME JAHHON AUCUMIIJIMHBI (MOAY/I5) HE00X0AUMO KaK
npeaulecTBYyOLIEe:
2.2.1 |BIM-TexHONOrMU B IPOEKTUPOBAHUU, CTPOUTENIBCTBE U SKCILTyaTalluU IOA3EMHBIX COOPYXKEHUIT
2.2.2 | BIM-texHOIOTHE IPH JOOBIYE MOIE3HBIX HCKOAEMBIX
2.2.3 | AnroputrMusanus U IporpaMMHpPOBaHUE
2.2.4 | AHanu3 maHHBIX
2.2.5 | ApXuTeKTypHO-CTpOUTENbHAas Busyanu3aius ¢ npumenenneM CAD-cucrem
2.2.6 | lenoBas nmpe3eHTaMOHHAs rpadrka
2.2.7 |JIupepcTBO M ynpaBieHHE KOMaHOW MPOEKTa
2.2.8 |MamunHOE 00yUeHHE
2.2.9 | HayuHno-uccnenoparenbckas pabora. HpopMalmoHHbBIE TEXHOJIOTHH
2.2.10 |IIpou3BoacTBEHHAs MPAKTHKA
2.2.11 | CTpouTenbCTBO TOPOJICKHUX MOA3EMHBIX COOPYKEHHM
2.2.12 | Tunonorust GopM apXUTEKTYPHOH cpebl
2.2.13 | MopenupoBaHHe TreOMEXaHNUECKUX MPOIIECCOB
2.2.14 |MonenupoBaHUe U pacyeT MOJ3EMHBIX COOPYKEHHI
2.2.15 |HayuHo-nccnenoBarensckas pabota. MoenpoBaHNe MOA3EMHBIX COOPYKEHUI U KOMIUIEKCOB
2.2.16 |Ilenaroruueckas mpakTUKa
2.2.17 |IlpoexkTupoBaHUEe U pa3pabOTKa CUCTEM OIS KKU PHHSATHUS PEIICHUN
2.2.18 |IIpoexrmpoBaHne HHPOPMAINOHHBIX CHCTEM IS CTPOUTEIHCTBA
2.2.19 | CtpoutesnbCTBO METPOIIOIUTEHOB
2.2.20 |MaremaTH4eckiue METOIbI ONTUMH3AINH B IT0I36MHOM CTPOUTEIHCTBE
2.2.21 |Opraumzarys HHOOPMAIIMOHHOTO IIPOSKTHPOBAHMS ITOI3¢MHOTO CTPOHUTEIHCTBA
2.2.22 | Opranuzanus, IJIaHUPOBAHKE U YIIPABJICHUE B CTPOUTEIILCTBE
2.2.23 |TloAroToBKa K MpOIEAype 3aIlUThI U 3al[UTa BBITYCKHOH KBaTH(DUKAIIMOHHOW PabOoThI
2.2.24 |llpenaurioMHasi IpaKTUKa

3. PE3YJIbTATBI OBYUYEHUS IO JUCIUITIVIMHE, COOTHECEHHBIE C ®OPMUPYEMBIMHA
KOMITETEHIISAMUA

OIIK-4: Cnioco0eH NpMMEHATH HA NPAKTHKE HOBbIe HAyYHble MPUHIMIBI M METObI HCCIe0BAHUM

3HaTh:

OIIK-4-31 CoBpeMeHHbIE METOIBI KpUIITOTpauIecKor M cTeraHorpaprueckor 3aluThl HHPOPMAITUH

OIIK-2: Cnioco0eH NpoeKTHPOBATH M Pa3padaTbiBaTh OPUTHHAJIbHBIE AJITOPUTMbI H IPOrPaMMHbBIE CPEICTBA, B TOM YHCJIe
C UCMTOJIB30BAHUEM COBPEMEHHBIX HHTE/IJICKTYaJIbHbBIX TGXI—[OJ’IOFHF[, JJIA pelleHUust l'lpO(l)eCCI/IOHaJleLIX 3aaa4 B yCJIOBUAX
HeoMpeIeJIeHHOCTH U aJIbTEPHATHBHBIX PelIeHHil B paMKaX MeKTHCHUILIMHAPHBIX 001acTeii

3HaTh:

OIIK-2-31 MeTozbl 3aIIUTHI TPOTPAMMHOT0 00ECTIeUeHHUS 0T YIpo3 HHPOPMAIHOHHOH 6€301IaCHOCTH, METOIBI 3aIIUTHI aBTOPCKUX
mpaB Ha HUPPOBOH KOHTEHT




ITIK-2: Cnoco0eH K ynpap/ieHHI0 Ka4eCTBOM, IIEPCOHAJIOM, PUCKAMH, CTOMMOCTBIO, CO/IeP:KaHUEM, BpeMeHeM,
cyOnoApsIAMMKAMH, 3aKYIKAMH, U3MEHEHUSIMH, KOMMYHUKAIIUAMH ¢ IOMOIIbLIO coBpeMeHHbIX BIM-TexHo.10rmii

3HaTh:

[1K-2-31 OcHOBHBIE METOIMKH aHATIH3a PUCKOB HH(OPMAIIOHHON 0€30MacHOCTH HA IPEAIPHATHH

OIIK-4: Cnnocoden MNPUMEHATDH HA NPAKTUKE HOBbIC HAYYHbLIC IPUHIUIIBI 1 METOAbI uccaeI0BaHUi

3HaTb:

OIIK-4-32 OcHOBHBIEC KBAHTOBO-MEXaHUYECKUE MPUHIIUIIBL, JIEXKAIIHNE B OCHOBE MMOCTPOCHHUS KBAHTOBBIX CUCTEM 3aI[UTHI
nHpopManun

YK-3: CniocobeH HCno/1b30BaTh Pa3JMYHbIe METOAbI ICHOTO U HEeJBYCMbICJIEHHOI0 (GOpMY/IHPOBAHUS CBOMX BBIBOJOB,
3HAHUH 1 000CHOBAHMIi 115 cHeNMATU3HPOBAHHON U HecIelMAJIU3HPOBAHHOI ayIUTOPUIi B HAIIMOHATBHOM U
MEKIYHAPOTHOM KOHTEKCTAaX, OPraHN30BLIBATH H PYKOBOJUTDH Pad0Toii KOMaH/bI, BHIPAGATHIBAasi KOMAHAHYIO CTPATETHIO
AJISI JOCTHIKEHHSI MOCTABJICHHOI LeIn

3HaTh:

VYK-3-31 AIroput™bl MPUHSITHS PELICHHUI IPH IPOSKTUPOBAHUU CUCTEMBI 3aIlIUThI HHPOpMAUU Ha OCHOBE 3akoHa [lapero u
METO/1a TOCTHKHUMBIX IIeJIeH.

YK-1: Cnioco0eH ocymecTBJIATh KPUTHYECKUH aHAJIU3 HOBBIX H CJIOKHBIX HH:KEHEPHBIX 00bEKTOB, MPOLIECCOB U CHCTEM B
MEXKIUCHUIINIMHAPDHOM KOHTEKCTE, l'lpOﬁJ'leMH])lX CP[TyleIPIﬁ Ha OCHOBE CUCTEMHOI0 1moaxoaa, BblﬁpaT]) U NIPUMEHUTH
HauOoJIee MOAXOASIIME U AKTYaJIbHbIE METOAbI U3 CYIIECTBYIOIIHX AHATUTHYECKHX, BBIYUCTUTEILHBIX U
IKCIEPUMEHTAJIBHBIX METOIOB WJIH HOBBIX H HHHOBAIMOHHBIX METO/IOB, BIPAGATHIBATH CTPATETHIO JIeficTBHIl

3HaTh:

YK-1-31 Meroas! MOAETUPOBAHHUS TOBEACHHS HAPYIIUTEN HH(POPMAIIMOHHOMN 6e30nmacHOCTH. [IpUHINIBI TOCTPOSHUS H
(dhyHKIIMOHUpOBaHUs ceTeit [leTpu

OIIK-4: Crioco6en NpuMeHSITh HA MPAKTHKe HOBble HAYYHbIe MPHHIMIIBI ¥ METOABI HCCJIe10BaAHMIT

Ymern:

OIIK-4-Y2 Ilpon3BoanuTh pacyeT KPUTUYECKOM IJTMHBI JIMHUHU CBsi3U Tipu PNS-aTake Ha KBAaHTOBBIN KaHAI

IIK-2: Cnoco0eH K ynpap/ieHHI0 Ka4eCTBOM, IIEPCOHAJIOM, PUCKAMH, CTOMMOCTBIO, CO/IeP:KaHUEM, BpeMeHeM,
cyOnoApsIAMMKAMH, 3aKYIKAMH, U3MEHEHUSIMH, KOMMYHUKAIIUAMH ¢ IOMOIIbLIO coBpeMeHHbIX BIM-TexHo.10rmii

YMmerb:

[IK-2-¥Y1 Hcnonb30BaTh KOHIEHIMIO YIIPABIECHUS PUCKAMH NIPH aHAIN3€ 3aIIUIICHHOCTH MH()OKOMMYHHUKAIIMOHHON CTPYKTYpHI
HpefnpUsITUs

OIIK-4: Cnnocoden MNPUMEHATDH HA NPAKTUKE HOBbIC HAYYHbLIC IPUHIUIIBI 1 METOAbI uccae0BaHUi

Ymern:

OIIK-4-Y1 IIpuMeHATh MpOCTEHIIne METO B! IMU(PPOBAHUS U ACIH(PPOBAHUS TEKCTOBOI MH(GOPMAIINH, UCIIOIb30BaTh MPOTOKOJIBI
paszeneHus u pa30nUeHUs ceKpeTa

OIIK-2: CriocoGeH NpoeKTHPOBATHL H Pa3padaTbiBaTh OPUIHHAJbHbIE AJITOPHTMBI U IPOTPAMMHBIE CPEACTBA, B TOM YHCJIe
€ HCI0JIb30BAHHEM COBPEMEHHBIX HHTEJLIEKTYaJbHbIX TEXHOJIOTUH, JIsl pelleHHs NpodeccHoHAaIbHBIX 32124 B YCJIOBHAX
HeomnpeIeJJeHHOCTH U aJIbTePHATHBHBIX PelleHHil B paMKaX MeKIHCHUILIMHAPHBIX o0jacTeii

YMmerb:

OIIK-2-Y1 IIpou3BoauTs BcTpauBaHUE MU(POBBIX BOASHBIX 3HAKOB B MyJIbTUMEANIHbIEC H IPOrPaMMHBIC (haiiIs!

YK-3: CniocofeH HCno/b30BaTh pa3jH4Hble METOAbI ICHOTO U HEIBYCMbICJIEHHOT0 (GOpMYIMPOBAHUS CBOMX BHIBOOB,
3HAHMIT 1 000CHOBAHMIi V1A CTIENMATU3NPOBAHHON U HeCIENMAJIN3HPOBAHHOI ayIUTOPHii B HAIIHOHAJIHLHOM H
MEKYHAPOJHOM KOHTEKCTaX, OPraHU30BbIBATh M PYKOBOAMTH Pa00T0ii KOMAaH/Abl, BbIPA0aThIBAsi KOMAH/IHYI0 CTPATETHI0
JJIs1 AOCTHKEHUS] MIOCTABJICHHOM eI

Ymerb:

VYK-3-V1 IIpumersarts Metos! [TapeTo-ontuMu3amy B CHCTEME MOISP)KKH IPUHATHS PEIICHAH B 00JIaCTH MPOESKTHPOBAHHS
CHCTEMBI 3aIUTHl HH()OPMAIIH HA TIPEAIPHATHH

YK-1: Cnioco0eH ocymecTBJIATH KPUTHYECKU aHAJIU3 HOBBIX H CJI0KHBIX HHKEHEPHBIX 00bEKTOB, IPOLIECCOB U CUCTEM B
MEKIMCUUIVIMHAPHOM KOHTEKCTe, MPO00JIeMHBIX CUTYallUii HA 0CHOBE CUCTEMHOI0 M0/X0/1a, BLIOPATh M MPUMEHUTH
HauboJ1ee MOAXOAsIIINE U AKTYaJIbHbIE€ METOIBI U3 CYIIECTBYIOIIHUX AHAJIUTHYECKHX, BEBIYHCINTEIBHBIX U
JIKCINEPUMEHTAJIbHBIX METOA0B HJIM HOBbIX U HHHOBALIMOHHBIX METO/10B, BLIPA0ATHIBATH CTPATErHIO AeiiCTBUIl

Ymern:

YK-1-Y1 MoaenupoBaTh MOBeICHUE HAPYIIUTEIS C TOMOIIBIO ceT [lerpu

IIK-2: CnocodeH K ynpaBJIeHHI0 Ka4€CTBOM, IMIEPCOHAJIOM, PUCKAMH, CTOMMOCTHI0, CO/lep:KaHeM, BpeMeHeM,
CcyonoapsIYMKaMu, 3aKyNIKaMu, H3MEeHEeHUsIMH, KOMMYHUKAIUSIMH ¢ TOMOIIBI0 coBpeMeHHbIX BIM-TexHoJioruii

Baanernb:




[IK-2-B1 Meroaukoii aHanu3a pucKoB HHPOPMAIMOHHOHN 6€30I1aCHOCTH MIPU ITOCTPOCHUH CHCTEMBI 3alIUThHI HH(OPMAIUU

OIIK-4: Crioco6eH NpuMeHSATh HA MPAKTHKe HOBble HAYYHbIe MPHHIMIIBI ¥ METOABI HCCJIe10BAHMIT

Baanernb:

OIIK-4-B1 Metoaukoii reHepannu IMceBIoCcIydaflHbIX TOCIeI0BATEIbHOCTEH ISl TaNbHENIIEro NCIIOIb30BaHuUs B
KpUNTOrpaduuecKuX alropurMax
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