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AHHOTaIMs padoyeil mporpaMMbl y4eOHON JUCIUTIIIMHBI

NudopmannonHas 0e30MaCHOCTb

3akperuieHa 3a IoApa3IelicHHEM Kadenpa nH(HOKOMMYHHUKAITHOHHBIX TEXHOJIOTHIA
Hamnpasnenue noaroroBku 09.03.03 ITPUKJIAAHAS MTHOOPMATUKA
Ipoduns
dopma 00ydeHHs O4YHasA
OO01mmast Tpy10eMKOCTh 33ET
Yacon 1o y4yeOHOMY IUIaHY 108 @®opMBI KOHTPOJIS B CEMECTPaX:
B TOM YHCIIC: 9K3aMeH 4
ayJAUTOPHBIC 3aHATHS 51
caMocCTosITeNIbHAs paboTa 22
4acoB Ha KOHTPOJIb 35

Pacnpe;[e.neﬂne YacCcoB JUCHUIIVIMHBI 110 CEMECTPpaM

Cemectp
(<Kypc>.<Cemectp Ha 4(2.2)
Kypee>) Htoro
Henens 18
Bun 3ansaruit vo | PO VI PII

Jlexumu 17 |17 |17 |17
JIaGopaTopHBIE 17 (17 |17 |17
IIpakruueckue 17 (17 |17 |17
Hroro ayn. 51 |51 [51 |51
KonrakrHas padora 51 |51 |51 |51
Cawm. pabora 22 122 |22 (22
Yacel Ha KOHTPOJIb 35 |35 |35 |35
Hroro 108 | 108 [ 108 | 108




1. HEJIX OCBOEHUA

1.1 | LlemstMu OCBOCHUSI AUCIMIUIMHEI ABIAIOTCA ()OPMUPOBAHHE Y CTYACHTOB 3HAHMI [0 OCHOBAM MHXEHEPHO-TEXHUIECKON
3aMuTHI HHPOpManuy, obecrnedeHns KOH(GUAeHINaTbHOCTH, IIETOCTHOCTH U JOCTYITHOCTH JIaHHBIX, a TaloKe HaBBIKOB U
YMEHUH B 00J1aCTH aHaIM3a MOTCHINAIBHBIX YTP03 HHYOPMALMOHHOH 6€30MacHOCTH, BEIOOPE CPEICTB peaan3anny
3aIIUTHl B MTH)OPMAIOHHBIX CHCTEMAaX.

2. MECTO B CTPYKTYPE OBPA30OBATEJIGHOI ITPOT'PAMMBI

Baox OIT: b1.0

2.1 TpeGoBanus K l'lpe[[Ba]Pl/lTe.]'I])HOﬁ MOATOTOBKE 00y4aI01Ierocs:

2.1.1 Bbasbl jaHHbBIX

2.1.2 | OOBEKTHO-OPHEHTHPOBAHHOE IIPOTPAMMHIPOBAHHE

2.1.3 | IepconanbHast 3 PEeKTHBHOCTE

2.1.4 | BBeneHue B CIIEIIUAIBHOCTD

2.2 JAucuuninHbl (MOIY/IH) U MPAKTHKH, VIS KOTOPBIX 0CBOEHHE JAHHON AUCUMIJIMHBI (MOAY/I51) HEOOX0UMO KaK
npealiecTByOIIee:

2.2.1 |IoxroroBka K mpoIexype 3aIlUTHl U 3aIIUTa BEITYCKHON KBATH(HKAIIMOHHOMN paboTHI

2.2.2  |IloaroToBka K MpoIEeIype 3alIUThl U 3aIHATa BBITYCKHOW KBAJTU(QHUKAITHOHHON paboThI

3. PE3YJIbTATBI OBYUYEHUS IO JUCIUITIJIMHE, COOTHECEHHBIE C ®OPMUPYEMBIMHA
KOMIIETEHIIUAMHA

YK-3: CniocodeH 3ppexTHBHO 00MeHUBAThLCS HHpOpManuei, HaesiMH, TPodJIeMaMH U PelIeHHSIMH ¢ HHKEHePHBIM
€0001eCTBOM H 00IIECTBOM B 11€JI0M, OCYIIIECTBJISATH CONHAJIbHOE B3aNMO/IelicTBHE U Peau30BbIBATH CBOIO POJIb B KOMaH/Ie

3HaTh:

YK-3-31 OcHOBHBIE TUIIBI BPEOHOCHBIX IIPOTrPaMM; METOIBI 3aIIUTHI OT KOMIIBIOTEPHBIX BUPYCOB U APYTUX BPEIOHOCHBIX
IIPOIrpaMM; IIPUHIIMIIEI CETEBOrO SKPAaHUPOBAHMS;

TEXHOJIOTHH TIOCTPOCHUSI 0OMAaHHBIX CHCTEM; OCHOBHBIC TEXHHYECKHE KaHAJBl yTeueK WH(pOPMaIny; BU/IBI 000PYIOBAHHS
JUIS 3aLIUTBI OT YTEUEK [0 TEXHUYECKUM KaHaJlaM.

OIIK-3: Cnioco0eH pewmiaTh cTaHAAPTHBIE 3a1a4U NPO¢)ecCHOHAIBLHOM 1eATeJbHOCTH HA 0CHOBE HH()OPMALIMOHHOM U
OoubaHorpadguyeckoi KyabTyphl ¢ NpUMeHeHHeM HHGOPMALIMOHHO-KOMMYHHKANMOHHBIX TEXHOJIOTHI M ¢ y4eTOM OCHOBHBIX
TpedGoBaHuUii MHPOPMALMOHHOI 0€30NACHOCTH

3HaTh:

OIIK-3-31 OcHOBHBIE IOHATHSA U ONpeeNeHus] B 001acT HHPOPMAIIMOHHOH 0€30IMaCHOCTH; UCTOYHUKHU, PUCKU U (DOPMBI aTaK Ha
UH(OPMALMOHHBIE CUCTEMBI; YTPO3bl, KOTOPHIM MOJBEPracTcs HH(POPMAIHs; OCHOBHbIE HAIIPaBIICHHS 3alUThl HH)OPMAaLUH;
OCHOBHBIE 3aKOHO/aTeNbHBIe akThl P@ B 00acTn mH(bOpMaIoHHOH 0€3011aCHOCTH; OTBETCTBEHHOCTD 3a NMPECTYIICHHS B chepe
KOMIIBIOTEPHOH O€30MacHOCTH.

YK-2: CniocobeH co0HpaTh M HHTEPIPETHPOBATH JaHHbIE U ONPEeJSITh KPYI 32124 B PAMKaX I10CTABJICHHOMH LieJIH,
BBIOMPATh ONTHMAJIBHBIE CIIOCO0BI PelieHUs, HCXOAS U3 IefiCTBYIOIIHX MPABOBBLIX HOPM, MMEIOILMXCSI PecypcoB 1
OrpaHH4eHHUli, yMeHHe 000CHOBBIBATh NPHHATHIC PeLICHUS

3HaTh:

VK-2-31 OcHoBHBIE OonpeNieNieHus U IPUHLUIBI KpUNTorpaduu; Hanbosee pacnpoCTpaHEHHbIE CHMMETPUYHBIE U aCUMMETPUUHBIE
KPHIITOTpaUuecKie alnropruTMBbl;

TpeOoBaHMs K KpUITOTpapHIECKUM X3II-(QYHKINAM; ITOPUTMBI 3JICKTPOHHOH II(POBOIL TOANCH U aTaKd Ha HUX; CYITHOCTh H
ITOPUTM peaTH3aIiy IPOTOKOJIA C HYJIEBBIM pa3IIallleHHeM; OCHOBHBIEC MOJIOKEHUs CTeraHorpaduy;, IIpUMEHEHHE
U(POBBIX BOASHBIX 3HAKOB JUIS 3aIUTHl HHTEIUICKTYaJIbHOI COOCTBEHHOCTH.

OIIK-3: Cnioco0eH pemiaTh CTAaHAAPTHBIE 3a1a4u NMPO¢ecCHOHAIBLHOM 1eATeJIHLHOCTH HA OCHOBE HH()OPMAIIMOHHON U
oubauorpaguyeckoil KyJabTypbl ¢ IPMMeHeHHeM HH()POPMAIHOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTHIA U € yY4€TOM OCHOBHBIX
TpeOGoBaHuil MHGOPMALMOHHOI 0e30NacHOCTH

Ymerb:

OIIK-3-Y1 BEIABIATE HCTOYHHUKH, PACKA B (POPMBI aTak Ha HHPOPMALNIO; IPUMEHATH Ha TIPAKTHKE MEKTyHAPOTHbIE H
poccutickue npoheccHoHaIbHbBIE CTaHAAPTHI HHYOPMAIIMOHHON 0€30MacHOCTH, COBPEMEHHBIE apaJUrMbl 1 METOHOJIOTHH,
MHCTPYMEHTAJIbHBIE CPEJICTBA peaIn3alii HHPOPMAIIMOHHOH O€3011acHOCTH.

YK-3: Cniocoden 3ppekTUBHO 00MEeHMBATHCSA MH(POPMaLuell, n1essMHU, IPo0JIeMaMU U PellIeHUIMU ¢ MHKEeHEPHBIM
€000111eCTBOM H 00LIECTBOM B 11€JIOM, OCYIIECTBJIAThL COMAJIBHOE B3aNMO/eliCTBHE U PeaIn30BbIBAaTh CBOIO POJIb B KOMaH e

YMmerb:

VYK-3-V1 ComnocraBnare pa3inyHble BUIBI BPEIOHOCHOTO IPOrpaMMHOT0 00ecriedeH s U BBIOMpaTh aJeKBaTHbIE MEPHI
HPOrpaMMHO-aNINAapaTHOH pealn3annuy CPEACTB 3allUThI; ONPEEIATh BO3MOXKHbIE TPUYUHBI U ITyTH yTeUeK HHHOPMaLUK depe3
CeTEeBbIC KPAHBI; PACCUNTHIBATH PACCTOSIHUE IO TPAHMIIBI KOHTPOIMPYEMOH 30HEI, TpedyeMoe Ui Iepeadn KOHQUICHIINAaTbHON




uH(pOpMaLUH N0 2TEKTPOMArHUTHOMY KaHAITy; BRIOMPATh CPEACTBA 3aIUTHI HH(YOPMAIH, HEOOXOIUMBIC IS IPEAOTBPAIIeHHs e€
YTEYEK I10 TEXHUYECKMM KaHajIaM.

YK-2: CniocodeH codupaTh 1 HHTEPNPETHPOBATH JaHHbIE H ONPeAeIsATh KPYr 3a1a4 B paMKaX IOCTaBJIeHHOIi e,
BBIOMPATH ONTHMAJIBHBIE CIIOCOOBI PelIeH ST, HCXOAs U3 JelCTBYIOIINX NPABOBBIX HOPM, HMEIOLIUXCS PecypcoB 1
OrpaHM4YeHHUi, yMeHHe 000CHOBBIBATH MPHUHATHIC PelleHus

Ymern:

YK-2-V1 BriOupath alropuT™ KpHNTOrpaduuecKoil 3aKThl B COOTBETCTBUH C XapaKTEpOM 3allluIaeMoi HHPOPMAITHH;

BBITIOJTHATH NEpBbIi UK anroputMa mudposanus TOCT 28147-89 B pexxnme IPOCTOH 3aMEHBI; IPOM3BOANTH TEHEPAITHIO

OTKPBITOTO H 3aKPBITOTO KIo4a U mudposanue B anroputMax RSA 1 ELGAMAL;  HaxoAuTh X3HI-00pa3 3aJJaHHOTO COOOICHNUS;
HPOBEPATH NOAINHHOCTD JIEKTPOHHON HU(pPOBOi moanucu 1o cxeme RSA.

OIIK-3: CnocodeH pemiaTh CTAaHIAPTHBIE 321244 NPO(ecCHOHATBHOM 1eITeJIbHOCTH HA 0CHOBE HHGOPMALMOHHOM U
ouobuorpadguyeckoii KyJabTypbl ¢ IPMMeHeHHeM HH()POPMAIHOHHO-KOMMYHUKAIMOHHBIX TEXHOJIOTHHA U ¢ yY4€TOM OCHOBHBIX
TpeGoBaHuUil MHGOPMALMOHHOI 0e30NIaCHOCTH

Baanernb:

OIIK-3-B1 HaBeikamu onpe/iesicHusI KPUTEPUEB OLICHKH 0E30ITacCHOCTH COOOIICHNS, IIepeIaBaeMOoro TI0 SIEKTPOMAarHUTHOMY
KaHaJTy; METOJUKON OpraHM3allHy 3aIUTHI IPOBOIHBIX JINHHH OT YTCUKH HH(POPMAIINH; HAaBBIKAMHI PAOOTHI C COBPEMEHHBIMU
WH(POPMALMOHHBIMU CUCTEMaMH U CPEACTBAMH oOecTieueH s UX WH(POPMALMOHHONW 6€30IacCHOCTH.

YK-2: CnocodeH codupaTh 1 HHTepNPeTHPOBATH JaHHbIE H ONpeNeIsATh KPYT 3a1a4 B paMKaX MOCTABJIEHHOI e,
BBIOMPATH ONTHMAJIBHBIE CIIOCOOBI PelIeHNsT, HCXOAS U3 AeliCTBYIOIINX NPABOBBIX HOPM, HMEIOLIUXCS PecypcoB 1
orpaHHvYeHHii, yMeHHe 000CHOBBIBATH MPUHATHIE PelIeHHs

Baaaernb:

YK-2-B1 Bnagers HaBbIkamMu mu(ppoBaHus HHGOPMALMHI, TeHEPalui OTKPBITBIX M 3aKPBITHIX KIIOUEH, BBIYUCICHNS 3HAUCHUH XOIlI-
(yHKOUI ¥ 3TEKTPOHHOM IH(POBOH MOAIHCH; HaBBIKAMH NTPUMEHEHHUS CTETaHOTPApHUIECKUX METOAOB M IIPOTPaMM B
3aJa4gax 3aluTsl HHPOPMAIUH.




