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[IIETO OBPA3SOBAHMS POCCUMCKON ®EJIEPALIN

j0oe aBTOHOMHO€e 00pa3oBaTe/bHOE YUpeKIeHHe
icuiero od0pa3oBaHust
hbCKHI TexHoJIorn4yeckuii yausepcurer «MUCHUC»

AHHOTaIMs padoyeil mporpaMMbl y4eOHON JUCIUTIIIMHBI

NudopmannonHas 0e30MaCHOCTb

33erHJ’[eHa 3a moApa3aACICHUEM

Kadenpa nH(HOKOMMYHHUKAITHOHHBIX TEXHOJIOTHIA

Hamnpasnenue noaroroBku 09.03.02 THOOPMAILIMOHHBIE CUCTEMBI 1 TEXHOJIOTMHA
Ipoduns

Kpamupuxarms Baxanasp

dopma 00ydeHHs O4YHasA

OO01mmast Tpy10eMKOCTh 33ET

Yacon 1o y4yeOHOMY IUIaHY
B TOM YHCIIC:
ayJAUTOPHBIC 3aHATHS

caMocCTosITeNIbHAs paboTa

JaCoB Ha KOHTPOJIb

Pacnpe;[e.neﬂne YacCcoB JUCHUIIVIMHBI 110 CEMECTPpaM

108 ®DopMBI KOHTPOJIST B CEMECTpax:
9K3aMeH 4
51
22
35

Cemectp
(<Kypc>.<Cemectp Ha 4(2.2)
Kypee>) Htoro
Henens 18
Bun 3ansaruit vo | PO VI PII

Jlexumu 17 |17 |17 |17
JIaGopaTopHBIE 17 (17 |17 |17
IIpakruueckue 17 (17 |17 |17
Hroro ayn. 51 |51 [51 |51
KonrakrHas padora 51 |51 |51 |51
Cawm. pabora 22 122 |22 (22
Yacel Ha KOHTPOJIb 35 |35 |35 |35
Hroro 108 | 108 [ 108 | 108




1. HEJIX OCBOEHUA

1.1 | LlemstMu OCBOCHUSI AUCIMIUIMHEI ABIAIOTCA ()OPMUPOBAHHE Y CTYACHTOB 3HAHMI [0 OCHOBAM MHXEHEPHO-TEXHUIECKON
3aMuTHI HHPOpManuy, obecrnedeHns KOH(GUAeHINaTbHOCTH, IIETOCTHOCTH U JOCTYITHOCTH JIaHHBIX, a TaloKe HaBBIKOB U
YMEHUH B 00J1aCTH aHaIM3a MOTCHINAIBHBIX YTP03 HHYOPMALMOHHOH 6€30MacHOCTH, BEIOOPE CPEICTB peaan3anny
3aIIUTHl B MTH)OPMAIOHHBIX CHCTEMAaX.

2. MECTO B CTPYKTYPE OBPA30OBATEJIGHOI ITPOT'PAMMBI

Baox OIT: b1.0

2.1 TpeGoBanus K l'lpe[[Ba]Pl/lTe.]'I])HOﬁ MOATOTOBKE 00y4aI01Ierocs:

2.2 JucuuIuInHbL (MOLY/14) U NIPAKTHKH, VISl KOTOPBIX 0CBOCHHE JAHHOM JMCUMILINHBI (MOAY/Is1) HE00X0AMMO KAK
npeauecTByoniee:

2.2.1 | Onrumuszanus KIKEHT-CEPBEPHBIX IPUIT0KEHUH

2.2.2 | CucteMsl ynpaBieHUs TEXHOIOTHYECKUMHU IIPOLIECCAMU U IIPOU3BOICTBAMU

2.2.3 | HUP. Hayuno-nccnenoBarensckas paboTta B 0061acTH HH)OKOMMYHHKAIIMOHHBIX TEXHOJIOTHI

2.2.4 |HUP. HayuHo-uccrienoBaTeabckas paboTa B 00J1acTi HHPOPMAITHOHHBIX CUCTEM YIPABICHHS TEXHOIOTHYSCKUMH
poneccaMu

2.2.5 |IIpousBonacTBeHHAas MPAKTHKA TI0 MOTYYEHHIO NPOGHECCHOHANBHBIX YMEHUI U OMBITA PO ECCHOHANBHOMN AeITeTbHOCTH

2.2.6 |IIpowusBonacTBeHHAs MPAKTHKA TI0 MOTYYEHHIO MPOGHECCHOHANBHBIX YMEHUI U OTBITA PO ECCHOHANBHOMN AeITeTbHOCTH

2.2.7 | AnmapaTHBIE CpeICTBa XPaHEHUS H 00paOOTKH TaHHBIX

2.2.8 |IoaroroBka K mpomexype 3aIlUThl U 3aIIUTa BEITYCKHON KBATH(HUKAIIMOHHOM paboTHI

2.2.9 |IoaroroBka K mpomexype 3aIlUThl U 3aIIUTa BEITYCKHON KBATH(HUKAIIMOHHOHN paboTHI

2.2.10 |IlpenmumioMHas IpaKTHKA JUIS BEITOJHEHHS BBITYCKHOM KBATH(HUKAITMOHHOW pabOTHI

2.2.11 |IlpenmumioMHas IpaKTHKA IS BEITOJHEHHS BBITYCKHOM KBATHM(HUKAITMOHHOW pabOTHI

2.2.12 | TunoBsle HHTEPGENCH U CETeBOE 000PYIOBaHUE

3. PE3YJIbTATBI OBYUYEHUS IO JUCIUITIJIMHE, COOTHECEHHBIE C ®OPMHUPYEMBIMHA
KOMIIETEHIIUAMUA

OIIK-3: Cnoco0eH peliaTh cTaHAAPTHBIE 32Ja4H NPodeccHOHAIbHOM J1eATeJIbHOCTH HA 0CHOBe HH(OPMALIMOHHOI 1
oundnorpaduyeckoii KyJIbTypbl ¢ IpUMeHeHHeM HHGPOPMAIMOHHO-KOMMYHHKAIMOHHBIX TEXHOJIOTHIA H € Y4€TOM 0CHOBHBIX
TpeGoBaHuUil MHGOPMALMOHHOI 0e30NacHOCTH

3HaTh:

OIIK-3-33 OcHOBHBIE ONpeeeH s U TPUHIIMITBI KpUnTorpadun; Hanbosee pacnpoCcTpaHeHHbIE CHMMETPHUYHBIC H
ACMMETPUYHBIC KPUIITOTpaQUIEeCKIe allrOPUTMBI;

TpeOOBaHMSI K KpUNITOTPAGUISCKIM XIUI-(DYHKIHSIM; aITOPUTMBI JIEKTPOHHOHN HU(POBON MOANKCH U aTaKd Ha HUX; CYIIHOCTh U
AITOPUTM peaH3allii IPOTOKOJIA C HYJIEBBIM pa3ralllcHAeM; OCHOBHBIC MOJIOKECHUs CTeraHorpaduu; MIPUMCHCHUE
MUQPPOBBIX BOJSTHBIX 3HAKOB JIJIS 3alIUTHI HHTEIUICKTYaJIbHONH COOCTBEHHOCTH.

OIIK-3-32 OcHOBHBIE TUIIBI BPEAOHOCHBIX IIPOrPAMM; METO/IbI 3AIIUTHI OT KOMIIBIOTEPHBIX BUPYCOB U IPYTUX BPEJOHOCHBIX
IIPOTrpaMM; IPUHIIMIIEI CETEBOT0 AKPAHUPOBAHMUS;

TEXHOJIOTHH TOCTPOEHUs] OOMAaHHBIX CUCTEM; OCHOBHBIE TEXHUYECKUE KaHAIBl yTeueKk MHPOpMaluy; BUJIBI 000PYIOBaHUS
JUIS 3aLIMTBI OT YTEYEK [0 TEXHUYECKUM KaHaJlaM.

OIIK-3-31 OCHOBHBIC ITOHATHSA M ONpEJeNeHUsT B 001acTH HHPOPMAIIMOHHOH 0€30IaCHOCTH; HCTOYHUKH, PUCKA U (POPMEI aTak Ha
MH()OPMALHOHHEIE CHCTEMBI; YTPO3BI, KOTOPHIM HOABEPraeTcss HHPOPMAIHs; OCHOBHBIC HATIPABIICHNS 3aIIUTHI HH()OpMAIUH;
OCHOBHBIE 3aKOHOJaTeNbHbIe akTbl PD B 061acTu nHGOPMAIIMOHHOM 6€30MaCHOCTH; OTBETCTBEHHOCTH 32 MPECTYIUICHUS B chepe
KOMIIBIOTEPHOH 0€30MacHOCTH.

YMeTh:

OIIK-3-Y3 BriOupars aJIropuT™ KpUNTOrpaduueckoil 3aluThl B COOTBETCTBHHU C XapaKTepOM 3alllUIaeMol HH(OpMaIny;
BBITIOJTHATH NEePBbIH UK anroputMa mudposanus [OCT 28147-89 B pexxnMe IPOCTOH 3aMEHBI; IPOM3BOANTH TEHEPAITHIO
OTKPBITOTO U 3aKPHITOrO Kirova U mmposanue B anroputMax RSA u ELGAMAL; HaxoauTh X3MI-00pa3 3aJaHHOTO COOOIIeHNS;
HpOBEPATH NOJIHMHHOCTD 3JIEKTPOHHOM 1udpoBoit mognucu nmo cxeme RSA.

OIIK-3-Y2 ComnocTaBisTh pa3IndHbIe BUABI BPEJOHOCHOTO IIPOrPaMMHOI0 00ecTiedeH s ¥ BEIOMPATh aJeKBaTHBIC MEPEI
MPOrpaMMHO-aINapaTHON peann3auy CPEACTB 3aIIUTHI; ONPEICIATh BO3MOXKHBIE IPHYUHEI U ITyTH yTedeK HH(opMaIiy yepe3
CETEeBbIC 3KPaHbI; PACCUUTHIBATH PACCTOSIHUE IO IPAHMIIBI KOHTPOIUPYEMOH 30HEI, TpedyeMoe IS epeaur KOH(UICHIINATbHON
uH(pOpMaLUK MO 2TEKTPOMArHUTHOMY KaHaIly; BBIOMPATh CPEACTBA 3aIUTHl HHYOPMAIUH, HEOOXOAUMBIE IS TPEAOTBPAIIEeHHs €€
yTedeK M0 TEXHUYECKHM KaHallaM.

OIIK-3-Y 1 BEISBIATE HCTOYHHUKH, PACKA B (POPMBI aTak Ha HHPOPMAINIO; IPUMEHATH Ha TIPAKTHKE MEKTyHAPOTHEIC H
poccuiickue npoheccHoHaIbHBIE CTAaHAAPTH HH(YOPMAIIOHHON 0€30MacHOCTH, COBPEMEHHBIE MTapalurMbl H METOHOJIOTHH,
UHCTPyMEHTaIIbHbIE CPEJICTBA peann3allui HHOPMAIIMOHHON 6€301acHOCTH.

Baagern:

OIIK-3-B2 Bnanerb HaBblkaMu MG poBaHUs HHPOPMAIMH, TeHePaliy OTKPBITHIX U 3aKPBITHIX KIIOUEH, BEIYMCICHUS 3HAUYCHUI




X3UI-(DYHKIUH U 37IeKTPOHHOW HU(POBON MOAMKCH; HABBIKAMU HNPUMEHEHHs CTEraHOrpa(uyecKux METOAOB U IMPOrpamMM B
3a7a4ax 3alnThl HHPOPMALHH.

OIIK-3-B1 HaBblkamu onpezeneHus KpUTEPUEB OLIEHKH 0€30I1aCHOCTH COOOIICHUSL, TEPEaBaEMOr0 110 JIEKTPOMAarHUTHOMY
KaHaJTy; METOJMKON OpraHM3alHy 3aIUTHI TPOBOIHBIX JINHUH OT YTEUKH HH(POPMAIINH; HaBBIKAMHI PA0OTHI C COBPEMEHHBIMHU
UH()OPMALMOHHBIMU CUCTEMaMH U CPEACTBAMH OOeCIICUeHUs X HH()OPMAIIOHHON 0€30MacHOCTH.




