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1. HEJIX OCBOEHUA

1.1 | Llenpro OCBOCHHMS TUCIUIIIMHEI SBISIETCS 00YUYEHHE CTYIEHTOB METOaM 00eCIIedeH s 3aIUThl HH()OpMAIIH B
coBpeMeHHBIX HHPopManuoHHbIX cucteMax (MC), pyHKUMOHUPYIOMIKX B YCIOBUSAX BHEUIHUX U BHYTPEHHHUX YTPO3
MH(OPMaIMOHHOH 6e301acHOCTH. DTO 1aCT BO3MOXHOCTB OyyIIeMy MarucTpy riyOoOKo IIOHUMATh (pyHKIHOHUPOBAHUE
MEXaHN3MOB 3alIUTH HHPOPMAIMK B cOBpeMeHHbIX VC, a Taroke peraTs BOIPOCH! (POPMUPOBAHIS ONTUTHKH
6€30MacHOCTH, BO3HHUKAOIIIE B X0O/I¢ TPOSKTUPOBAHUS U dKcITyaTanuu nepcrnekTuBHEIX VIC. CTyaeHTs! OyayT yMeTh
BBIOMpATh HEOOXOJMMBbIE IIPOTOKOJIBI OE30IIACHOCTH M IIPeyIaraTh COBPEMEHHBIE METO/IbI 3aIIUThI OT HOBBIX yIpo3
HHGOPMAMOHHOM 6€30ITaCHOCTH;, MPUMEHATH METOBI 3aIIUTHI I(PPOBOT0 KOHTEHTA OT YTPO3 MOTU(PHUKAIIIHN U
HECaHKI[MOHUPOBAHHOTO UCTIONIB30BaHMs Ipu noctpoeHnu MC; pa3pabaTsiBaTh METOAWKHI HOCTPOCHNUS ITPOTPAMMHON H
anmnapaTHOW peaylM3aluy 3alUThl KOPIIOPATHUBHOM CETH C Y4ETOM NPUMEHEHHUS 00JIauHBIX TEXHOJIOTHI; MOCITHPOBATh
paboTy alropuTMOB 3alIUTHl HHGOPMALMK HA 6a3e MaTeMaTHYECKOTO aIapaTa JMHAMUYECKUX JIUCKPETHBIX CHCTEM;
aHAIN3NPOBATH PUCKA (QYHKIIMOHUPOBAHUS CHCTEM 3aIUTHI MH(OPMAITHH.

2. MECTO B CTPYKTYPE OBPA30BATEJIBHOI ITPOI'PAMMBbI

Baox OIT: B1.0

2.1 TpeGoBanus K l'lpe[[Ba]Pl/lTe.]'I])HOﬁ MOATOTOBKE 00y4aI01erocs:

2.2 JucuuIuInHbL (MOLY/14) U HIPAKTHKH, VISl KOTOPBIX 0CBOCHHE JAHHOM JMCUMILINHBI (MOAY/Is1) HEO0X0AMMO KAK
npelecTByloniee:

2.2.1 | Meromoiorus MOAENTNPOBAHHS ¥ COBEPIICHCTBOBAHMUS OM3HEC-TIPOIIECCOB IPEITIPHUATHS

2.2.2 |IIpownsBoncTBeHHAs MPAKTHKA TI0 MTOTYYECHHIO TPO(GECCHOHATBHBIX YMEHMH 1 ONBITA IPO(GECCHOHATBHON e TeTbHOCTH

2.2.3 |IoaroroBka K ImpoIexype 3aIlUThl U 3aIUTa BEITYCKHON KBATH(HUKAIIMOHHOMN paboTHI

2.2.4 | Poborm3anus omsHec-niporieccos (RPA)

2.2.5 |IIpoekTHO-POaYKTOBas TpaHCc(HOpMAIIHS B KOPITOPATHBHBIX HH(POPMAIIMOHHBIX CUCTEMaX

2.2.6 | YnpaBiieHre HHHOBaIIMOHHBIMU M WHBECTUIIMOHHBIMH TIpoekTamu B chepe KT

2.2.7 | OxoHOMHKA HH(OPMAIIMOHHBIX CHCTEM

3. PE3YJIbTATBI OBYUYEHUSA IO JUCIUITIJIMHE, COOTHECEHHBIE C ®OPMHUPYEMBIMHA
KOMIIETEHIIUSIMH

IIK-3: CnocodeH NpoBOAUTHL AHAIN3 U PeHHKUHUPHHT OM3HeC-NPOLeCcCOB, OCYIECTBIATh NPOEKTHPOBAHUE U NOJIEPIKKY
apxutekTypbl 1 nporotus UC

3HaTh:

[1K-3-31 OcHOBHBIE METOIUKH aHATH3a PUCKOB HH(OPMAIIHOHHON 0€30MacCHOCTH Ha IPEAIPHATHH

ITK-3-33 Tumoblie mporpaMMHO-aNIIapaTHBIC CPEICTBA U CUCTEMBI 3alIUTH HH(POPMAIIUU OT HECAHKIIHOHUPOBAHHOTO JOCTYTIA B
KOMITBIOTEPHYIO CPeLy; BUIBI YTPO3 HHYOPMAIIMOHHBIX CHCTEM M METOBI oOecTiedeHns HHPOpManoHHOHM 0e301MacHOCTH;
MPUHIUIEI 0OecTiedeHus] HHQOPMAIIMOHHOM 0e30MaCHOCTH YIPaBICHUS MPEeAIPUITHEM; PUHIIMIIBI 3aIIUTH HH)opMaIy U
obecrnieueHust ”HPOPMALMOHHOM 0€30MaCHOCTH, CBEICHHS 00 OCHOBHBIX Yrpo3aX HH(MOPMAIIMOHHON 0€30I1aCHOCTH B UX
HMCTOYHHUKAX

ITK-3-32 MeTtoas! MOIETPOBaHMS ITOBEACHHS HAPYIIUTEIIS HH(POPMAIIMOHHOH Ge3omacHOCTH. [IpHHINTIEI TOCTpOCHHS 1
(ynkunonupoBanus ceteit [lerpu

OIIK-5: CnocodeH pa3padaTbiBaTh U MOJECPHU3HMPOBATH IIPOrPAaMMHOE U allIapaTHOe odecneyeHrne HHPOPMALIHOHHBIX U
ABTOMATH3HPOBAHHBIX CHCTEM

3HaThb:

OIIK-5-32 OcHOBHBIE KBAHTOBO-MEXaHUYECKUE [IPUHIIUIIBL, JIEXKAIINE B OCHOBE IOCTPOEHUS] KBAHTOBBIX CUCTEM 3aIHUTHI
uHpOpMALUH

OIIK-5-31 CoBpemMeHHbIE METOIBI KpUIITOTpaduyeckoi M cTeraHorpaguueckoi 3auThl THPOPMAITUH

OIIK-5-33 MeTobl 3alUThI TPOTPAMMHOT0 00eCTIeUeHHs OT Yrpo3 HHQOPMAIIMOHHOM 0€30MaCHOCTH, METOIbI 3AIUTHl aBTOPCKHX
IpaB Ha HUPPOBOH KOHTCHT

ITIK-3: Cnioco0eH npoBoANTL AHAJIN3 M PEHHKMHUPUHT OM3HEC-TIPOLECCOB, OCYIIECTBJIATh NPOCKTHPOBAHUE U MOAACPKKY
apxXuTeKTypsl M npotoTus UC

Ymernb:

[1K-3-¥Y2 Anamn3npoBaTh yrpo3sl HHPOPMAIHOHHOM 0€30IIaCHOCTH 1 YS3BUMOCTH CHCTEM 3aIUTHl HH(YOPMAIINH, CTPOUTH MOJIETh
UH()OPMALIMOHHOM 6€30MaCHOCTH C MOTHBIM IIEPEKPHITHEM yIPO3

[IK-3-VY1 Hcnonp30BaTh KOHIEMIUIO YIPABICHHUs PUCKAMH [TPU aHAJIM3€ 3alIMIICHHOCTH HH(OKOMMYHHUKAIIMOHHOMN CTPYKTYpBI
HpenpUsITUS

OIIK-5: Cnoco6eH pa3padaThIiBaTh H MOJEPHU3NPOBATH MPOrPaAMMHOE U aNlMapaTHOe ofecrniedeHne HH(PpOPMAIIMOHHBIX H
ABTOMATH3HPOBAHHBIX CHCTEM

YMmerb:




OIIK-5-Y2 [Ipou3BoauTh pacueT KPUTHUECKOHN JUIMHBI TMHUH CBs3U IpH PNS-aTake Ha KBAaHTOBBIH KaHAI

OIIK-5-Y1 [IpuMeHsATh IpOoCcTEHIne MeTOAB! MNU(pPOBaHUS U AN (POBaHHUS TEKCTOBOW HH(OPMAIIHH, UCIIOJIB30BAaTh HPOTOKOJIEI
paszeneHus u pa30nUeHUs ceKpeTa

ITIK-3: Cnioco0eH npoBoANTbL AHAJIU3 M PEHHKMHUPUHT OM3HEC-TIPOLECCOB, OCYIIECTBJISATh NPOEKTHPOBAHUE H OAJEPIKKY
apxuTeKTypsbl 1 npororus UC

Ymerb:

ITK-3-VY3 IIpumensaTs MeTos! [lapeTo-onTHMu3anmy B CHCTEME MOICP)KKA NPHHATHS PEIICHNH B 00JIACTH MPOSKTHPOBAHUS

CHCTEMBI 3aIUTHl HH()OPMAIIH HA TIPEAIPHATHH

OIIK-5: CnocodeH pa3padaTbiBaTh U MOJECPHU3HMPOBATH IIPOrPAaMMHOE U allIapaTHOe odecneyeHrne HHPOPMALHOHHBIX U
ABTOMATH3HPOBAHHBIX CHCTEM

YMmerb:

OIIK-5-Y3 [Ipon3BoauTh BCTpauBaHUE IU(POBBIX BOASHBIX 3HAKOB B MYJIBTUMEANIHbIEC B IPOTpaMMHBIE (haitiTs!

IIK-3: CnocodeH NpoBOAUTHL AHAIN3 U PeHHKUHUPHHT OM3HeC-IPOLeCccOB, OCYIIeCTBIATL NPOEKTHPOBAHME H MOJICPIKKY
apxuTeKkTypbl 1 npotoTnB UC

Baagern:

[IK-3-B1 Meroauxoii aHanu3a pucKoB HHPOPMAIMOHHOH 6€30I1aCHOCTH MIPU ITOCTPOCHUH CUCTEMBI 3alUThI HH(OpPMaIUu

OIIK-5: Cnocoben pa3padaTbiBaTh 1 MOJEePHU3HPOBATH POrPAMMHOE U aNNapaTHoe odecnedyeHne MHPOPMAIMOHHBIX H
aBTOMATH3HPOBAHHBIX CHCTEM

Baanernb:

OIIK-5-B1 Meronukoii reHepaliuy MceBIoCayYaiHbIX MOCIeI0BATENFHOCTEN ATl JaIbHEHIIIEro UCTIONb30BaHUs B

KpUNTOrpapUIECKUX aITOpUTMaxX

4. CTPYKTYPA U COJAEPKAHUE

Kon Haumenopanue pasneno u | Cemecrp | Yacos | @opmupyemsblie | Jlureparypa | IlpumedaHue KM Boinosan
3aHATHSA TeM /BUJ 3aHATHS/ / Kypc HHIUKATOPBI H JJL. sieMble
KOMIICTeHIUH pecypcsl padoThI
Pazgen 1.
Kpunrorpadguueckast
3amuTa undopmanuu
1.1 ITpoGieMb! cOBpeMEHHOM 1 2 OIIK-5-31 JI1.4 J11.5
kpuntorpadun /Jlex/ JI1.7J12.3713.
4
€
1.2 [Mpakrrueckas padota Nel. 1 3 OIIK-5-Y1 JI1.4 J11.5 P1
N3ydeHne npoToKoIoB JI1.7J12.3713.
pa3OHeHUS U pa3lIeNieHUs 4
cexpera /I1p/ 21
1.3 [ToaroroBka k 3amure 1 6 OIIK-5-31 JI1.4 J11.5
MIpaKTHYECKO paboThl Ne OIIK-5-Y1 JI1.7J12.3J13.
1 /Cp/ 4
€]
1.4 IMpakruueckas pabora Ne 2. 1 2 OIIK-5-V1 JI1.4 JI1.5 P2
Uzyuenne mudpa JI1.7J12.3J13.
[newidepa /Tp/ 4
€)!
1.5 [ToaroroBka Kk 3amure 1 6 OIIK-5-31 JI1.4 JI1.5
IpakTHUecKoi paboTsl Ne OIIK-5-Y1 JI1.7J12.3J13.
2 /Cp/ 4
31
1.6 [pakrmaeckas padora Ne 3. 1 2 OIIK-5-Y1 JI1.4 JI1.5 P3
Jemmdposanue mmudpa JI1.7J12.3J13.
IIPOCTOI! I1epeCcTaHOBKU NIPH 4
MTOMOIIN METO/1a 21
6urpamm /TIp/
1.7 [ToaroroBka k 3amure 1 6 OIIK-5-31 JI1.4 J11.5
MPaKTUYECKO paboThl Ne OIIK-5-V1 JI1.7J12.3713.
3 /Cp/ 4

o1




1.8 IMpakruueckast pabota Ne 4. OIIK-5-B1 JI1.5J12.1J13. P4
V3y4enue peructpoB ciBura 4
C JIMHEWHOW 00paTHOH 21
CBSI3BIO
KaK TeHEepaToOpOB
TICEBIOCTYYaitHBIX
qucen /TIp/

1.9 [ToaroroBka k 3amiure OIIK-5-31 JIT.5J12.1J13.
MpaKTHYECKOH paboThl Ne OIIK-5-B1 4
4 /Cp/ 31
Paznen 2. MoaenupoBaHue
CHCTEM 3alIUTHI
uHpopmanuun

2.1 Puck-opueHTHpOBaHHBIH TIK-3-31 JI1.6J12.7J13.
MOJXOJ B CHCTEMaX 3aIllUThI 2
nHpopmanuu /JIex/ 21

2.2 IMpakruaeckas pabora Ne 5. IK-3-V2 JI1.6J12.8J13. P5
Wzyuenne moaenu 2
HHPOPMAITHOHHON 21322
0€30MaCHOCTH C MOITHBIM
nepexpeiTHeM yrpo3s /IIp/

2.3 [loaroroBka k 3amure TIK-3-31 TIK-3- | JI1.6J12.8J13.
MPaKTUYECKO paboThl Ne y2 2
5/Cp/ 21

2.4 [pakrmaeckas padota Ne 6. IK-3-Y1 IIK-3 | JI1.6J12.7J13. P6
AHanu3 puckoB -B1 2
HHGOPMAITHOHHOH 21322
6e3omacuocty /TIp/

2.5 [ToaroroBka k 3aniure MK-3-31 IIK-3- | JI1.6J12.7J13.
MIPaKTHYECKOH paboThl Ne 33 [IK-3-V1 2
6 /Cp/ 31

2.6 [Ipakruueckas pabora Ne 7. TIK-3-V3 JI1.6J12.4 P7
W3zyueHue cucremMbl JI2.5J13.5
MIOAICPKKU TIPUHSITHUS 21
peleHuii B o61actu
MPOEKTUPOBAHUS CHCTEMBI
3aIUTH HH)OPMAIINU Ha
npexnnpustun /Ip/

2.7 IToaroToBka K 3amure TIK-3-33 TIK-3- JI1.6J12.4
MPAKTHUECKOH paboThl Ne y3 JI2.5J13.5
7 /Cp/ 21

2.8 IMpakruaeckas pabora Ne 8. [IK-3-V1 JI1.6J12.8J13. P8
Pa3pabotka crenapres 2
JIEHCTBUI HApYIIUTEINs 2132
nH(pOPMAMOHHOM
0e30MmacHOCTH C
HCIIOJIb30BAaHUEM CETH
Ietpu /Mlp/

2.9 [ToaroroBka k 3amiure ITK-3-32 TIK-3- | JI1.6J12.8J13.
MIPAKTHYECKOH paboThI Ne Vi 2
8 /Cp/ 21
Pa3nen 3. 3ammura
nu(poBOro KOHTEHTAa 0T
Yrpo3 HH(pOPMALTOHHOIH
0e30macHOCTH

3.1 TexHonoruu 3amuThl OIIK-5-33 J1.1
AJIEKTPOHHOTO JI1.3J12.2J13.
JIoKymMeHTooOopoTa /JIex/ 1J13.4

21

32 [Mpakrrueckas padora Ne 9. OIIK-5-Y3 J1.1 P9
3amuTa nporpaMmMHOIO JI1.3J12.2J13.
obecriedeHus] METOaMU 1J13.4
creranorpaduu /IIp/ o1




33 IToaroToBka K 3amure OIIK-5-33 JI1.1
MPAKTHUYECKOH paboThl Ne OIIK-5-Y3 JI1.3J12.2J13.
9 /Cp/ 1J13.4
21
34 IMpakruueckas pabota Ne 10. OIIK-5-V3 J1.1 P10
3ammuTa 3JEKTPOHHBIX JI1.3J12.2J13.
JIOKYMEHTOB C 1J13.4
WCTIOIb30BaHHEM U (POBBIX 21
BOJISIHBIX 3HaKoOB /I1p/
3.5 IToaroroBka K 3a1ure OIIK-5-33 JI1.1
MPAKTHYECKOH paboThl Ne OIIK-5-Y3 JI1.3J12.2J13.
10 /Cp/ 1J13.4
21
3.6 Ipakrrueckas padora Ne 11. OIIK-5-Y3 J1.1 P11
CTEroKOMIIICKCHI, JI1.3J12.2J13.
JIOTTYCKAIOIINe 1J13.4
KCII0JIb30BaHuE 21
ayuokoHTeiHepos /IIp/
3.7 IToaroToBKa K 3aIuTe OIIK-5-33 JI1.1
TpakTHIecKoit paboTsl Ne OIIK-5-Y3 JI1.3J12.2J13.
11 /Cp/ 1J13.4
21
Pasnen 4. KBantoBbie
TeXHOJIOTHH 3aIIUTHI
HHpopmManumn
4.1 KBanrosas xpunrorpadus u OIIK-5-32 JI1.2J12.6J13.
MEPCIEKTUBBI KBAHTOBBIX 3
TEXHOJIOTHH 3aIUAThI 21
nHpopmanuu /JIex/
42 [Mpakrrueckas padora Ne 12, OIIK-5-Y2 JI1.2J12.6J13. P12
Pacuer kpuTHUECKOH THHBI 3
JMHUM cBsi3u ipu PNS-aTaxe 21
Ha KBAaHTOBBIN KaHAI
Mp/
4.3 [ToaroroBka K 3aniure OI1K-5-32 JI1.2J12.6J13.
MPAKTHUECKOH paboThl Ne OIIK-5-Y2 3
12 /Cp/ a1
5. ®OHJ OLHEHOYHBIX MATEPHUAJIOB
5.1. KoutpoJibHble MeponpusTusi (KOHTPOJILHAsA padoTa, TeCT, KOJJIOKBHUYM, 3K3aMeH U T.I1), BONPOCHI JJIs
CaMOCTOSITeJIbLHON MOATOTOBKHU
Kon KonTponsHoe I_EI){OBepﬂeMme B
KM MepOTIpUATHE JMKATOPEL OIPOCHI AJIS TIOATOTOBKU
KOMITETEHITHIH
KM1 3amura OIIK-5-31;0TIK-5- | JIns 4ero HeoOX0AMMO MpUMEHEHHE NIM(DPOBAHKS C OTKPHITBIM KITIOYOM
MIPaKTUYECKON Vi B TallHBIX MHOTOCTOPOHHHUX BBIYHCICHUSIX?
pabotsr Ne 1. Kak nmpouncxoaut reHeparius Kiodei B anropurme RSA?
Uro o3Hauaer (m, n)-TOpOroBas cxema pa3feeHus cekpeTa.
Haznauenue MHTEpHOIALMOHHOTO NojauHoMa Jlarpanxa.
CyIIHOCTE KUTAHCKON TeOpeMBI 00 OCTaTKaX.
Uem oTinuaeTcst pa3dbueHne cekpeTa OT pas3JielieHus cexpera’?
Yem oTimvaercsi pa30MEHUE CEKpeTa OT TAifHBIX MHOTOCTOPOHHHUX
BBIIUCIICHHI?
KM2 3ammura OIIK-5-31;0IIK-5- | K xakomy kiaccy mmgpoB otHocuTces mmdp [nefidepa? Ykaxure
MIPaKTUYECKON Vi 0COOEHHOCTH MOJOOHBIX MHU(POB.
pabotsl Ne 2. OnummTe NPoNeyphl MU(BPOBAHHS U PACIIU(PPOBAHHUS 10 METOLY

[Tnetidepa.

OreHnTe KPUITOCTOHKOCTh H3yUSHHOTO METO/1a MU (POBAHUS U
BO3MO)KHOCTH HCIIOJIb30BaHUsI OJOOHBIX METOJIOB B COBPEMEHHBIX
KPHIITOCHCTEMAX.

3amm¢pyiiTte cBoro pamumio mudpom [lneiidepa Bpyuanyro. CpaBHuTe
Pe3yJIbTaThl PyYHOTO IU(PPOBAHUSA U HOIYyYCHHBIC C IIOMOIIBIO
mporpammel Playfair.exe.




KM3

3ammra
MPaKTUYECKON
paboter Ne 3.

OIIK-5-31;0I1K-5-
V1

B gem 3axmogaercs OMMCaHHBIN B paboTe METOJ{ BCKPBITHS
Kpunrorpamm?

B gem 3axmovaercst Meton mudpoBanus (pacmmbpoBaHus) ¢
UCTIONIB30BaHNEM IIepecTaHOBOK? Kakue nmepecTaHOBOUHBIE METOIBI
mmdpoBaHus BbI 3HaeTe?

IIpuBeauTe MpUMeEphl UCIOIB30BAHMSI AITOPUTMA IIEPECTAHOBKU B
COBPEMEHHBIX CHMMETPUYHBIX KPHIITOCHCTEMAX.

Kaxue TpeGoBaHMS K HCXOAHBIM TEKCTaM U JJIMHAM KII0Ueit
mmppoBaHus 00ecreyaT MaKCUMAIBHBIN (P QEKT ISl UCIIOIB30BAHHS
M3yYEeHHOTO MeTo/a Aemu(ppOBaHUI?

KM4

3amura
IIPAKTHYECKOU
pabotsr Ne 4.

OIIK-5-31;0I1K-5-
B1

Uro Takoe M-nocnenoBatensHocTh? KakoBsl ee cBoiicTBa? Kakas
OTBOJIHAS MOCIIEIOBATENILHOCTh MO3BOJISIET €€ MONyIuTh? OnuimunTe
npouecc padbotel yetbipexourororo PrCcJIOC: otkyna 6epercs
BBIXOJTHOHM OHT M Kak OpMHUpYeTCs IICeBIOCTydaiHast
MOCJIEI0BATENILHOCTb, KaK IIPOUCXOIUT CIIBUT PETUCTPA, KAK MEHSIETCS
€ro COCTOsIHME, KaK 00pa3yeTcs OUT GyHKIMU OOpaTHOM CBA3H
(npuBemuTe TAOIUILy HCTHHHOCTH Jyis oneparuu XOR ot 1, 2, 3, 4
TIEPEMECHHBIX )

Uro ompenenser cpoiictBo nepuoanaHoctd PrCcJIOC? Ot gero
3aBucut nepuos PrCcJIOC? Kakue MHOTOUIICHBI SIBIISIOTCS
HEMPUBOAMMBIMHU TI0 MOAYITE0 27 ['71e ¥ TS 9eT0 MX MOYKHO ITPUMEHSTh
Ha MpaKTuke?

Uro BXoauT B MoHsTHE «JIMHEHHas CI0XKHOCTh OMHAPHOM
nocienoBaTeabHOCTH»? Kak ee MOXKHO HCIOIb30BaTh U1l OLIEHKU
TICeBNIOCITYYaliHOW OMHapHOW TocienoBarenbHocTH? UTo onpenenser
cpoiicTBo neprogndHocT PrCcJIOC? Ot dero 3aBHCUT MEPUOLT
PrCcJIOC?

Yro Takoe O0TBOJHAS ITOCIICAOBATENFHOCTE? 11 4ero oHa Hy’)kHa B
PrCcJIOC u Ha kakue ero napamerpsl Biauger? YTo Takoe HHUIUAIBHOE
cocrosaue PrCcJIOC? Kakue ecTh orpaHHYeHHUs] Ha 3HAUEHHUE
uHumanbHoro cocrostaus? [Touemy? Uro Takoe 'CITY? Ha uem onun
MOTYT OBITh OCHOBaHBI? Kakue y HUX MperMyIecTBa H HETOCTATKA?

KMS5

3amura
IIPAKTHYECKOH
pabothr Ne 5.

IK-3-Y2;I1K-3-31

Yro Takoe yrpo3a nadopmMannoHHOH 6e3omacHocTH? IpuBennTe
HpPUMEPBL.

Kaxum 06pazoM MOryT OBITh KIIaCCH(HIUPOBAHBI YTPO3BI
nH(pOpMaMOHHOI Oe30macHoCTH?

Yro Takoe ysI3BEMOCTH U YeM OHA OTJIMYACTCS OT YIPO3BI?
Kaxum o6pazom MoxeT ObITh IpoBeeHa KIaccuuKalus
YSA3BUMOCTE?

Kakue monenu 3amuTsl nHGopMmanuy Ber 3HaeTe?

Kakue npezmnonoxeHus J1exaT B OCHOBE MOJICITH C TTOJIHBIM
HEPEKPhITHEM yrpo3?

HasoBure mpenmMymiecTBa M HEJOCTATKA MOJEIH C TTOJHBIM
HEePEKPBITHEM YTPO3.




KM6

3ammra
MPaKTUYECKON
paboThr Ne 6.

TIK-3-31;1TK-3-
33:T1K-3-V 1;[IK-3-
V2:TIK-3-B1

Kaxas nndopmarnus qomkHa 66T coOpaHa Ha 00BEKTE OLIEHKH IS
MPOBE/ICHNS aHAITN3a HH(POPMALMOHHBIX PHCKOB?

B kxakux eguHUIAX M3MEpsETCs PICK HHPOPMAIIMOHHOH Oe30macHOCTH?
Bribepute onTHMaNbHYIO CTPAaTErHIO YIPABICHUS PHCKAMH B
CIIeyIOIIeM ciiyyae: BeO-cepBep KOMIIAHUH HaXOIUTCS BHYTpU
KOPITOPaTUBHOW CETH U €ro MporpaMMHOE o0ecIieyere, BO3MOXKHO,
COZIEPKHUT YA3BUMOCTH.

Kaxyro napopmannio HeoOX0MMO MOTYYUTh HAa 0OBEKTE OLIEHKH IS
oIpeeNeH s yiepa 1o yrpo3e «HapyluIeHHE IEITOCTHOCTH
nHpopManum»?

Kaxyro nH(popManuio He0OXOMMO TMOTYYUTh HA OOBEKTE OLEHKH IS
omnpeneneHus yuepoa o yrpose «HapylieHHe KOH(GHIeHIMaTbHOCTH
uHpOpMAITUI» ?

B ciryuae ananm3a puckoB HHPOPMANMOHHOM CHCTEMBI Ha 6a30BOM
YPOBHE KaKUMH CTaHJApTaMH B 00JIaCTH 3alIUTHl HH(pOpMaIu
HEOOXOIUMO PYKOBOACTBOBATHCS?

B ciygae monHOTO aHann3a pruCKOB HHMOPMAIIMOHHBIX CHCTEM KakKue
HOAXOIBI OOBIYHO UCIIOIB3YIOTCS Ha IPAKTHKE?

Kaxue sTansl 1omkeH BKIIOYaTh ayIUT HHPOPMAUOHHON
6e3omacrocTu?

Kak ocymecsmnsercs ananu3 HHGOPMaIHOHHBIX PHCKOB, YTPO3HI U
YSI3BUMOCTH CHCTEMBI TI0 IBYM (hakropam?

Kaxk ocymiecnisiercs: aHanu3 HHGOPMAMOHHBIX PHCKOB, YTPO3bI U
YSI3BUMOCTH CUCTEMBI TI0 JIByM (hakropam?

KM7

3amura
IIPAKTHYECKOU
pabotsr Ne 7.

IK-3-V3

Kaxwne TpebGoBaHMs IpeIbIBISIOTCS K HA00PY KPUTEPHEB JUTSA OLCHKH
AJIbTEPHATUBHBIX PEIICHUH?

Kak orieHrBaeTcst BAXKHOCTb KpHUTEPHEB?

IMpuBenuTe KIaccH(pUKAINIO 3a/1a4 IPUHATHS pEIICHUHA B 001acTn
MPOEKTUPOBAHHS CHCTEM 3aIUTHI HH(POPMAIIHH.

HasoBuTe OCHOBHbIE STaNbl NPUHATHS YIPABICHUYECKUX PELICHHH B
00J1aCTH TIOCTPOCHYS 3alHUIIEHHBIX CHCTEM 00paboTKH HH(OPMaLUH.
[MpuBenuTe mpuMep TeHepUPOBAHIS MHOXKECTBA ATBTEPHATHB C
IPUMEHEHHEM KCIIEPTHBIX METOJI0B MIPH Pa3pabOTKe CUCTEMBI 3aIlUTHI
nH(OpMALIUH.

ITpuBeauTe MpUMep UCIIOIB30BAHUS METO/Ia CTPOYHBIX CYMM JUIS
COCTABJICHHS MATPHUIIBI ANbTEPHATUBHBIX IIPOEKTOB CHCTEMBI 3aIUTHI
UHPOPMALIUH.

Coopmynupyitre npuniumn [Tapero. B 4eM 10cTOMHCTBA U HEJOCTaTKH
€ro IMPaKTUYECKOTO MPUMEHEHHUS [UTS IPHHATHS YIPaBICHIECKAX
pelreHui B 00J1aCTH MOCTPOEHHS 3AIUIICHHBIX CUCTEM 00paboTKu
nHpopmanuu?

Yro moHMMaeTCst MO MapeTo-ONTHMAIbHEIM MHOKECTBOM?

Kakue nornoaHnTENbHBIC BO3MOXKHOCTH ITPEAOCTABIISAET METOX
JOCTIDKMMBIX LIeNed ISl IPUHATHS yIPaBICHUECKUX PELIeHHIT B
00J1aCTH OCTPOCHUS 3alMIIECHHBIX cUcTeM 00paboTku nHdopmannu?
OnumuTe MOCIeJ0BaTeIFHOCTD IIaroB IPH NCTIOIB30BaHUH ITapeTo-
ONTHMHU3AINH B BBIOOpE AIbTEPHATHBHEIX IIPOCKTOB CUCTEMBI 3aIIUTHI
nH(OpMaLIUH.

KM8

3amura
MIPaKTUYECKON
paboTsr Ne §.

ITK-3-B1;I1K-3-32

B uem otnuuue cereif Ilerpu oT apyrux cnoco00B MOAENUPOBaHUS B
CHCTeMax 3aIuThl HHGOpMAIn?

Kakim 06pa3omM MOXKHO HHTEPIPETUPOBATH MO3UINN U IEPEXOIBI TIPH
pa3paboTKe ClieHapueB OeHCTBUS HApyIIUTENs Ha 00beKTe
HMH(OpMATH3ALNH ¢ HCToIb30BaHueM ceTh [lerpu? IlpuBenure
KOHKPETHBIEC TIPIMEPHI.

B uem 3aknrouaeTcs orpaHUYeHHOCTb UCIOJIb30BaHus cerel Ilerpu nis
MO/ICITUPOBAHMSI IIPOLIECCOB, POHCXOISIINX B HHYOPMALMOHHBIX
cucremax?

Kakim 06pa3omM MOXKHO HHTEPIPETHPOBATH UCTIONH30BAaHHE MAPKEPOB B
ceru Iletpu npu MoaenupoBanuu AedcTBuid Hapymurensa? [pusenute
KOHKPETHBIE TIPUMEPBI.

Kakwe BEIBOIBI MOXKHO CZIENIaTh O JOCTIKAMOCTH KOHEYHON IIEeNH aTak
npu 3amycke pa3paboranHoit cetu [letpu?




KM9

3ammra
MPaKTUYECKON
paboThr Ne 9.

OIIK-5-33;0I1K-5-
V3

[epeunciuTe cIocoOBI 3aIUTEI IPOTPAMMHBIX IIPOAYKTOB. YKaXKUTE
UX JOCTOMHCTBA U HEOCTATKH.

Kaxwie MeTobI BKTIOYAET IOPHIMYIECKAs 3alIiTa TPOTPaAMMHBIX
npoaykToB? OXapaKkTepu3yiTe OCHOBHBIE U3 HUX.

Ilepeuncnure OCHOBHBIE MEXIYHAPOAHBIE H OTEUECTBEHHBIE
HUCTOYHUKHI

3aIINTHI IPaB aBTOPOB IIPOTPAMM.

B gem 3axmogaercs nporeaypa IHLneH3upoBaHus mporpamm? Kaxumu
HOPMAaTUBHBIMHU JOKYMEHTAMU PEryJIMpyeTCs MPOLECcC TULEH3UPOBAHUS
nporpamm?

[NepeuncianTe TEXHUYECKHE METOIBI 3aIIUTHI TPOTPAMMHBIX IIPOTYKTOB.
Kpartko oxapakrepusyite Kaxaplii U3 HUX.

Kaxue MeTonp! creranorpamu MOTYT HCIOIB30BATHCS IS 3aIIUTHI
MPOrpaMMHBIX IIPOITYKTOB?

CpaBHHTE METOJIBI CTETaHOTPahHUIECKOIl 3aMUTHI U TEXHHYECKOI
3auutsl [10.

Kakue ocodbeHHOCTH CTPYKTYpHI PE-(aiiioB 1af0T BO3MOKHOCTh

3¢ PeKTUBHOTr0 BHEAPECHUS IUPPOBBIX BOSHBIX 3HAKOB?

Onumure CyTh MeTOa BHeIpeHus kona B PE-daiinsl 3a cuer
pa3MelIeHus KoAa B CBOOOAHOM MeCTE MPOrpaMMbl (MHTErpaLys).
Kaxoii u3 meronos BHenpeHus kona B PE-Qaiisl ucmons3yercs B
nporpam me Filigrana? Onuimmre cyTh 3TOro MeTo/a, €ro JOCTOMHCTBA
Y HEJJOCTATKH.

Kakue criocoOb1 00Hapy»)eHus1, n3BieueHus U Moauukanuu [1B3 Bb
MOJKETE MPEI0KUTD ISl U3y4EHHOTo MeToAa 3amuTel [10?

KM10

3ammra
MPaKTUYECKOU
paboter Ne 10.

OIIK-5-33;0I1K-5-
Vy3

Iepeunciute ciocoObI 3aIUTEI U(POBBIX TPAUUECKIX
H300pakeHnil 0T MOAU(DHKAIIMU U HECAHKIIMOHUPOBAHHOTO
UCIIONIB30BaHMsA. YKaXKUTE X TOCTOMHCTBA M HEJJOCTATKH.

B gem ocobeHHOCTD POOACTHBIX, XPYTKUX U IMOIYXPYHIKAX IH(POBBIX
BOJISIHBIX 3HaKOB? KaKoBbI OrpaHUUCHUS B UX UCIIOIB30BAHUS IS
3aLUTHI JIEKTPOHHBIX JOKyMEHTOB?

IMepeuncnnTe OCHOBHBIE MEXIYHAPOAHBIC U OTCIECTBEHHBIC
HUCTOYHUKHI

3aIIUTHI [IPaB aBTOPOB [H(PPOBOro rpaiuecKOro KOHTEHTA.
Anroput™ Xcy 1 By — 0coOe€HHOCTH peani3ani, JOCTOMHCTBA U
HEJJOCTaTKU.

Anroput™m Opuapux — 0COOCHHOCTH peanu3alii, J0CTOMHCTBA U
HEIOCTaTKH.

Kaxne MeTos! creranorpamu MOTYT HCIOIB30BATHCS IS 3aIIUTHI
rpadudeckux (ainos?

CpaBHUTE METOABI CTEraHOrpaUUECKOi 3aLIUThI U
KPUNTOTpapUIECKOH 3aIIUTEL.

Anroput™ B. A. MuTeknHa — 0COOCHHOCTH pean3aIiii, JOCTOMHCTBA
Y HEJJOCTATKH.

B 4eM 3akimiouaercs ycoBeplieHCTBOBaHUE airopurMa B.A. Murekuna
B IIPOTPAMMHBIX ITPOIYKTaX, UCIIOIb30BAHHBIX B 1a00paTOpHOH
pabote? Ouennre 3¢ (HEKTUBHOCTH HCCIEAOBAHHOTO aITOPUTMA JIJISt
BcrpauBanus [[B3 ?

[MoncuunTaiiTe MakCHMaTBbHBIX 00beM BeTpanBaeMoro 1[B3 B OuHapHOE
n3zo0paxxenne pazmepom 1024x128 nukceneii: a) B 6J10ku 3% 3 MUKCeIs,
0) B OJ1OKM 7X7 MHKCENEH.

IMoncuunTaiiTe MakCMMaIbHBIX 00beM BeTpanBaemoro 1[B3 B

MOy TOHOBOE M300pakeHue (256 rpamamuii ceporo) pazmepom 512x256
MUKCENEeH:

a) B 010k 3%3 mukcenst, 6) B OJ10ku 7X7 MUKCENEH.




KM11

3ammra
MPaKTUYECKON
paboter Ne 11.

OIIK-5-33;0I1K-5-
V3

CdopmynupyiiTe OCHOBHBIE OTIMYMS CTEraHOTpapUUECKUX U
KpHUIITOrpauuecKhX METO/I0B 3alUThl HHPOPMALMOHHBIX pecypcoB. B
YeM JTOCTOMHCTBA M HEJOCTATKA KaXKJJOT0 U3 METOHOB?

[NepeuncinTe mecTs OCHOBHBIX PEXXUMOB paboTsI porpammel Invisible
Secrets-4.

B kakux ciydasix BBl MOXKETE IOPEKOMEHI0BAaTh UCIIOIb30BaHUE
Ka)XJI0T0 U3 PEKUMOB?

Onenure > dekTuBHOCTH paboTh! MporpaMmsl Invisible Secrets-4 ¢
rpaduueckumu 1 ayuo daiinamu pasTMYHbIX THHOB. [l1st 3TOTO B
pexuMe “creraHorpadus’”’ BCTpOITe JaHHBIE B KOHTEHHEPHI Pa3IMIHBIX
(hopMaTOB, CpaBHHTE IIyCThIC U 3aII0JIHEHHBIC KOHTEHHEPHI, cAenaiire
BBIBO/IBI.

[Ipu BCTparBaHUM JAaHHBIX B P&KUME “‘cTeraHorpadus’” UCIoab3ynTe
pa3IIYHbBIe ANTOPUTMBI JUTS IMH(QPOBAHUS BCTPANBAEMbIX JTaHHBIX.
CpaBHHTE ITyCTHIE U 3aMI0THEHHBIC KOHTEHHEPHI, KaK H3MEHSACTCS
pa3Mep 3aroHEHHBIX KOHTEHHEPOB B 3aBHCUMOCTHU OT METOJA
mm¢poBanua? [ToueMy BBI TIOTyYHIIH TaKie pe3yIbTaThl, 000CHYHTE.

KM12

3amura
IIPAKTHYECKOH
pabotsr Ne 12.

OIIK-5-32;0I1K-5-
y2

Kaxwe pu3naeckie IpHHITUITEL IEKAT B OCHOBE KBAHTOBOH
kpunrorpadun?

[TosicuuTe Ha3HaUeHKE U NPUHLMI paboTH! anroputma BB84.
Ornmmmte anroput™ bernera. B gem 3axmodaroTcst ero ocobeHHOCTH?
Kaxkwue ys3BuMocTu KBaHTOBBIX KpunrocucteM Bam u3BecTHbI?
IIpuBeaute npumepsl.

Yro Takoe KBaHTOBAs 3allyTAaHHOCTb U B KAKUX MPUJIOKEHUAX
KBAHTOBBIX TEXHOJIOTHI1 3aIIUTHI HHOOPMALINH OHA HCTIONIB3yeTCs?
OnumuTe TPOTOKOJI KBAHTOBOTO PacIpeeleHIs KIouel ¢
ucnonb3oBanuem JIIP.

Kakum 00pa3oM MoXkeT ObITh OCYIIECTBIICHA aTaka Ha MpoTokoa BB84?
Kaxum 06pa3zom MoxeT OBITh OCYIIIECTBIICHA aTaka Ha MPoTokon B92?
Uro takoe PNS-artaka u kakuM 00pa3oM OHa OCYILIECTBISAETCS?

Yro Takoe KpUTHUYECKas AJIMHA JIMHUM CBSI3U U KaKUM 00pa3oM OHa
BbIuncisiercd B cixyyae PNS-ataxu?

5.2. Ilepeyenb paGoT, BHINOJIHSE

MBIX 110 JUCHUIIJINHE (

Kypcosas padora, Kypcosoii npoexr, PI'P, Pedepar, JIP, IIP u 1.11.)

Kox Hasparue IIposepsiemble
paboTs! paboTs! HHIMKATOPBL Copaepxanue paboThI
KOMIIETEHIN I

P1 IIpaxruueckas OIIK-5-Y1 M3ydenne Ha MPaKTUYECKUX IIPUMEPAX IPOTOKOJIA TAWHBIX
pabota Nel. MHOTOCTOPOHHUX BBIYHUCIICHUN HA OCHOBE airoputMma RSA, cxembl
Uzydenue pa3OHeHMsI CEKpeTa C MOMOIIBI0 TAMMHPOBAHUS, CXEM pa3feICHUS
MIPOTOKOJIOB CEeKpeTa C MOMOIIBI0 HHTEPIOSIIMOHHBIX TOTMHOMOB Jlarpanxa u
pasbueHus u KUTaHCKOM TeopeMbl 00 OcTaTKax.
pasieNeHus CeKpeTa

P2 [Ipakruueckas OIIK-5-V¥1 W3ydeHre pUHIIMIIOB TOCTPOCHUS MU(PPOB 3aMEHBI Ha IPUMEpe
pabota No 2. mmdpa [Tnetidepa.
CHUMMeTpHYHbIE
KPHUIITOAITOPUTMBI.
Mudp [Mnetidepa.

P3 [Ipakruyeckas OIIK-5-Y1 N3ydenne mmdpoB NepecTaHOBKH U MPOCTEHIIIIX METOJI0B X
pabota Ne 3. KpUIITOaHAJIN3a
Jemudponanue
mmdpa mpocTon
MePECTaHOBKHU MPH
ITOMOIIY METO0/1a
ourpamm.

P4 [Ipakruueckas OIIK-5-B1 N3zyuenue npuHImma paboThl reHepaTopa MCeBI0CTY YaliHbIX
pabora Ne 4. [0CIEJ0BAaTENbHOCTEN, OCHOBAHHOI'O HA PETUCTPE CABUTA C IMHEUHOU
Wzyuenue 00paTHOM CBSI3BIO.

PETUCTPOB CIBUTA C
THEHHON 00paTHO
CBSI3BI0

KaK reHepaTopoB
IICEBJIOCTYYalHBIX
qHcen




P5

IIpakruueckas
pabota Ne 5.
W3yuenue monenu
nH(GOPMAIMOHHOH
6e301macHOCTH C
HOJTHBIM
TIEPEKPBITHEM YTPO3

IK-3-¥2

W3y4enne NpUHIMIIOB TOCTPOSHHUS TIOJUTUK O€30MaCHOCTH M MOJIeNei
uHpopMannoHHOI 6e3omacHocTH. COCTaBICHHE MOJICIH C MOJTHBIM
MEPEKPBITHEM YIPO3 Ha MPUMEPE KOHKPETHOTO MPEIPHUITHS.

P6

IIpaxruueckas
pabota Ne6. Ananus
PHCKOB
nHGOPMAMOHHOH
6e3omacHoOCTH

IK-3-31;I1K-3-
V2;IIK-3-B1

AHanu3 prucKoB HHPOPMAITUOHHON 0€30IMaCHOCTH MPEATPHSITHS IO
meronuke COBIT.

P7

IIpaxruueckas
pabota Ne 7.
W3yuenue cucTeMsl
HOJICPIKKI
MIPUHATHS pelLIEHUI
B o0Js1acTu
MIPOEKTHPOBAHI
CHCTEMbI 3aIUTHI
nHbOPMALIIU Ha
MPEANPHUITAN

I1K-3-V3

N3yuenue npuHuunos [lapeTo-onTuMu3anum U CUCTEMBI MOAJEPIKKI
MPUHATHS PEIICHUH B 001aCTH MPOSKTUPOBAHUS CHCTEMBI 3al[UThI
WHPOPMAIIUH Ha TIPESIIPUATHH, TIOCTPOSHHON Ha OCHOBaHUH METO/Ia
JNOCTYKUMBIX IIEIEH.

P8

IIpaxrrueckas
pabora Ne 8.
Pa3pabotka
CLIEHapHeB JieiicTBUi
HapyIINTENs
UHPOPMALMOHHON
6e30macHOCTH C
HCTIONTE30BaHAEM
ceru Ilerpu.

IK-3-32;I1K-3-
V2;I1K-3-B1

HM3y4enne npuHIMIIOB IOCTpoeHus cereit [lerpu u pazpaboTka
CIIEHapHeB JeUCTBUI HapymIHTest HHGOPMALHOHHOM 6€30MacCHOCTH €
UX MCHONb30BAHUEM.

P9

[Ipakruueckas
pabora Ne 9. 3amura
MIPOTPaMMHOTO
obecrieueHust
METOJaMHU
cTeraHorpaduu

OIIK-5-V3

N3ydenne cioco0OB 3aIUTHl IPOTPaAMMHOT0 00ECHIeUSHHUSI.
ITpuMeHeHue cTeraHorpa)IeCKIX METOIOB.

P10

[Ipakruueckas
pabora Ne 10.
3amura
JJIEKTPOHHBIX
JIOKyMEHTOB C
WCTIOB30BaHIEM
IU(POBBIX BOISHBIX
3HAKOB

OIIK-5-Y3

W3ydenne crioco00B 3aIUThl JCKTPOHHBIX JIOKYMEHTOB C
WCTIOJIb30BaHIEM I (POBBIX BOASHBIX 3HAKOB.

P11

IIpaxrrueckas
pabora Ne 11.
CTeroKoMILIEKCHI,
JIOIYCKAIOIINE
HCIIOJIb30BaHNE
ay/IMOKOHTEHHEPOB

OIIK-5-Y3

Nzyuenne nporpammuoro komruiekca INVISIBLE SECRET u
MPUHIUIIOB CTEraHOTPapUUECKOTO BCTPauBaHUs HHPOPMAIUH B
Ay TUOKOHTEHHEPHI.

P12

[Ipakruueckas
pabota Ne 12.
Pacuer xputnyeckoi
JUIUHBI TUHUH CBA3U
ripu PNS-arake Ha
KBaHTOBBII KaHAI

OIIK-5-Y2

M3yuenne aTak Ha kaHaJl KBAHTOBOM CBSA3HM U pacueT KpUTHUECKOM
JUIMHBI TMHUHM CBsA3K NIpu PNS-aTake Ha KBaHTOBBIH KaHAaI.

5.3. OueHouHble MaTepuabl, HCIOJIb3yeMble IS IK3aMeHa (onucanue OWJIeTOB, TECTOB M T.II.)

DK3aMeH 110 HaHHOI;‘I JAUCTUIIIIMHE HC IPCAYCMOTPCH.




5.4. MeToauka OLIeHKH 0CBOCHHS NUCHMILIMHBI (Moay/1s, npakTuku. HAP)

TpeboBaHuUs K OLIEHUBAHUIO: 3aUET.

CucTeMa OICHUBaHMUSI, UCTIOJIb3YeMast IJIsl OIICHKH YCIIEBAEMOCTH TI0 JIUCIUITINHE OaTbHO-pEeHTHHTOBas. ITOroBas ycreBaeMoCTh
00ydJaroIIerocs 3a CEMeCTp OLICHUBAETCS C MTOMOIIBIO TEKYIEro KOHTPOJIS H IPOMEKYTOYHON aTTECTAIHH.

Tekymmuit KOHTPOJIb PECTABISET COOOW IIPOBEPKY YCBOCHHS YIEOHOTO MaTepHaia TEOPETHYCCKOTO U MPAKTUIECKOTo Xapakrepa,
PETYISPHO OCYIIECTBISIEMYIO Ha TPOTSHKEHUH ceMecTpa. OCHOBHBIE (POPMBI TEKYIIEro KOHTPOJIS (TEKyIIel aTTeCTallui) — OTYETHI
0 BBIITOJTHEHHBIM MPAKTUYECKUM padoTaM U ux 3amuTa. OCBOSHHE TUCIMIUIMHEL, €€ YCIIEITHOE 3aBEePIICHHE Ha CTa UM
MIPOMEXKYTOYHOTO KOHTPOJISI BO3MOXHO TOJIBKO IIPU PEryJIsipHOM paboTe BO BpeMs CeMeCTpa U IIIaHOMEPHOM MPOXO0KACHUN
TEKyIIET0 KOHTPOJIS.

IIpomexxyTouHas aTTecTalys OCYIIECTBISETCS B KOHIIE CEMECTpa U IPOXOJUT B BUJIE 3a4€Ta.

Jns 3aBepreHns: pabOTH B ceMeCTpe U VI MOIyYeHHMS JIOMTyCcKa K MPOMEKYTOYHOH aTTecTalnny 00yJaomuiics JODKeH
BBITIOJTHUTD BCE MEPOIIPHUATHS TEKYIEro KOHTPOJIS, IPEAYyCMOTPEHHBIE YIeOHBIM IUIAHOM U IPOTPAMMOI1 JUCIUILINHEL,
BKITIOYAIOIUE TONHBII KOMILIEKT NOATOTOBIEHHBIX U 3alIUIIEHHBIX OTUETOB MO MPAKTUYECKUM pabOoTaM.

Kpurepun orieHUBaHUS OTYETOB 10 MIPAKTHIECKUM paboTam:

OTIIMYHOY»: 00YJAFOITHICS JEMOHCTPHPYET CUCTEMHOCTh 1 TITyOUHY 3HAHHH, BIafeeT HaydHOIH TepMHUHOIOTHEH B 00JIaCTH
COBPEMEHHBIX TEXHOJIOTHH 3aIUThl HH)OPMAIIHH, CTHINCTHYSCKU TPaMOTHO, JIOTUYECKH MPABIIILHO U HCUEPITBHIBAIOIIE OCBEIIACT
MOCTaBIIEHHBIE BOTIPOCHI; JAET MOJTHBIE U ApTYMEHTUPOBAHHBIE OTBETHI HA TOTIOJIHUTEIBHBIE BOIIPOCHI;

«XOPOIIOY»: 00YJAIOIIUICS TeMOHCTPUPYET JOCTATOUHYIO ITOJHOTY 3HAaHHUH (IIPY HAIMYUH JINIIH HECYIIECTBCHHBIX HETOYHOCTEH B
OCBCIICHUH OTACIBHBIX BOIIPOCOB), BlIa/IeeT HAYTHOW TEPMUHOJIOTHEH B 00JIaCTH COBPEMEHHBIX TEXHOJIOTHH 3aIIUTHl HH(OpMAITIH,
CTUIMCTUYECKU IPAMOTHO, JIOTHUECKH MPaBUIBHO U JJOCTATOYHO TOJIHO (IIPOITyCKasi MIIM HETOYHO U3Jaras OTeIbHbIe
CYIIECTBEHHBIE JIETANIN) OCBEIAET IIOCTABIEHHBIE BONIPOCHI; IPU OTBETAX HA JOMOJIHUTENBHbBIE BOIPOCH! HEAOCTATOUHO MOJITHO
PacKpBIBaET UX CYIIHOCTb, IOITyCKaeT He3HAYUTEIbHBIC OIINOKH, HO NCTIPABIIACTCS IIPH HABOIAIINX BOIIPOCAX;

«yZIOBIETBOPUTENBHOY: 00yYaroIuiics 1eMOHCTPUPYET JOCTATOUHBIE 3HAHUS 110 OCHOBHBIM BOIIPOCAM B paMKaX IPOrpaMMbl
JUCITUITIMHEI, HO JIOITyCKAaeT ITPX 3TOM HETOYHOCTH; B JOCTATOYHOH Mepe UCIIONB3YeT HayUHYI0 TEPMHUHOJIOTHIO B 00JIaCTH
METpPOJIOTHH, CTAHAAPTU3ANNH U CepTH(UKAINH, B OCHOBHOM CTPYKTYPHPOBAHO M COMIEPKATEITHHO M3JIaraeT CyIHOCTH BOIIPOCOB,
JIOIycCKasi IPU 3TOM HE3HAUHUTeNIbHbIE OMIMOKH, KOTOpPhIE IPH HABOSIINX BOIIPOCAX MOXKET UCIIPABUTH; IPH OTBETaX Ha
JIOTIOJTHUTEIIBHBIE BOIIPOCHI JOITyCKAaeT OMIMOKH HENPUHIUIUAIBHOTO XapaKTepa;

«HEYAOBIETBOPHUTEIBHOY»: 00yUaIOMHUIiCcS AEMOHCTPUpPYET (PparMeHTapHbIC 3HAHNS B PaMKaxX MPOrpaMMBbI AUCIUIUIIHEL, HE BIaeeT
MHHHMaJIbHO HEOOXOIMMOH HayYHOH TEpMHUHOJIOTHEH B 00JIaCTH COBPEMEHHBIX TEXHOJIOTHH 3alUThl HHYOPMALUH; IOIyCKaeT
rpyOBIe JTIOTHYEeCKIe OMMOKH, OTBEYAsT Ha IIOCTABJICHHBIE BOIIPOCKHI, KOTOPBIE HE MOYKET UCTIPABUTH CAMOCTOSTEIEHO.

VcnoBus MoNy4eHus 3a4eTa; 3a4eT M0 AUCLMIUIMHE MPOCTABIAeTCs 00yYaloImeMycsl, BBITOIHUBLIEMY Ha MOJIOXHTEIBHBIC OLICHKH
BCE IIpaKTHYecKre paboTH 1 HabpaBIeMy B HTOTe He MeHee 36 OaioB.

Meroauka pacyéra 6asIoB (IEPBOE YHCIO — MUHUMAIbHbBIEC GaIbl TS OIOXKHTENBHON OLIHKH, BTOPOE YHCIIO — MAKCHMAJIbHbIC
Oasubn):

— OLIEHKA TI0 TIPaKTUIecKoi padoTe (B Oajutax) = OIeHKa 32 COCTABJICHHE U 3aIUTy 0TuéTa = 3 — 5;

CymMa HaOpaHHBIX OAJIIIOB 3a BBIMOJIHEHHE 00YJaIONMM s ABEHAAIIATH IpakTHYeckuX padot: (3 —5) x 12 =36 — 60.

6. YHAEBHO-METOAUWYECKOE U HTHO®OPMAIIMOHHOE OBECIIEYEHHUE

6.1. Pexomenayemas jutepartypa

6.1.1. OcHoBHas IMTEpaTYpa

ABTOpBI, COCTaBUTENIU 3arnaBue Bubmmorexa W3narenscTBo, rof
JI1.1 |®DabpuunoB A. T, Kon¢unenmmansaoe OnexrpoHHas GMOIMOTEKA Mocksa: Jloroc, 2011
Hémymxus A. C., JIENIONPOU3BOICTBO U
Konppamosa T. B., 3aIUIIEHHBIN 371€KTPOHHBIN
Kynses H. H. JIOKyMEHTOO0OPOT: YICOHHK
JI1.2 |HWnbuues E. B., KsanToBas na(popMaTHKa 1 OnexrpoHHas 6nbMMoTeKa HoBocubupck:
I'punbepr 4. C. KBaHTOBBIE OMTHI HA OCHOBE HoBocubupckuii
CBEPXIPOBOJHUKOBBIX rOCyAapCTBEHHBIN
JOK03e(DCOHOBCKUX CTPYKTYP: TEeXHUYECKUH YHUBEPCHTET,
y4eOHHUK 2013




ABTOpBI, COCTaBUTENH

3arnaBue

Bubanoreka

W3narenscTBO, TOI

JI1.3 [Hecrepos C. A. OcHOBBI HH(OPMALTMOHHON OnexrpoHHas GHOIMOTEKA Cankr-IlerepOypr:
6e3omacHOCTU: yueOHOE WznarenbcTBO
nocobne INonuTexHUYECKOro
yHuBepcurera, 2014
JI1.4 |Mmyxosa E. A, Kpunrorpaduueckue DnexrpoHHas ONOINOTEKA Taranpor: FOxHbri
Jlo6oBa E. A. MIPOTOKOJIBI U CTAaHJAPTHI: (benepanbHbIii YHUBEPCUTET,
y4aeOHoe mocodne 2016
JI1.5 | Kupnuunukos A. IT., Kpunrorpagmuaeckiie MeToasl OnexrpoHHas GHOIMOTEKA Kazanb: Kazanckuil HayyHO-
XaiOymmuna 3. M. 3aIIUTHl KOMIIBIOTEPHOM HCCJIEIOBATENIbCKHUI
uHpOpMaLUH: yaeOHOe TEXHOJIOTHUECKUN
nocobue yausepcurer (KHUTY), 2016
JI1.6 | Menwsaukos B. I1., HNudpopmannonHas bubimorexa MUCuC M.: ACADEMIA, 2008
Kneitmenos C. A., 0E30MaCHOCTh U 3alTUTa
IetpakoB A. M., nHpopManuu: yued. mocodue
Kuneiimenos C. A. IUTSL CTY/I. BY30B, 00y4. TIO
cren. 230201
"NadopManuoOHHbIE CUCTEMBI U
TexHogoruu"
JI1.7 | Koctun B. H. MeTo/b1 ¥ CpeACcTBa 3aIUThI DneKkTpoHHas OUOIMoTEeKa M.: [MUCuC], 2018
KOMITBIOTEPHOH HH(OPMAITHH.
Kpunrorpaduaeckue merost
3auThl nHGopmanuu (N
3086): yued. mocobue
6.1.2. JlonoiHUTeILHAS JIMTEpPaTypa
ABTOpBI, COCTaBUTEIU 3armaBue Bubnmotexa W3narenscTBo, rox
JI2.1 | bammnst I1. H., Wudopmannonnas OnexrpoHHas 6nOMMoTEKA Mocksa: EBpasuiickuii
Bapanora E. K., 6e30macHOCTh: y4yeOHO- OTKpBITBII HHCTUTYT, 2011
Bbabam A. B. MpaKTU4YecKoe nocodue:
yaeOHOe rmocodue
JI2.2 |MunuuH U. B., MunanH | 3ammta KOHQHISHIUATBHOW DnekrpoHHas ONOINOTEKA HoBocubupck:
O.B. uH(popManuH Ipu HoBocubupckuii
3JIEKTPOHHOM roCyJapCTBEHHBIN
JIOKYMEHTOO00poTe: yueOHOe TEeXHUYECCKUH YHUBEPCHTET,
nocobue 2011
JI2.3 |Jlanonuna O. P. Kpunrorpadudeckue 0cHOBBI OnexrpoHHas GuONIMOTEKA Mocksa: HanuoHanbHbIi
0e30macHOCTH: y4eOHOe OTKpBITHIH YHUBEPCUTET
mocooue «MHTYHUT», 2016
JI12.4 | Hoppep . A. MeTobl ¥ CHCTEMBI IPHHATHSL | DJIeKTpOHHAs OUOIHOTEKa Kpacuosipck: Cubupckuii
pemreHnii: yaebHoe mocodue (benepanbHBI YHUBEPCUTET
(CDY), 2016
JI2.5 |Henwsix A. H,, Lensix | AmanTuBHbIC DneKkTpoHHas OuOIMoTeKa Pocros-na-Jlony, Taraupor:
JI. A., bapkoBckuii C. | mHQOpMAIIMOHHBIE CUCTEMBI OxHBIH QenepabHbIH
A JUISL TIOAAEPKKU TIPUHATHUS yHuBepcurer, 2018
peleHuii: MoHorpadus
JI2.6 | benunckuii A. B. KBanTOBBIC U3MEpEHHUS: DneKTpoHHas OMOIMOTEKa Mocksa: BUHOM.
y4aeOHoe mocodne JlabopaTopus 3HaHui, 2015
JI2.7 | Bummnskos fI. /1., Oomas Teopust pHCKOB: yueo. Bbubmmorexka MUCuC M.: ACADEMIA, 2007
Panaes H. H. nocoOue IS CTyA. BY30B,
00yu. mo crent. "MeHeIKMEHT
opraHuzanuu"
JI2.8 | Anuramos A. 3., OneMeHTHI Teopun rpadoB U Bbubnmorexka MUCuC , 2009
Makapos I1. B., ONTHUMM3AIMS Ha CETIX
Cemenona H. B.
6.1.3. MeTroauyeckue pa3padoTku
ABTOpBI, COCTaBUTEIU 3armaBue Bubnmoteka W3narenscTBo, rox
JI3.1 |Maxkapesuu O. b., OCHOBBI 3alUILIEHHOTO DnexrpoHHas ONOINOTEKA Taranpor: U3narenscTBo

Bat6enko JI. K.,
IIunos A. K.,
Kosanenko A. B.

JIETIOTPOU3BOICTBA: [0 KypCy
TeXHOJIOTHS 3aLUILEHHOTO
JIOKyMEHTO00O0pOTa:
METOIMYECKOE IT0CO0HE

TPTVY, 2000




ABTOPBI, COCTaBUTEIH 3arnaBue Bbubmmnoreka W3narenscTBo, rox
JI3.2 |Kucenesa U. A. MonenupoBaHue pUCKOBBIX OnexrpoHHas GHOIMOTEKA Mocksa: EBpasuiickuii
CUTYyaIMi: yueOHO- OTKpBITBII HHCTUTYT, 2011
METOJINYECKUI KOMIIEKC
JI3.3 | Bexunos 10O. X., Teopermueckas ¢usmka: Pasn.: | bubmmoreka MUCuC M.: Yueba, 1981
Kyzbpmuu H. I1., KBanroas Mexannka: Yue0.
Kagpimesuu A. E. nocoOue Ui IpakT. 3aHsATUR
11t cryaenTos crier. 0406,
0629, 0606
JI3.4 | baxapos JI. E. Wudopmannonnas OnexrpoHHas 6nOIMOTEKA M.: [MHCuC], 2019
0€30I1aCHOCTD U 3aIlUTa
uHpopManuu (pasnenst
KpunTorpadus u
creranorpadus) (N 3854):
MPaKTUKYyM
JI3.5 |IlerpoB A. E. Marematuyeckue MOJIeNn DneKTpoHHAas OUOIHOTEKA M.: [MUCuC], 2018
npusaTas pemernit (N 3092):
y4eOHO-MeTo. mocodue
6.2. [lepeyennb pecypcoB HHGOPMALMOHHO-TEIEKOMMYHUKANMOHHOH ceTn « AHTepHET»
Kypc "CoBpemMeHHbIE TEXHOIOTUH 3aIIUTHI https://lms.misis.ru/login/canvas
51 nHpopmauuu" B JOUC Canvas. Pexxum goctyna -
URL: https://lms.misis.ru/login/canvas ( nata
obpamenns 06.08.21)
OdurmaneHsrii caift @enepansHoii ciry 0561 PO 1o https://fstec.ru/
ryp |TAMOKEHHOMY H SKCTIODTHOMY KOHTPOILIO. Pexum
noctyna URL: https://fstec.ru/ (nara oOparieHwst
01.07.2021).
6.3 IlepeueHb NPOrpaMMHOro odecneyeHust
I1.1 | Win Pro 10 32-bit/64-bit
I1.2 |LMS Canvas
1.3 |MS Teams
1.4 |[WinRAR
6.4. IlepeueHb HHPOPMALMOHHBIX CIIPABOYHBIX CHCTEM U NMPOo(deccHoHATBbHBIX 0a3 JaHHBIX
U.1 | 1. Bank ganHBIX yrpo3 6e3onacHocty uHbopmarmu (https://bdu.fstec.ru/)
N.2 |2. EauHoe okHO mocTymia k oOpa3oBarenbHbIM pecypcaM (http://window.edu.ru)
N.3 | 3. DnexrponHo-6ubmuoreunas cuctema "Jlans" (https://e.lanbook.com)
4 4. ScienceDirect - 6a3a TOJHOTEKCTOBBIX HAYYHBIX )KYPHAIOB M KHHT H3naTeiabcTBa Elsevier
) (https://www.sciencedirect.com)
N.5 |5.Scopus - enunas pedepaTrBHAs 0a3a JaHHBIX HAYyYHBIX MyOnukanui (https://www.scopus.com)
7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE
Ayn. | Haznauenue OcHauienue
JI-731 VYuebnass aymutopus/ KoMIbIOTEpHBIN | JOCKa  ayauTOpHAsh MeENoBas, OKpaH MPOEKIMOHHBIMH,
KI1acc: MIPOCKTOp, CTalMOHAapHBIC KoMmbloTepsl 15 mr. [10-Visual
Studio;  Electronic WorkBench; APACHE; MySQL;
XAMPP; Python, xommiekr ydeOHOH MeOenH, MaKeT
JMLEH3MOHHBIX mporpamm MS Office
Jlro6oit Kopryc | YueOHass ayauTopus IUIsI TPOBEACHUS | KOMIUIEKT y4eOHOH mebenu 1m0 36 mecT it o0ydarommxcs,
MynbTiuMenuitHas 3aHATUN JICKIMOHHOTO THIIA W/WIX U | MyJIbTHMEIUitHOE  000pyIOBaHHE, MATHHUTHO-MapKepHas
IIPOBEACHUS IIPAKTHUYCCKHUX 3aHATHIL: Jocka, pabouee Mecto mperonaBartens, I1IKc moctymom k
UTC «Unteprer», DMOC yHuBepcuTeTa 4Yepe3 JUUHBIN
xabuner Ha miaTgopme LMS Canvas, IUIEH3HOHHBIE
nporpammbl MS Office, MS Teams, ESET Antivirus

8. METOANYECKHUE YKA3AHUSA JJIS1 OBYYAIOIIINXCSA

JucuuinHa OTHOCUTCS K TOYHBIM HayKaM U TpeOyeT 3HaUNTEeNIbHOT0 00beMa CaMOCTOATENbHOH paboThl. OTaenbHbIE yueOHbIe
BOITPOCHI BEIHOCSITCSI HA CAMOCTOSITENTFHYIO ITPOPabOTKY M KOHTPOIMPYIOTCS OCPEICTBOM TEKyIleH arTectanny. KauectBeHHOE
OCBOEHHE JUCIUILIMHBI BO3MOXKHO TOJIBKO IIPH CUCTEMAaTHYECKOH caMocTosTeNnsHO paboTe. KypcoBast paboTa mpoBoguTes ¢
IIMPOKUM HCIIONB30BaHUEM KOMITBIOTEPHBIX NPOTPaMM, Kak JUlsl BBEIIOJIHEHHS, TaK 1 Julst opopmireHns pabotsl. [Ipakruueckue
PabOTHI BEITOIHSAIOTCS C TOMOIIBI0 KOMITBIOTEPHBIX MIPOTrpaMM MMUTAIIMOHHOTO MOJICTMPOBaHMs. Tak Kak cuTyanus B cdepe
MH()OPMAMOHHOM 6€30MTaCHOCTH HEMIPEPHIBHO M3MEHSIETCS, KpOME PEKOMEHIOBAHHOH JIUTEPaTypsl, 00yJIatomuMcs CIIeayeT
AKTHBHO UCIIOJIb30BaTh MaTEpUabl IEPUOANYECKOH [1€4aTH, CETH UHTEPHET U COLUAIbHBIX CETEH, 3aTParkBaloIie BOIPOCHL




3amuThl nHGopManun. IIpuBeTCTBYeTCS TakoKe IMOCEIeHHEe CTYACHTaMH CIIEeIHaTN3UPOBAHHBIX BEICTABOK IO HAIIPaBICHUIO
MH(OPMALMOHHOH 0€30MacHOCTH ¥ 3aIIUThl HH(OPMAINK C TeM, 4TOOBI chOPMHUPOBATh HauboJIEE LETOCTHOE U aKTyallbHOE
HpecTaBlIeHne 00 U3y9aeMoi AUCIUIIINHE.

IMpakTudeckue 3aHATHS [0 AUCIUILTHHE IPOBOAATCS B KOMITBIOTEPHBIX KIaccax B aya. JI-728, JI-731 (15 TIK B kaxxmoif). Bee
KOMIIBIOTEPHI 00BEMHEHBI B JIOKATIBHYIO CETh C BBIXOJ0M B MIHTEpHET).




