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CoBpeMeHHbIe TEXHOJIOTMH 3aIHUTHI HH(POPMALMH

3akperieHa 3a oApasielIeHueM Kadenpa na)OKOMMYHUKATMOHHBIX TEXHOJIOTHHA
HamnpasieHue moaroToBku 09.04.01 THOOPMATUKA 1 BEIUMCJIIMTEJIIBHAA TEXHUKA
[Tpodums BIM-TexHOI0rNH B TPOEKTHPOBAHUH U CTPOUTEIBCTBE
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IIporpammy coctaBumn(u):

Cmapwuii npenodasamens, Baxapos Jleonuo E¢pumosuy

Pabouas mporpamma
CoBpeMeHHbIe TeXHOJOTHH 32U THI HHpOpPMaNuK

Pazpaborana B coorBerctBun ¢ OC BO:

CaMOCTOSTEIFHO yCTaHABITMBAEMBIN 00pa30BaTENbHBINA CTAHAAPT BhICIIET0 00pa3oBaHus - Maructparypa degepanbHoe
rOCyIapCTBEHHOE aBTOHOMHOE 00pa3oBaTeNbHOE YUPEXKASHHE BhICIIEro 00pa3oBanus « HaroHambHbIN HCCeT0BaTeIbCKIMA
TexHonoruueckuit yausepcuter «MUCuC» no nanpasnenuto noaroroBku 09.04.01 UTHOOPMATHUKA 1 BBIUMCIIMTEJIbHAS
TEXHUKA (npuxa3s ot 05.03.2020 r. Ne 95 0.B.)

CocraBiieHa Ha OCHOBaHUH yqe6H0r0 IIaHa:

09.04.01 MadopmaTrka 1 BEIYUCTUTENbHASA TexHUKa, 09.04.01-MHUBT-22-1.plx BIM-TeXHOJIOTHH B IPOCKTHPOBAHUH U
CTPOUTEIILCTBE, YTBEPKACHHOr0 YueHbM coBeToM OI'AOY BO HUTY "MUCuC" B cocrase coorercTBytomeit OIIOII BO
22.09.2022, nporoxox Ne 8-22

YTBepxkaena B cocrase OIIOIT BO:

09.04.01 MaopmaTHKa 1 BEIYUCIUTENbHAS TeXHIKA, BIM-TeXHOIOTHH B TPOSKTHPOBAHUH U CTPOUTEIBCTBE, YTBEP K ICHHOM
VYuaensim coBetom ®PI'AOY BO HUTY "MUCuC" 22.09.2022, nporokoin Ne 8-22

Pabouast mporpamma oj00peHa Ha 3aceaHuu
Kadeapa nuapoxoMMyHMKAMOHHBIX TEXHOJIOTHIA

ITpotokon ot 24.06.2021 r., Ne8

PyKOBOHI/ITCJ'IL noapa3aciCHus K.T.H., noneHT Kananmauko Eprenuii AJ'IGKCS.HZ[pOBI/I‘I



1. HEJIX OCBOEHUA

1.1

Ienpro 0CBOGHMS AUCIUILTHHEI SBIIAETCS 00yUEeHNE CTyICHTOB METOIaM 00eCIIeUeHNUs 3aIUTHl HHPOpMany B
coBpeMeHHBIX HHPopManuoHHbIX cucteMax (MC), pyHKUMOHUPYIOMIKX B YCIOBUSAX BHEUIHUX U BHYTPEHHHUX YTPO3
MH(OPMaIMOHHOH 6e301acHOCTH. DTO 1aCT BO3MOXHOCTB OyyIIeMy MarucTpy riyOoOKo IIOHUMATh (pyHKIHOHUPOBAHUE
MEXaHN3MOB 3alIUTH HHPOPMAIMK B cOBpeMeHHbIX VC, a Taroke peraTs BOIPOCH! (POPMUPOBAHIS ONTUTHKH
6€30MacHOCTH, BO3HHUKAOIIIE B X0O/I¢ TPOSKTUPOBAHUS U dKcITyaTanuu nepcrnekTuBHEIX VIC. CTyaeHTs! OyayT yMeTh
BBIOMpATh HEOOXOJMMBbIE IIPOTOKOJIBI OE30IIACHOCTH M IIPeyIaraTh COBPEMEHHBIE METO/IbI 3aIIUThI OT HOBBIX yIpo3
HHGOPMAMOHHOM 6€30ITaCHOCTH;, MPUMEHATH METOBI 3aIIUTHI I(PPOBOT0 KOHTEHTA OT YTPO3 MOTU(PHUKAIIIHN U
HECaHKI[MOHUPOBAHHOTO UCTIONIB30BaHMs Ipu noctpoeHnu MC; pa3pabaTsiBaTh METOAWKHI HOCTPOCHNUS ITPOTPAMMHON H
anmnapaTHOW peaylM3aluy 3alUThl KOPIIOPATHUBHOM CETH C Y4ETOM NPUMEHEHHUS 00JIauHBIX TEXHOJIOTHI; MOCITHPOBATh
paboTy alropuTMOB 3alIUTHl HHGOPMALMK HA 6a3e MaTeMaTHYECKOTO aIapaTa JMHAMUYECKUX JIUCKPETHBIX CHCTEM;
aHAIN3NPOBATH PUCKA (QYHKIIMOHUPOBAHUS CHCTEM 3aIUTHI MH(OPMAITHH.

2. MECTO B CTPYKTYPE OBPA30BATEJIBHOI ITPOI'PAMMBbI

Baox OIT: B1.0

2.1 TpeGoBanus K l'lpe[[Ba]Pl/lTe.]'I])HOﬁ MOATOTOBKE 00y4aI01erocs:
2.2 Jucuunuanubl (MOIy/IH) U PAKTHKH, VI KOTOPBIX 0CBOCHHME JAHHON AUCUMIIJIMHBI (MOAY/I5) HE00X0AUMO KaK
npeaulecTBYyOLIEe:
2.2.1 |BIM-TexHONOrMU B IPOEKTUPOBAHUU, CTPOUTENIBCTBE U SKCILTyaTalluU IOA3EMHBIX COOPYXKEHUIT
2.2.2 | AnroputMmuszanys U IporpaMMHUpPOBaHUE
2.2.3 | ApXuTeKTypHO-CTpOUTeNbHAs BU3yanu3aius ¢ npumenenneM CAD-cucrem
2.2.4 | lenoBas npe3eHTaMOHHAs rpaduka
2.2.5 |[MamunHOE 00yUeHHE
2.2.6 |Hay4Ho-uccienoBarenbckas padbora. THGOpMaIMOHHBIC TEXHOJIOTHH
2.2.7 |IIpousBoAcTBEeHHAs MPaKTHKA
2.2.8 | CTpouTeNnbCTBO rOPOICKUX MOA3EMHBIX COOPYIKEHHH
2.2.9 |MogenupoBaHHe U pacueT MOJ3EMHBIX COOPYKEHUH
2.2.10 |HayuHno-uccnenoBarensckas pabora. MoaenupoBaHue MOA3EMHBIX COOPYKEHUH 1 KOMIUIEKCOB
2.2.11 |Ilenarormueckasi mpakTukKa
2.2.12 | IIpoexTupoBaHHE U pa3pabOTKa CUCTEM MOANEPIKKU MPUHATHUS pEILICHUN
2.2.13 |IIpoexrupoBaHue HH(POPMALMOHHBIX CUCTEM JJISl CTPOUTEIHCTBA
2.2.14 | CTpouTensCcTBO METPOIIOIUTEHOB
2.2.15 |MaremaTuueckue METO/Ibl ONTUMU3AIMH B [10I36MHOM CTPOUTEILCTBE
2.2.16 |Opranmzarus HHOOPMAIIOHHOTO IIPOSKTHPOBAHMS ITO[36MHOTO CTPOUTEIIHCTBA
2.2.17 |IloaroToBKa K MPOIeAype 3alIUTHI U 3aIIUTAa BBITYCKHOM KBaTH()HUKAITMOHHONW pabOTHI
2.2.18 |IlpennuniaoMHasl IpaKkTHKa
2.2.19 | BIM-TexHOIOTHH TPH JOOBIYE TOIE3HBIX HCKOAaeMBIX
2.2.20 | Amanu3 JaHHBIX
2.2.21 |JImpepcTBO M ynpaBieHUE KOMaHA0M IpoeKTa
2.2.22 | Tunonorust GopM apXUTEKTYPHOH CpeIIbI
2.2.23 | MozaenupoBaHUE r€OMEXaHMUECKHUX TPOIIECCOB
2.2.24 | Opranuzanus, IJIaHUPOBAHKE U YIIPABJICHUE B CTPOUTEIILCTBE

3. PE3YJIbTATBI OBYUYEHUS IO JUCIUITIVIMHE, COOTHECEHHBIE C ®OPMUPYEMBIMHA
KOMIIETEHIIUSIMHT

OIIK-4: Cnioco0eH NpUMEHATh Ha MPAKTHKE HOBbIEe HAYYHbIe IPUHIUIBI M METObI HCCIeJ0OBAHUM

3HaTh:

OIIK-4-31 CoBpeMeHHbIE METOIBI KpUIITOTpauIecKor M cTeraHorpaprueckor 3aluThl HHPOPMAITUH

OIIK-2: Crioco0eH NpoeKTHPOBATH U pa3padaTbIBaTh OPUTHHAJIbHbIE AJITOPUTMBI M IPOrPAMMHBIE CPeICTBA, B TOM YHUCJI€e
C UCMTOJIB30BAHUEM COBPEMEHHBIX HHTE/IJICKTYaJIbHbBIX TGXI—[OJ’IOFHF[, JJIA pelleHUust l'lpO(l)eCCI/IOHaJleLIX 3aaa4 B yCJIOBUAX
HeoMpeIeJIeHHOCTH U aJIbTEPHATHBHBIX PelIeHHil B paMKaX MeKTHCHUILIMHAPHBIX 001acTeii

3HaTh:

OIIK-2-31 MeTozbl 3aIIUTHI TPOTPAMMHOT0 00ECTIeUeHHUS 0T YIpo3 HHPOPMAIHOHHOH 6€301IaCHOCTH, METOIBI 3aIIUTHI aBTOPCKUX
mpaB Ha HUPPOBOH KOHTEHT




ITIK-2: Cnioco0eH Kk ynpaBJIeHHI0 KA4eCTBOM, IIEPCOHAJIOM, PUCKAMH, CTOMMOCTBIO, CO/IePKAHIEM, BpeMeHeM,
cyOnoApsIAMMKAMH, 3aKYIKAMH, U3MEHEHUSIMH, KOMMYHUKAIIUAMH ¢ IOMOIIbLIO coBpeMeHHbIX BIM-TexHo.10rmii

3HaTh:

[1K-2-31 OcHOBHBIE METOIMKH aHATIH3a PUCKOB HH(OPMAIIOHHON 0€30MacHOCTH HA IPEAIPHATHH

OIIK-4: Cnoco0eH NPpUMeHATh HA MPAKTHKE HOBbIe HAYYHbIe IPHUHIUIBI H METO/bI HCCIe0OBAHU

3HaTb:

OIIK-4-32 OcHOBHBIEC KBAHTOBO-MEXaHUYECKUE MPUHIIUIIBL, JIEXKAIIHNE B OCHOBE MMOCTPOCHHUS KBAHTOBBIX CUCTEM 3aI[UTHI
nHpopManun

YK-3: Crioco4eH ucnoib30BaTh pa3juuHbIe METOABI ICHOTO U HEJBYCMBICIEHHOI0 (GOpMYJIMPOBAHNUS CBOMX BBIBOJOB,
3HAHUH 1 000CHOBAHMIi 115 cHeNMATU3HPOBAHHON U HecIelMAJIU3HPOBAHHOI ayIUTOPUIi B HAIIMOHATBHOM U
MEKIYHAPOTHOM KOHTEKCTAaX, OPraHN30BLIBATH H PYKOBOJUTDH Pad0Toii KOMaH/bI, BHIPAGATHIBAasi KOMAHAHYIO CTPATETHIO
AJISI JOCTHIKEHHSI MOCTABJICHHOI LeIn

3HaTh:

VYK-3-31 AIroput™bl MPUHSITHS PELICHHUI IPH IPOSKTUPOBAHUU CUCTEMBI 3aIlIUThI HHPOpMAUU Ha OCHOBE 3akoHa [lapero u
METO/1a TOCTHKHUMBIX IIeJIeH.

YK-1: CniocodeH ocylecTBJIATh KPUTHYECKU AaHAJINU3 HOBBIX M CJIOKHBIX HHKEHEPHBIX 00bEKTOB, POLIECCOB U CHCTEM B
MEXKIUCHUIINIMHAPDHOM KOHTEKCTE, l'lpOﬁJ'leMH])lX CP[TyleIPIﬁ Ha OCHOBE CUCTEMHOI0 1moaxoaa, BblﬁpaT]) U NIPUMEHUTH
HauOoJIee MOAXOASIIME U AKTYaJIbHbIE METOAbI U3 CYIIECTBYIOIIHX AHATUTHYECKHX, BBIYUCTUTEILHBIX U
IKCIEPUMEHTAJIBHBIX METOIOB WJIH HOBBIX H HHHOBAIMOHHBIX METO/IOB, BIPAGATHIBATH CTPATETHIO JIeficTBHIl

3HaTh:

YK-1-31 Meroas! MOAETUPOBAHHUS TOBEACHHS HAPYIIUTEN HH(POPMAIIMOHHOMN 6e30nmacHOCTH. [IpUHINIBI TOCTPOSHUS H
(dhyHKIIMOHUpOBaHUs ceTeit [leTpu

OIIK-4: Cnoco6en mpuMeHATh HA MPAKTHKe HOBble HAYYHbIe MPHHIMIILI H METOABI HCCJIe0BaHUIT

Ymern:

OIIK-4-Y2 Ilpon3BoanuTh pacyeT KPUTUYECKOM IJTMHBI JIMHUHU CBsi3U Tipu PNS-aTake Ha KBAaHTOBBIN KaHAI

ITIK-2: Cnioco0eH Kk ynpaBJIeHHI0 KA4eCTBOM, IIEPCOHAJIOM, PUCKAMH, CTOMMOCTBIO, CO/IePKAHIEM, BpeMeHeM,
cyOnoApsIAMMKAMH, 3aKYIKAMH, U3MEHEHUSIMH, KOMMYHUKAIIUAMH ¢ IOMOIIbLIO coBpeMeHHbIX BIM-TexHo.10rmii

YMmerb:

[IK-2-¥Y1 Hcnonb30BaTh KOHIEHIMIO YIIPABIECHUS PUCKAMH NIPH aHAIN3€ 3aIIUIICHHOCTH MH()OKOMMYHHUKAIIMOHHON CTPYKTYpHI
HpefnpUsITUs

OIIK-4: Cnoco0en NMPUMEHATDH HA IPAKTHKE HOBbIC HAYYHbIC IPUHIMIIBI H METOAbI Hccaea0BaHMI

Ymern:

OIIK-4-Y1 IIpuMeHATh MpOCTEHIIne METO B! IMU(PPOBAHUS U ACIH(PPOBAHUS TEKCTOBOI MH(GOPMAIINH, UCIIOIb30BaTh MPOTOKOJIBI
paszeneHus u pa30nUeHUs ceKpeTa

OIIK-2: CniocoGeH NpoeKTHPOBATH M Pa3padaThIBATh OPUTHHAJIbHbIE AJITOPHTMbI H IPOTPAMMHBIE CPEICTBA, B TOM YHCJIe
€ HCI0JIb30BAHHEM COBPEMEHHBIX HHTEJLIEKTYaJbHbIX TEXHOJIOTUH, JIsl pelleHHs NpodeccHoHAaIbHBIX 32124 B YCJIOBHAX
HeomnpeIeJJeHHOCTH U aJIbTePHATHBHBIX PelleHHil B paMKaX MeKIHCHUILIMHAPHBIX o0jacTeii

YMmerb:

OIIK-2-Y1 IIpou3BoauTs BcTpauBaHUE MU(POBBIX BOASHBIX 3HAKOB B MyJIbTUMEANIHbIEC H IPOrPaMMHBIC (haiiIs!

YK-3: Crioco6eH Ucno1b30BaTh pa3ju4HbIe METOABI ICHOTO U HeBYCMbICIEHHOT0 (GOpMYJIMPOBAaHUS CBOMX BHIBOJOB,
3HAHMIT 1 000CHOBAHMIi V1A CTIENMATU3NPOBAHHON U HeCIENMAJIN3HPOBAHHOI ayIUTOPHii B HAIIHOHAJIHLHOM H
MEKYHAPOJHOM KOHTEKCTaX, OPraHU30BbIBATh M PYKOBOAMTH Pa00T0ii KOMAaH/Abl, BbIPA0aThIBAsi KOMAH/IHYI0 CTPATETHI0
JJIs1 AOCTHKEHUS] MIOCTABJICHHOM eI

Ymerb:

VYK-3-V1 IIpumersarts Metos! [TapeTo-ontuMu3amy B CHCTEME MOISP)KKH IPUHATHS PEIICHAH B 00JIaCTH MPOESKTHPOBAHHS
CHCTEMBI 3aIUTHl HH()OPMAIIH HA TIPEAIPHATHH

YK-1: Cnoco0eH ocymiecTBJISATh KPUTHYECKH AaHATU3 HOBBIX M CJIOKHBIX MH/KEHEPHBIX 00bEKTOB, IPOLECCOB U CHCTEM B
MEKIMCUUIVIMHAPHOM KOHTEKCTe, MPO00JIeMHBIX CUTYallUii HA 0CHOBE CUCTEMHOI0 M0/X0/1a, BLIOPATh M MPUMEHUTH
HauboJ1ee MOAXOAsIIINE U AKTYaJIbHbIE€ METOIBI U3 CYIIECTBYIOIIHUX AHAJIUTHYECKHX, BEBIYHCINTEIBHBIX U
JIKCINEPUMEHTAJIbHBIX METOA0B HJIM HOBbIX U HHHOBALIMOHHBIX METO/10B, BLIPA0ATHIBATH CTPATErHIO AeiiCTBUIl

Ymern:

YK-1-Y1 MoaenupoBaTh MOBeICHUE HAPYIIUTEIS C TOMOIIBIO ceT [lerpu

IIK-2: CniocofeH K ynpaBJIeHHI0 Ka4eCTBOM, EPCOHATIOM, PUCKAMH, CTOMMOCTHIO, CO/Iep:KaHieM, BpeMeHeM,
CcyonoapsIYMKaMu, 3aKyNIKaMu, H3MEeHEeHUsIMH, KOMMYHUKAIUSIMH ¢ TOMOIIBI0 coBpeMeHHbIX BIM-TexHoJioruii

Baanernb:




[IK-2-B1 Meroaukoii aHanu3a pucKoB HHPOPMAIMOHHOHN 6€30I1aCHOCTH MIPU ITOCTPOCHUH CHCTEMBI 3alIUThHI HH(OPMAIUU

OIIK-4: CnocoGen npuMeHATh HA MPAaKTHKe HOBble HAYYHbIe MPHHIMIILI H METOABI HCCJIe0BaAHUIT

Baanernb:

OIIK-4-B1 Metoaukoii reHepannu IMceBIoCcIydaflHbIX TOCIeI0BATEIbHOCTEH ISl TaNbHENIIEro NCIIOIb30BaHuUs B

KpUNTOrpaUIECKUX aITOPUTMaX

4. CTPYKTYPA U COJAEPKAHMUE

Kon HaunmenoBanue pasnesioB u | Cemectp | YacoB | ®opmupyemsie | Jlutepatypa | Ilpumeuanne KM Boinoan
3aHATHSA TeM /BUJ 3aHATUS/ / Kypce HHIUKATOPBI H JJI. sieMble
KOMIeTeH Ml pecypchbl padoThI
Pazpea 1.
Kpunrorpaguyeckas
3ammMTa HHPOPMALNHU
1.1 IIpob6aeMbI coBpeMEeHHON 1 2 OIIK-4-31 JI1.4 JI1.5 KM14
kpunrorpadun /JIex/ JI1.7J12.3J13.
5
21
1.2 IpakTrueckas padora Nel. 1 3 OIIK-4-Y1 JI1.4 JI1.5 P1
N3yuenue npoTokoIoB JI1.7J12.3J13.
pa30ueHus U pa3IeeHUs 5
cexpera /TIp/ 21
1.3 [ToaroroBka k 3aniure 1 2 OIIK-4-31 JI1.4 J11.5 KM1
MPAKTHUYECKOH paboThI Ne OIIK-4-Y1 JI1.7J12.3713.
1 /Cp/ 5
21
1.4 [TpakTrueckas padota Ne 2. 1 2 OIIK-4-V1 JI1.4 JI1.5 P2
W3zyuenue mudpa JI1.7J12.3J13.
IMneiicdepa /Mlp/ 5
21
1.5 [ToaroroBka k 3aniure 1 2 OIIK-4-31 JI1.4 J11.5 KM2
MPAKTHYECKOH paboThl Ne OIIK-4-V1 JI1.7J12.3713.
2 /Cp/ 5
€
1.6 [pakrrueckas padota Ne 3. 1 2 OIIK-4-Y1 JI1.4 J11.5 P3
Jemmudposanue mudpa JI1.7J12.3713.
MIPOCTOM MEPECTAHOBKU IIPU 5
ITOMOLIN METOo/1a 21
ourpamm /Ip/
1.7 [ToaroroBka Kk 3amiure 1 2 OIIK-4-31 JI1.4 J11.5 KM3
MPAKTHUYECKON paboThl Ne OIIK-4-Y1 JI1.7J12.3J13.
3 /Cp/ 5
21
1.8 [IpakTrueckas padota Ne 4. 1 2 OIIK-4-B1 JI1.5J12.1J13. P4
W3ydeHne perucTpoB caBura 5
C JTMHEHHON 00paTHOi €
CBSI3BIO
KaK FeHepaTopoB
IICEBJIOCTYYalHBIX
gucen /ITp/
1.9 [ToaroroBka K 3aniure 1 2 OIIK-4-31 JI1.5J12.1J13. KM4
MPAKTHUYECKOH paboThl Ne OIIK-4-B1 5
4 /Cp/ 31
Pa3nen 2. MopeaupoBanue
CUCTEM 3alLIUTHI
uHpopManuu
2.1 Puck-opueHTHpOBaHHBIH 1 3 [TK-2-31 JI1.6J12.7J13. KM14
MOJIXOJT B CHCTEMaX 3alUThI 2
uapopmanun /JIex/ €]
2.2 IMpakruueckas pabora Ne 5. 1 2 IK-2-¥1 JI1.6J12.8713. P5
Wzyuenue moaenu 2
nH(pOPMAMOHHOH €]

6e301acHOCTH C IIOJHBIM
nepekpeitHeM yrpo3 /Ilp/




2.3 IToaroToBka K 3amure 2 TIK-2-31 T1K-2- | JI1.6J12.8J13. KM5
MPAKTHUYECKOH paboThl Ne Vi 2
5/Cp/ 21
2.4 [pakrmueckas padora Ne 6. 2 TIK-2-V1 JI1.6J12.7J13. P6
AHanu3 puckoB 2
UH(pOPMALMOHHO 31
6e3onacuocty /TIp/
2.5 [ToaroroBka k 3amiure 2 [MK-2-31 IIK-2- | JI1.6J12.7J13. KM6
MPaKTHYECKOH paboThl Ne Vi 2
6 /Cp/ 31
2.6 BerlmonnHeHe KypcoBoi 62 [MK-2-31 TIK-2- | JI1.6J12.7J13. KM13 P13
paboTHI 1O aHAIN3Y PHUCKOB VY1 IIK-2-B1 3
nH(pOPMAIHOHHOH 2102
0€30I1aCHOCTH Ha 3aJaHHOM
oonexre /Cp/
2.7 [IpakTrueckas padora Ne 7. 2 YK-3-31 YK-3- JI1.6J12.4 P7
W3yuenue cucremsl Vi JI2.5713.6
MOJIACPKKHI IPUHSATHS 21
perreHuii B 00J1acTH
MIPOCKTUPOBAHUS CHCTEMBI
3alUTHl MHPOPMAITUH HA
npennpusituu /Ip/
2.8 [ToaroroBka k 3aniure 2 YK-3-31 YK-3- JI1.6J12.4 KM7
MPAKTHYECKON paboThl Ne V1 JI2.5J13.6
7 /Cp/ 21
2.9 [pakrmueckas padora Ne 8. 2 VYK-1-31 YK-1- | JI1.6J12.8J13. P8
Pa3pabotka crieHapuen Vi 2
JielcTBUIl HapyIIUTeNs 21
nH(pOPMAIMOHHOH
6e30macHOCTH C
UCIIOJIb30BAaHUEM CETH
Ierpu /Mlp/
2.10 |IloagroroBka K 3amure 2 VYK-1-31 YK-1- | JI1.6J12.8J13. KM8
MPaKTHUECKOH paboThl Ne Vi 2
8 /Cp/ 31
Pazgen 3. 3ammura
1u¢poBOro KOHTEHTa OT
yrpo3 uHgopManOHHOM
0e3o0macHOCTH
3.1 TexHoNOrUM 3aLUTHI 2 OIIK-2-31 J.1 KM14
3JIEKTPOHHOTO JI1.3J12.2J13.
JoKyMeHTooOopota /JIex/ 1J13.5
31
3.2 [Ipakruueckas pabora Ne 9. 2 OIIK-2-V1 JI1.1 P9
3amuTa IporpaMmMHOIO JI1.3J12.2J13.
obecreyeHst MeTOJaMU 1J13.5
creranorpaduu /I1p/ 21
33 [ToaroroBka k 3aniure 4 OIIK-2-31 JI.1 KM9
MPAKTHYECKOH paboThl Ne OIIK-2-V1 JI1.3J12.2J13.
9 /Cp/ 1J13.5
€]
34 Ipakrrueckas padota Ne 10. 2 OIIK-2-V1 JI1.1 P10
3aimuTa 3JIEeKTPOHHBIX JI1.3J12.2J13.
JIOKYMEHTOB C 1J13.5
UCTIONB30BaHNEM ITH(POBBIX €]
BOJIAHBIX 3HaKOB /T1p/
35 [ToaroroBka Kk 3amure 4 OIIK-2-31 J.1 KM10
MPAKTHYECKON paboThl Ne OIIK-2-V1 JI1.3J12.2J13.
10 /Cp/ 1J13.5
31
3.6 IpakTrueckas padora Ne 11. 2 OIIK-2-V1 J.1 P11
CTEeroKOMILTEKCHI, JI1.3J12.2J13.
JIOMyCKaroIIne 1J13.5
WCTIOJb30BaHKE 21

aymuokoHTeiHepos /TIp/




3.7 IloaroroBka k 3a1uTe 1 OIIK-2-31 JI.1 KMI11
MPAKTHUYECKOH paboThl Ne OIIK-2-V1 JI1.3J12.2J13.
11 /Cp/ 1J13.5
€
Pa3nen 4. KBantoBuie
TeXHOJIOTHHU 3aLIUThI
uHpopmManuun
4.1 KBanroBas kpunrorpadus u 1 OIIK-4-32 JI1.2J12.6J13. KM14
MEePCTICKTUBEI KBAHTOBBIX 4
TEXHOJIOTUH 3aIUTHI 21
nHpopmanun /JIex/
4.2 [pakrrueckas padora Ne 12, 1 OIIK-4-Y2 JI1.2J12.6J13. P12
Pacuer kputHueckoit ATUHBI 4
TuHUU cBsi3u ipu PNS-artake 21
Ha KBaHTOBBIN KaHaJI
Mp/
43 INoaroroBka k 3amuTe 1 OIIK-4-32 JI1.2J12.6J13. KM12
HpakTHUecKoi paboTsl Ne OIIK-4-Y2 4
12 /Cp/ 21
5. ®OHJ OHEHOYHBIX MATEPUAJIOB
5.1. KoutpoabHble MeponpusiTis (KOHTPOJbHas padoTa, TecT, KOJUIOKBUYM, 3K3aMeH M T.I), BONPOCHI s
CaMOCTOSITeJIbHOI MOATOTOBKH
Kon KonTtponsnoe Tposepsiemere
KM MepOTpUSTHE HHIIKATOPbL Bonpocs! 11 TOATOTOBKH
KOMITETEHIMI
KM1 3amuTa OIIK-4-31;0I1K-4- | [lns yero HEOOXOAUMO IPHMEHEHHE MIH(YPOBAHUS C OTKPHITHIM KIFOUOM
MIPAKTHYECKOM V1 B TalHBIX MHOTOCTOPOHHUX BBIYMCIECHUSX?
paboTsr Ne 1. Kak npoucxonut renepanus witouei B anropurme RSA?
UYro o3HauaeT (m, n)-TIOPOroBast CXeMa pa3feNeHHs CeKpeTa.
Hasnauenue narepnonsaurosHoro noauHoma Jlarpanxa.
CyIIHOCT KUTAHCKON TEOpEeMBI 00 OCTaTKaX.
UYem oTimgaercs pa30OneHNE CEKpeTa OT pa3JeNieHus cexpera?
UYem oTnngaercs pa3dueHue cekpeTa OT TalHBIX MHOTOCTOPOHHUX
BBIYUCIICHUN?
KM2 3amura OIIK-4-31;0TIK-4- | K kakomy kinaccy mmgpoB otHocuTcs mudp Inefidepa? Ykaxure
MIPaKTUYECKON Y1 0COOEHHOCTH TTOJJOOHBIX MH(POB.
paboTsr Ne 2. OnummuTe Tporeaypsl MuppPOBaHASI U PACIIU(PPOBAHUS 110 METOLY
Tlnetidepa.
OreHnTe KPUITOCTONKOCTE H3YYSHHOTO METo1a MU (pOBaHUS U
BO3MO>KHOCTH HCTIOJIB30BAaHHS TTOT00HBIX METOIOB B COBPEMEHHBIX
KPUNITOCUCTEMAX.
Samudpyiite cBoro hamunuio mudppom [lnetidepa Bpyunyro. CpaBHUTE
PE3yJIBTAaTHl PYYHOTO IHU(PPOBAHUS U TOITyYSHHBIE C ITOMOIIBIO
nporpammel Playfair.exe.
KM3 3ammra OIIK-4-31;0IIK-4- | B uem 3akitrouaercsi OMUCAHHBINA B paboTe METO] BCKPBITHS
MPaKTUYECKON Y1 Kpunrorpamm?
paboTsr Ne 3. B dgem 3axmogaercs meron mmdpoBaHus (pacudpoBaHus) C

HCTIONB30BaHNEM IepecTaHOBOK? Kakue nmepecTaHOBOUHBIE METOIBI
mmdpoBaHus BbI 3HaeTe?

[TpuBenuTe IpUMEPHI UCHONB30BAHUS AITOPUTMA IEPECTAHOBKH B
COBPEMEHHBIX CHMMETPHYHBIX KPHIITOCHCTEMAX.

Kaxkue Tpe6oBaHUS K HCXOHBIM TEKCTAM U JUIMHAM KITIOUeH
muQpoBaHus odecriedaT MaKCUMAaIbHbIA 3 EKT JUIs HCTIOIb30BAHUS
W3yYEeHHOTO MeTo/a AemuppoBaHU?




KM4

3ammra
MPaKTUYECKON
paboTh Ne 4.

OIIK-4-31;0I1K-4-
Bl

UYro takoe M-mocnenoBarensHocTh? KakoBel ee cBoiicTa? Kaxas
OTBOJIHAS MOCJIEIOBATEILHOCTh MO3BOJISIET €€ NOMy4YUuTh? OnuiuTe
nporiecc padboThl yetTbipexouroBoro PrCcJIOC: oTkyna Oepercs
BBIXOJIHOH OHT U KaK (JOpPMHUPYETCs IICEBAOCTydalHas
MOCJIEe0BATENLHOCTD, KaK IPOUCXOAUT CABUT PETUCTPA, KAK MEHSIETCS
€ro COCTOSIHHE, Kak 00pa3yeTcs OUT GYHKIIMKA OOpaTHOMN CBS3H
(mpuBennTe TabNMMIy HCTHHHOCTH Ayt orreparml XOR ot 1,2, 3, 4
MEPEMCHHBIX)

Uro onpenensier cBoiicTBo nepuoauaHocTi PrCcJIOC? Ot vero
3aBucHT nepuo PrCcJIOC? Kakne MHOTOUJIEHBI SABIISIOTCS
HEMPUBOAUMBIMHU TI0 MOAYII0 27 ['1e ¥ U 4er0 MX MOKHO IIPUMEHSTH
Ha MpaxkTuKe?

Yt0 BXOAWT B NOHATHE «JIMHEWHAs CIIOKHOCTH OMHAPHOI
nocienoBaTenbHOCTH»? Kak ee MOXKHO HCIIOIb30BaTh Ul OLIEHKU
HceBAOCIy4aiiHoM OnHapHOH nocnenoBaTensHOCTH? UTo ompenenser
cBoiictBo nepuoauyHoctd PrCcJIOC? Ot 4ero 3aBUCHT NIEPUO/T
PrCcJIOC?

Uro Takoe 0TBOJIHAS HOCie0BaTeabHOCTh? J{J1s 4ero oHa Hy’kKHa B
PrCcJIOC u Ha kakue ero mapameTpsl BiauseT? UTo Takoe HHUIHATBHOE
cocrosinue PrCcJIOC? Kakue ectb orpaHrueHus Ha 3HAYCHHE
uHuuanbaoro cocrostaus? [louemy? Uro Takoe I'CITY? Ha uem onun
MOryT ObITh OcHOBaHBI? Kakue y HUX IpenMyIecTBa U HEAOCTaTKI?

KMS5

3amura
MPaKTUYECKON
pabothr Ne 5.

ITK-2-31;11K-2-Y 1

Uro Takoe yrposa nadopmanronHoii 6ezonacHoctu? Ilpusenute
HPHMEpBI.

Kakum 00pa3oM MOTYT OBITh KITaCCUPHUITMPOBAHBI YTPO3BI
nH(pOpMaIMOHHOH Oe30macHOCTH?

Yro Takoe ys3BUMOCTb M YeM OHA OTIMYACTCS OT YTPO3bI?
Kaxum 06pazom MoxeT OBITh TIPOBe/IeHa KITaCCH(DUKAITHS
ySI3BUMOCTEN?

Kaxue monenu 3amutsl nHGopmanmu Bel 3Haere?

Kaxue npearnonoxeHus JexaT B OCHOBE MOJIEIH C TIOJIHBIM
NEPEKPBITUEM YIPO3?

HazoBuTe npenmymecTBa 1 HEIOCTATKH MOAEIH C TIOJHBIM
HEPEKPBITHEM yIPO3.

KM6

3ammra
MIPaKTUYECKON
paboTsr Ne 6.

ITK-2-31;11K-2-
VI;IIK-2-B1

Kakast napopmarnus gomkHa ObITh cOOpaHa Ha 00BEKTE OLEHKH JIJIst
TIPOBE/ICHNS aHAITN3a HHPOPMAIIHOHHEIX PHCKOB?

B kaxux equHuIax u3Mepsercs puck HH(POPMAIMOHHOH 6e30macHoCTH?
BriOepute onTHMaIbHYIO CTPATErHIO YIIPABICHHS PUCKAMH B
CIICIYIOIIEM ClTydae: BeO-cepBep KOMIIaHUM HaXOJHUTCS BHYTPH
KOPITOPaTUBHOW CETH U €ro IporpaMMHOe obecrieuene, BO3MOXKHO,
COJIEPKHT YS3BUMOCTH.

Kakyto nndopmaruo HeoOX0JUMO MOTyYUTh Ha 0OBEKTE OLIEHKH JUTs
oIpeeNeHns yiepoa 1Mo yrpo3e «HapyIIeHHe IeITOCTHOCTH
uHpopManum»?

Kaxyro nnpopmannio Heo6X0JUMO MOIYYUTh HAa 0OBEKTE OLIEHKH IS
olperieIeH s yuepoa 1o yrpo3e «HapyleHHe KOHQUACHIIMAIbHOCTH
nHpopManum»?

B ciryuae aHanu3a puckoB HH(POPMALMOHHOM CHCTEMBI Ha 6a30BOM
YPOBHE KaKiMH CTaHJapTaMu B 00J1aCTH 3aIIUThl HHPOPMAIUU
HE0OXOIMMO PYKOBOACTBOBATHCS?

B ciryuae momHOTO aHANMM3a PUCKOB MH(OPMAIOHHBIX CHCTEM KaKHe
MOJXO0/1bI OOBIYHO HCTIONB3YIOTCS Ha MPAKTHKE?

Kaxue 3rarsl JoIKeH BKIIOYaTh ayIUT HHPOPMAILIMOHHON
6e3onmacHocTH?

Kak ocymiecBnsercs ananu3 HHGOPMAIMOHHBIX PUCKOB, YTPO3BI U
YSI3BUMOCTH CUCTEMBI 110 ABYM (hakropam?

Kax ocymecsnsiercs: aHanm3 HHGOPMAaMOHHBIX PHCKOB, YTPO3HI U
YSI3BEMOCTH CHCTEMBI TI0 IBYM (hakropam?




KM7

3ammra
MPaKTUYECKON
paboTer Ne 7.

VYK-3-31;VK-3-V1

Kaxkue Tpe6oBaHuUs IPEABSIBISIOTCS K HAOOPY KPHUTEPUEB IS OLCHKH
aJbTepPHATUBHBIX PElICHU?

Kak onieHnBaeTcs Ba)XHOCTh KpUTEpUEB?

IIpusenure KraccuUKAIMIO 3314 IPHHATHS PEIICHUI B 001IaCTH
MPOEKTUPOBAHHS CUCTEM 3alUThI HH(POPMAIHU.

HasoBuTe 0CHOBHBIE ITaIlbl IPUHATHS YIPABIEHUYECKUX PEILCHUI B
00JIaCTH TTOCTPOEHUS 3AIIUIICHHBIX CHCTEM 00paboTKi HHPOPMALHHL.
[IpuBenure npumep reHEPUPOBAHUS MHOXKECTBA ATbTEPHATHB C
HNPHMEHEHUEM SKCIIEPTHBIX METOJIOB P Pa3pabOTKe CUCTEMBI 3aIUThI
nHpOopMaIIH.

[IpuBequre mpuMep UCTIOIB30BAHMS METOAA CTPOYHBIX CyMM JUIS
COCTaBJIEHHsI MATPUIIbI AIbTEPHATUBHBIX IPOEKTOB CUCTEMBI 3aIUTHI
UHPOPMAITUH.

Cdopmymupyiite mpuanun [Tapero. B uem mocTOMHCTBa M HEIOCTATKH
€ro MPaKTUUECKOTO MPUMEHEHHUS VIS IPUHATHS YIPaBICHIECKUX
pelIeHU B 00JIaCTH MOCTPOCHHS 3aLUIICHHbBIX CHCTEM 00pabOTKH
nHpopmarm?

Uro noHuMaeTcs oA NapeTo-ONTHMAIBHBIM MHOXKECTBOM?

Kakue nonomHuTenbHbIE BO3MOKHOCTHU MPEAOCTABISAET METO
JOCTHXKHUMBIX IIeNel Ui IPUHATUS YIPaBIEHYECKUX PEIEHUH B
00JIaCTH TTOCTPOEHHS 3AIIUIICHHBIX CHCTEM 00paboTKi HHpopManuu?
OnumuTe MOCIe 0BaTEIFHOCTD IIAr0B IPH UCTIONB30BAaHUH MAPETO-
ONTHMU3ALUU B BIOOPE aJIbTEPHATUBHBIX MPOEKTOB CUCTEMBI 3aIIUTHI
nHpopMaIIH.

KMS8

3amura
IIPAKTHYECKOU
pabotsr Ne 8.

VK-1-31;YVK-1-V1

B gem orimmune cereif [letpn oT Apyrux criocoO0B MOAENINPOBAHHS B
CHCTeMax 3alUThl HH(OpMAIIH?

Kakum 06pa3om MOKHO HHTEpIPETUPOBATH MO3UIMU U TIEPEXOIbI TIPH
pa3paboTKe clieHapHeB ACHCTBUS HAPYIIHUTEN Ha 00BEKTe
nH(popMaTH3anuy ¢ ucnois3oBanueM cetu [lerpu? [Ipusenure
KOHKPETHbIE TPHUMEPBIL.

B udem 3akimodaeTcsi orpaHMYEHHOCTD HCHONb30BaHus cetei Iletpu mis
MOJICTTPOBAHUS MIPOLIECCOB, MMPOMCXOIAIINX B HHPOPMAHOHHBIX
cucremMax?

KakimM 06pa3oM MOKHO HHTEPIPETUPOBATH UCTIONB30BaHHE MAPKEPOB B
ceru Ilerpu npu MoaenupoBanuu aedcTeuid Hapymurena? Ipusenute
KOHKDPETHBIE IPUMEPBL.

Kakue BBIBOBI MOXKHO CHIENIaTh O JOCTIXXUMOCTH KOHEUHOM 11NN aTak
IpH 3aIrycke paspadoTtanHoi cetu [lerpu?

KM9

3amura
MIPaKTUYECKON
paboTsr Ne 9.

OIIK-2-31;0I1K-2-
V1

I[TepeuncnuTe cocoOBI 3AUTHI IPOTPAMMHBIX MPOAYKTOB. Y KOXKHTE
MX JIOCTOMHCTBA U HEIOCTATKH.

Kakue MeTobI BKITIOUAET FOpUIMUECKast 3aIIUTa TIPOrPaMMHBIX
npoaykroB? OxapakTepu3yiTe OCHOBHBIE U3 HUX.

[MepeuncnuTe OCHOBHBIE MEXKIYHAPOAHBIE U OTCIECTBEHHBIC
HUCTOYHHKH

3aIIUTHI IIPaB aBTOPOB MPOTPaMM.

B udem 3akmouaercs mpoueaypa TMIeH3upoBaHus nporpamMm? Kakumu
HOPMAaTHBHBIMH JIOKyMEHTaMH PETYIHPYETCs MPOLECC JINIIEH3NPOBAHNS
nporpamMm?

ITepeuncnuTe TEXHUUECKHE METOBI 3AILUTHI IPOTrPAMMHBIX IPOIYKTOB.
Kpatko oxapakrepusyiTe Kaxablil U3 HUX.

Kaxkue MmeTozs! cTeraHorpauu MOTyT UCTIONIB30BATHCS IS 3AITUTHI
MPOTPaMMHBIX ITPOAYKTOB?

CpaBHUTE METOZBI CTETaHOTPA(UUECKON 3aINTHI M TEXHHUECKON
s3amuthl [10.

Kaxkue ocobennoctu ctpykryps! PE-daitnos natoT BO3MOXKHOCTh

3¢ dexTHBHOrO BHEIPEHUS! LIU(PPOBBIX BOJISHBIX 3HAKOB?

OnmmuTe CyTh MeToa BHeApeHus koxa B PE-daiins 3a cuer
pa3MeIeHns Koja B CBOOOJHOM MECTE IIPOrpaMMBI (MHTET PALIHS).
Kaxoii u3 meronos BHenpenus kona B PE-daiinsl ucrnonbs3yercs B
nporpam Mme Filigrana? Onumure cyTb 3TOro MeTo/1a, €ro JOCTOMHCTBA
1 HEJIOCTATKH.

Kakue cioco6s! 0OHapyxeHHs, n3pnedeHns U Moaudukarm [{B3 Bbr
MOXKETe MPEUIOKHTD JUIs H3y4E€HHOTO MeToAa 3amuTsl I10?




KM10

3ammra
MPaKTUYECKON
paboter Ne 10.

OIIK-2-31;0I1K-2-
V1

[epeuncaute cocoOb! 3aIUTEI U(YPOBBIX TPAUUECKIX
n300pakeHn il 0T MOAN(DHKAIIMY U HECAHKIIMOHUPOBAHHOTO
WCTIONIB30BaHMSA. YKaXKUTE X TOCTOMHCTBA M HEJJOCTATKH.

B gem ocobeHHOCT POOACTHBIX, XPYIKUX U MOTYXPYHIKUAX IH(POBBIX
BOJISIHBIX 3HaKOB? KaKoBbl OrpaHUUYEHMS B UX MCIIOJIB30BAHUS IS
3aLUTHI 3JIEKTPOHHBIX JTOKYMEHTOB?

[epeuncianTe OCHOBHBIE MEXTyHapOIHEIE H OTCUECTBEHHEIC
WUCTOYHUKHI

3aIIKTHI IPAB aBTOPOB HUPPOBOr0O rpa)iuecKOro KOHTEHTA.
Anroput™ Xcy 1 By — ocobeHHOCTH peann3anni, JOCTONHCTBA U
HEJJOCTaTKU.

Anroput™m @puapux — 0COOEHHOCTH peanu3aliy, J0CTOMHCTBA U
HEIOCTaTKH.

Kaxkue MmeToznb! cTeraHorpadui MOTYT UCIIONIB30BATHCS [UIS 3aIUTHI
rpaduyeckux ¢ainos?

CpaBHHTE METOJIBI CTEraHOTPApHYCCKOI 3aIIUTHI U
KPUNTOTpapUIECKOH 3aIIUTEL.

Anroput™ B. A. MuTteknHa — 0COOCHHOCTH pean3aIiii, JOCTOMHCTBA
Y HEJJOCTATKH.

B 4eM 3akimrodaeTcst ycoBeplIeHCTBOBaHUE anropurma B.A. Murekuna
B IIPOTPAMMHBIX ITPOTYKTaX, UCIIOIh30BAHHBIX B Ta00paTOPHOH
pabote? Ouennre 3¢)(HeKTUBHOCTH UCCIEAOBAHHOTO aITOPUTMA JIISt
BcrpauBanus [[B3 ?

[MoncumnTaiiTe MakCHMaTbHBIX 00beM BeTpanBaeMoro 1[B3 B OuHapHOE
n3zo0paxxenne pazmepom 1024x128 nukceneii: a) B 6J10ku 3% 3 MUKCeNs,
0) B OJ1OKM 7X7 MHKCEINEH.

IMoncuunTaiiTe MakCUMaIbHBIX 00beM BeTpanBaemoro 1[B3 B

MOy TOHOBOE M300paskeHue (256 rpamamuii ceporo) pazmepom 512x256
MUKCee:

a) B 6Joku 3% 3 mukcens, 0) B 0JI0OKK 7X7 MUKCETEH.

KM11

3ammra
MIPaKTUYECKON
pabotsr Ne 11.

OIIK-2-31;0I1K-2-
v1

CoopmynupyiiTe OCHOBHBIC OTIIMUHS CTETaHOTPAPUIECKIX U
KpUNTOrpaMIeCKUX METO/IOB 3alIUTH HH(POPMAIIMOHHBIX pecypcoB. B
4eM JIOCTOMHCTBA M HEJOCTATKU KaXKJJ0T0 U3 METOHOB?

[NepeuncauTe mecTh OCHOBHBIX PEXXUMOB paboThI Iporpammel Invisible
Secrets-4.

B kaxux ciydasx BB MOXKETE TOPEKOMEHIOBATH HCTIOJIB30BAaHHE
Ka)KJOTO U3 PEKUMOB?

Ornennte 3¢ GeKTUBHOCTD paboThl mporpaMMel Invisible Secrets-4 ¢
rpaMIECKUMH 1 ayIuo (aiilaMH pa3InIHBIX THITOB. [[jIs1 3TOTO B
pexume “creraHorpaus’ BCTpOITE JaHHBIC B KOHTEHHEPHI Pa3IHIHbBIX
(opMmarToB, CpaBHHUTE ITyCTHIE U 3aIIOJHEHHbBIC KOHTEIHEPHI, clemaiiTe
BBIBOIBI.

[Ipu BcTpanBaHNM TaHHBIX B PEeKUME “‘CTeraHOrpadus” HCIOIB3yHTe
pazIMYHbIE ANrOPUTMBI JUIS LIM(POBAHKS BCTPAUBAEMBbIX JaHHBIX.
CpaBHUTE ITyCThIC U 3aII0JIHEHHBIC KOHTEHHEPHI, KAK H3MEHSETCS
pa3Mep 3aroTHEHHBIX KOHTEHHEPOB B 3aBHCHMOCTH OT METO/a
mm¢posanua? [ToueMy BBI IOTyYHIIH TaKUe Pe3yIbTaThl, 000CHYHTE.

KM12

3ammra
MPaKTUYECKON
paboter Ne 12.

OIIK-4-32;0I1K-4-
v2

Kakue ¢pusndeckne mpUHIUIBI JeXKAT B OCHOBE KBAHTOBOI
KkpunTorpabuu?

IMosicanTe Ha3HAYEHME W IPUHIMI paboTs! anroputMa BB84.
Onmmmte anroput™ bernnera. B gem 3axmodarorcst ero oco6eHHOCTH?
Kakue ys13BUMOCTH KBAHTOBBIX KPHIITOCHCTEM BaM u3BecTHBI?
ITpuBeauTe mpuMepsI.

UYro Takoe KBAaHTOBAsI 3aI[yTAHHOCTb M B KAKUX MPIIIOKEHHUIX
KBAHTOBBIX TEXHOJOTHUII 3aIIUTHI HHPOPMALUHN OHA HCTIONIB3yeTCs?
OnumuTe NPOTOKOJ KBAHTOBOTO PaclpeaeneH s KIouel ¢
ucnonb3oBanuem OIIP.

Kakim 06pa3om MoxkeT OBITh OCYIIECTBIICHA aTaka Ha MpoTokol BB84?
Kaxum 06pa3zom MoxeT ObITh OCYIIECTBICHA aTaka Ha MpoTokon B92?
Yro Takoe PNS-artaka u kakuM 00pa3oM OHa OCyIeCTBIsIeTCs?

UYro Takoe KpUTHYECKas JUIMHA JIMHUH CBS3M M KaKIM 00pa3oM OHa
BBIYHCIIACTCS B cirydae PNS-araxu?




KM13

3amuTa KypcoBoH
paboThI

IK-2-B1;I1K-2-
V1;IIK-2-31

UYro Takoe ynpasieHHe puckaMu HH(OPMAIMOHHOM 6e30macHoCTH?
Kaxue coBpeMeHHBIE CTaHIapThl B 00JaCTH HHPOPMALIMOHHOM
0e3011aCHOCTH, MCITOIB3YIOIINE KOHIIEIIIINIO YIIPABICHHS pucKaMu Bam
U3BECTHBI?

[epeuncianTe OCHOBHBIE 3TaIbl HOCTPOSHUS U UCIIOIb30BAHUS CUCTEMBI
MOHHTOPHHIa HH(POPMAIIMOHHON 6E3011aCHOCTH.

Ha3zoBuTe OCHOBHBIE 3TAITBl METOANKH IIOCTPOCHHUS CHCTEM 3aIUTHI
undopmanun Lifecycle Security.

HasoBuTe 0CHOBHBIE TAITBl METOAUKH TIOCTPOEHUS CHCTEM 3aILIUThI
napopmanun Microsoft. MeToanka HOCTPOCHHUS CHCTEM 3aIUTHI
uadopmanun CRAMM.

Ha3zoBuTe 0CHOBHBIE 3TaIlbl METOAUKH OCTPOCHUS CUCTEM 3aIl[UTHI
nHpopmanuu FRAP.

Ha3zoBuTe OCHOBHBIE 3TAITBl METOAWKH IIOCTPOCHHUS CHCTEM 3aIUTHI
uadopmanun OCTAVE.

HasoBute 0CHOBHBIE TAITBl METOAUKH TIOCTPOEHUS CHCTEM 3aILUThI
nHpopmarmu RiskWatch.

Cdopmymupyiite npunnun [lapero. HazoBute ero 1ocToMHCTBA H
HEJOCTATKU NPH NPUHATHU YIPaBICHYECKUX PEIlIeHnl B 001acTi
MOCTPOEHHUS 3aIUIIEHHBIX CUCTEM 00paboTKH HH(OPMALIHH.

Kaxum o6pazom Cetu [IeTpr MOKHO UCTIONIE30BATh IS
MOJIETTMPOBAHUHNS TIOBEICHHUS HAPYIIUTENS B CUCTEME 3alUTHI
uHpopManuu?

Yro Takoe MeTkH B ceTsx [lerpu? Kaxium 00pa3oM OHH HCIIONB3YIOTCS
IPU MOJICTIMPOBAHNH CUCTEMBI 3aIUTHI HHpopManuun?

Uro Takoe no3uumu B ceTsix Ilerpu? Kakum o6pazom oHM
UCIIONB3YIOTCS ITPU MOAEIUPOBAHIN CUCTEMBI 3aIIUTHI HH(pOpMAIN?
Uro Takoe pa3pelIeHHbIE U 3alpelleHHbIe Iepexobl B ceTsix Ilerpu?
Kakim 06pa3oM 0HM HCHONB3YIOTCS IIPU MOJETHPOBAHUU CUCTEMBI
3aIIUTHl HHpOpMAUN?




KM14

DK3ameH

OIIK-4-31;0I1K-4-
32;0I1K-2-31;YK-3-
31;VK-1-3;IIK-2-
31

OIIK-4-31 CoBpeMeHHBIC METOIbI KPUIITOTpahUIECKON U
creraHorpauueckoi 3amuTbl THYOPMALUH:

Ha3zoBuTe 0OCHOBHBIE TPOOIEMBI M TEHACHIIUH PA3BUTHS COBPEMEHHON
KpUnTOrpaguu.

ITepeuncnuTe ¥ NOSCHUTE aKTyaJIbHBIE HAITPABIECHHSI COBPEMEHHON
Kpunrorpaduu.

Uro Takoe amunTHYecKas kpuntorpagus? IlosicHuTe CynHoOCTh
METOJ]a, OCHOBHBIE IOCTOMHCTBA M HEJOCTATKU.

Yro Takoe romomopdHoe mmpposanue? [loscHUTE MOCTAHOBKY 3a1adH.
UeM 0TIMYAIOTCS TOJHOCTBIO TOMOMOP(HBIE U YACTHIHO
TOMOMOP(HBIE KPUITOCUCTEMBI?

I'ne npumMensiercs romoMopdHoe muppoBanue?

UYro Takoe HU3KOpecypcHas kpunrorpadus? KaxoBo ee mpakrimaeckoe
npumeHenue? [lepeunciaure TpeOOBaHUS K CPEICTBAM HU3KOPECYpPCHOM
KpUTITOrpaduH.

B dem 3axmodaeTcs MpoTOKOJ TaHBIX MHOTOCTOPOHHUX BBEIYUCIICHHH?
KaKoBO ero HazHaueHue? IIpuBenure npuMep peanus3anuu.

Kaxum o6pazom paboTaroT mpoToKoIbl pazdoueHus cexpera? KakoBo ux
HasHadyeHHe? MPUBEJUTE MPUMEDP PeallU3alUH C TOMOIIBIO
TaMMHPOBaHHS.

IlosicauTe npoTokon pasnenenus cexpera no cxeme Hlamupa. Kakoso
ero Ha3HaueHue? [IpuBeauTe npuMep peaar3alim.

IMosicanTe TIPOTOKOIN paszmeneHus cekpera cxeme AcMyTta-biyma u ero
Ha3HaueHHe. [IpuBenuTe mpuMep pearn3amnim.

Kax paboraer 6urpammuslii mudpa [nefidepa? [losicuuTe npouenypsl
mudpoBaHus U pacudposbiBaHns. OLEHUTE KPUIITOCTONKOCTS.
Kaxum o6pa3om ocytiecTBisieTcs NemuppoBanne mudpa mpocToi
HepecTaHOBKH MeToioM 6urpamm? [IpuBenure mpumepsl
UCTIONIBb30BAHUS aITOPUTMA MIEPECTAHOBKU B COBPEMEHHBIX
CHMMETPHYHBIX KPHUIITOCHUCTEMAX.

Kak pabGoTaeT renepatop MceBIOCIyJaifHbIX TOCIEA0BATEIILHOCTEH,
OCHOBAHHBIN Ha PETHCTpPE CIBUTA C JMHEHHOI 00paTHOM CBA3BIO?

Yo Taxoe JIMHEIHAas CII0)KHOCTh OMHAPHOH MOCIIEJ0BATENEHOCTH?
Yro Takoe M-mocienoBaTeaIbHOCTD U KaKOBHI €€ CBOMCTBA?

OI1K-4-32 OcHOBHBIC KBAHTOBO-MEXaHUYECKUE IPUHIIUIIBL, JIXKAIINUE B
OCHOBE TIOCTPOCHUS KBAHTOBBIX CHCTEM 3aIUTHl HH()OpMAIHH:

B gem 3axmogaercs npobiema pacnpeeneHus KIodeil B cucremMax
3aIIUTHl HHpOpMAIUN?

Ha3zoBuTe KBaHTOBO-MEXaHUUECKIE IIPHHITUITE ¥ TOSCHUTE X
UCTIONIb30BaHKE B HH(OPMAI[HOHHON 0€30MacHOCTH.

UYro Takoe KBaHTOBasi KPUITOCUCTEMA M KAKOBO €€ Ha3HaueHHe?
IMosicHATE TIPHHITUIT ACHCTBHUS POTOKOJIA KBAHTOBOH KpHIITOTpaduu
BBg4.

TTosicHuTe MPUHIKI ASHCTBHUSA MPOTOKOJIA KBAHTOBOM KpUnTorpapuu
B92.

UYeM oTiIMYAIOTCS IPYT OT APYyra KBAaHTOBBIE KPUIITOCUCTEMBI C
HOAPHU3ALHOHHBIM U (ha30BbIM KoupoBaHueM? [IpuBenute mpuMepsl.
HasoBure Hanbonee pacnpocTpaHEHHbIE YSI3BUMOCTH KaHAIIOB
KBaHTOBOI'O paclpeielieHHs KII0YeH.

INoscauTe MpUHIUI PabOTHI CHCTEM KBAaHTOBOT'O PaCIIpeeIeHHs
witouell. [IpuBeaure npuMepsl peanusauu.

HasoBute ocHOBHBIE BU/IbI TPOTOKOJIOB KBAHTOBOI'O PACIPENEIEHUS
Krrouelt. OxapakrepusynTe UX IpPeuMyIecTBa U HEAOCTATKU.
KakoBbI mepcHeKTUBB! pa3BUTHS KBAHTOBBIX TEXHOJIOTHUII 3aIIUTHI
nHpopmanuu?

OIIK-2-31 MeToapl 3aIUTHI IPOTPAMMHOTO 00ECTICUeHHUS OT YyIPo3
uH(pOPMALMOHHOM 6€30MaCHOCTH, METOBI 3aIIUTHI aBTOPCKHUX MpaB Ha
U (pOBOI KOHTEHT:

Ha3zoBuTe 1emu 3auuThl IPOrPaMMHOTO 00ECICUCHHS.

Kaxum 06pa3oM OCyIIECTBISAETCS IOPHIMIECKAst U TEXHHYECKAs! 3aIl[1Ta
MPOTPaMMHOTO oOecTIeueHUs?

TlosicHUTE TEXHUKY BHEIPEHHUS KOJIA B HCIIOTHSEMbIC (DaiiiIbL.
IpuBeanTe KIACCHOUKAINIO MEXaHH3MOB BHEPEHHSI.




Kaxkue anroputmsl BcTpanBaHMs IH(POBOTO BOASHOTO 3HAKA B
ucrionHsiemble Qaiins Bam n3BectHbr? HazoBuTe MX 10CTOMHCTBA U
HEJJOCTaTKH.

Kakim 06pa3om ocymecTBISETCS 3aMNTa YIEKTPOHHBIX JJOKYMEHTOB C
WCTIOJIb30BaHUEM IIH(POBBIX BOASHBIX 3HAKOB?

[MosicHuTe TpUHIKI PAOOTHI AITOPUTMOB BCTpaUBaHUS HU(POBBIX
BOJISTHBIX 3HAKOB B ITOJ[yTOHOBBIE M OMHAPHBIE H300pakeHHI.

UYro Takoe cTeraHorpadus 1 4eM OHa OTIHYaeTcs OT Kpunrorpapun?
Yro Takoe pobacToCTh H300paXKEHHS U OT YEro OHA 3aBHCHUT?

YK-1-31 OcHoBHBIE YTpo3bI HHYOPMATMOHHON O€30MIaCHOCTH Ha
NPEIPUSTUH:

Uro Takoe TeXHUIECKHE CIIOCOOBI OpraHn3allui yTedkd HHpopMarm?
IIpuBequre nx KIacCUPUKALIUIO.

Yro npencraBisier coO0i BU3yallbHO-ONTHYCCKUN KaHAJ yTCUKH
nHpopmanun? HazoBuTe OCHOBHEIEC CIIOCOOB! IIPOTHBOICHCTBUS EMY.
UYro mpeacTaBiIsAoT co00H aKyCTHUSCKIH 1 BUOPOAKyCTHIESCKHI KaHAT
yreuku uHopmarun? HazoBruTe 0CHOBHBIE CLIOCOOBI IPOTUBOCHCTBUS
uM.

UYro mpencraBiseT coO0i 37EKTPOMAarHUTHBIA KaHAT YTEUKI
uapopmanun? HazoBuTe OCHOBHBIE CIIOCOOB! IPOTUBOCHCTBUS EMY.
Yro mpeacraBisier coOOW MaTepHANTbHbBII KaHA YTCYKU HHPOpMAIAU?
HasoBute 0CHOBHBIE CLIOCOOBI IPOTHBOACHCTBHS My .

Ha xakux mpuHIMIIAX CTPOUTCS CUCTEMA 3AIMUTH KOH(PHUISHITHATEHON
nHPOPMALIMH OT yTedek?

Ha3zoBuTe OCHOBHbBIE TEXHOJIOIMHU 3AILUTHI OT YTEUEK JAHHBIX.
[IpuBemure nx OOIIYIO XapaKTEPHCTHKY M KITaCCH(UKAIIHIO.

Ornumute DLP-cucteMsl, uxX ocHOBHBIE 3aaa4un. KakoBsl TpeOoBaHUS K
DLP-cucremam? YTo Takoe KOHTEKCTHBIM KOHTPOJIb 1 KOHTEHTHAs!
¢umeTpanus B DLP-cucreme?

Onumure [PS-cucteMbl, UX OCHOBHBIE U JAOMOJHUTENbHBIC 3a/1a4H,
TEXHOJIOTHH AETEKTUPOBaHUS KOHPHUISHIHANbHOW nHpopmaruu B [PS-
cucremax.

Omumute IRM-crcTeMbl, IX OCHOBHBIE 33/1a91 U MEXaHU3MBI
peanuzanuu. B yem 3akmouarotcs ocobennoctu IRM-cucrem, ux
JIOCTOMHCTBA ¥ HEAOCTATKU?

Uro Takoe IDL-cucrembr? KakoBbl ©X OCHOBHBIE BOBMOXXHOCTH U
MEXaHMU3M pealn3auun? noscHuTe ucnonb3oBanue IDL-cucrem s
paccrienoBaHus KUOepIpecTyIUICHUH.

Yro Takoe aTpHOYTHEIH KOHTPOIIb TocTyna? KakoBel ero 6a30BEIe
MEXaHHU3MBbI peaTn3aun?

B yem cocTouT MOAENE C MIONHBIM TepeKkpbITHEM yrpo3? HazoBure ee
JIOCTOMHCTBA U HEAOCTATKH.

TTK-2-31 OcHOBHBIE METOIMKH aHATN3a PUCKOB HH(POPMAIIMOHHOM
0e30macHOCTH Ha MPEANPHUITUH:

UYro Takoe ympasieHue prckaMy HH(POPMAIIMOHHOH Oe30macHoCTH?
Kakue coBpeMeHHBIE CTaHAAPTHI B 001aCTH HHGOPMAIIMOHHOH
6e30MacHOCTH, UCIONb3YIOIINE KOHLIEMNIUIO YIIPaBlIeHHs puckamu Bam
U3BECTHBI?

[lepeuncianTe OCHOBHBIE 3TAIbI TOCTPOCHHUS U HCIIOIB30BAHUS CHCTEMBI
MOHHUTOPHHIa HHPOPMALIMOHHON 0€30IaCHOCTH.

HasoBute 0CHOBHBIE TAITbl METOAUKH TIOCTPOEHUSI CHCTEM 3aILIUTHI
nadopmanmn Lifecycle Security.

Ha3zoBuTe OCHOBHBIE 3TAITBl METOAUKH OCTPOCHUS CUCTEM 3aIUTHI
uHpopmanuu Microsoft. MeTo/Hka IIOCTPOCHUS CUCTEM 3aIll[UThI
nadopmanmn CRAMM.

Ha3zoBuTe OCHOBHBIE 3TAITBl METOAUKH IIOCTPOCHUS CHCTEM 3aIUTHI
unpopmanuu FRAP.

HasoBute 0CHOBHBIE TAITbl METOAUKH TIOCTPOEHUSI CHCTEM 3aILUTHI
nadopmanun OCTAVE.

Ha3zoBuTe OCHOBHBIE 3TAITBl METOAUKH OCTPOCHUS CUCTEM 3aIUTHI
nHpopmanuu RiskWatch.

Cdhopmymupyiite npuniun [lapero. HazoBute ero 10CTOMHCTBA H
HEJOCTATKU NIPH NPUHATHH YIPABICHIECKUX PEIICHUI B 00IacTH
MOCTPOEHUS 3AIIUIIEHHBIX CHCTeM 00pabOTKH HH(pOpMAaLIUK.




VK-1-31 Merobl MOAECTUPOBaHUS TOBEACHUS HAPYIIIUTEIS
WHpOpPMAMOHHON Oe30macHOCTH. [TpHHIUITBI TOCTPOCHHS U
(ynkunonupoBanus ceteit [lerpu:

Kaxum o6pazom Cern [lerpn MOXKHO HCIIOIB30BATH ATIS
MOJICTTMPOBAHUHS TIOBEICHHS HAPYIIUTENS B CHCTEME 3aIUTHI
uHpopmarun?

Yro takoe Metku B cetsx [lerpu? Kakum o6pa3om oHHM MCHONB3YIOTCS
TIPY MOJICTIMPOBAHNH CUCTEMBI 3aIUTHI HH(popManum?

UYro Takoe mo3uru B cetsax [lerpu? Kaxum o6pasom onn
UCIIONB3YIOTCS TPU MOZAEIUPOBAHUH CUCTEMBI 3aIUTHI HHpOpMAIHn?
YTo0 Takoe pa3peleHHbIE U 3aNpelIeHHbIe TIepexoasl B ceTsix [lerpu?
Kakim 06pa3oM 0HH HCHONB3YIOTCS ITPU MOJIEITMPOBAHUH CHCTEMEI
3amuTHl nHGOpManun?

5.2. Ilepeuenn paGoT, BHINOJIHSE

MbIX 110 TUCIHTHIJIMHE (

KypcoBasi pa6ora, Kypcosoii npoexr, PI'P, Pedepar, JIP, IIP u 1.11.)

Kon
paboTsI

Hazpanue
paboTsI

ITpoBepsiemble
UH/IUKATOPBI
KOMIIETEHIIUMN

Coneprxanue paboTsI

P1

IIpaxrnueckas
pabora Nel.
Nzyuenue
IIPOTOKOJIOB
pasoueHus U
pas3zerneHus cekpeTa

OIIK-4-Y 1;0I1K-4-
31

N3yuenue Ha NpakTUYECKUX IpUMeEpax IPOTOKOJIA TalHBIX
MHOTOCTOPOHHHUX BBIUHCIICHUH Ha OCHOBE aroputMa RSA, cxemsl
pa30HeHNsl CEeKpeTa C MOMOIIBI0 TaMMUPOBAHHS, CXEM pa3JIeNeHUs
CEKpeTa C OMOILBI0 MHTEPIOJSALMOHHbBIX IOJTMHOMOB Jlarpanxa u
KATaCKO# TeopeMbI 00 OCTaTKax.

P2

[Ipakrnueckas
pabota Ne 2.
CuMMeTpHUuHbIE
KPUITOANTOPUTMBL.
udp [Mneiidepa.

OIIK-4-31;0I1K-4-
Vi

W3ydeHne IpUHIMIIOB OCTPOCHHUS NIM(PPOB 3aMEHbI Ha TIPHMEPE
nmdpa [Tnetidepa.

P3

[Ipakrnueckas
pabota Ne 3.
Jemudposanue
mudpa mpocTou
MIePECTaHOBKH IPH
MIOMOIIIX METOAA
ourpamm.

OIIK-4-31;0I1K-4-
v1

H3y4enue mudpoB mepecTaHOBKA U IPOCTEHIINX METOIOB HX
KPHUIITOAHATIH32

P4

[Ipakrnueckas
pabota Ne 4.
Wzyuenue
PETUCTPOB CIBUTA C
JIMHEHHON 00paTHOM
CBSI3bIO

KaK TeHepaTOpOB
IICEBAOCITYYalHbIX
qucen

OIIK-4-31;0I1K-4-
Bl

N3yuenue npuHIMa paboThl reHepaTopa MCeBI0CTyYaiHbIX
MOCIIE0BATENBHOCTEH, OCHOBAHHOTO Ha PETHCTPE CIBUTA C IMHEHHOM
00paTHOH CBSI3BIO.

P5

[Ipakruueckas
pabora Ne 5.
N3yuenne monenu
MHGPOPMAITHOHHON
0e30MacHOCTH C
MOJTHBIM
MEPEKPBITHEM YTPO3

YK-1-3;IIK-2-
31;I1K-2-Bl1

Vi3y4eHne IpUHIMITOB TIOCTPOCHUS MOJIUTHK 0€30MaCHOCTH M MOZEIei
nH(popManoHHO 6e3omacHocTH. COCTaBIEHNE MOJETH C OTHBIM
HEPEKPBITUEM YIPO3 Ha IPUMEPE KOHKPETHOI'O NIPENIIPUATHS.

P6

[Ipakrnueckas
pabota Ne6. Ananmu3
PHCKOB
nH(pOPMALMOHHOI
Oe3omacHOCTH

IMK-2-BI;IIK-2-
VI;IIK-2-31

AHaJu3 pUCKOB HHPOPMAITUOHHON 0€30MaCHOCTH MPEANPHITHS IO
meroauke COBIT.




P7

IIpakruueckas
pabota Ne 7.
W3yuenne cucteMsl
HOJICPIKKI
MIPUHATHS peIIEHUI
B o0Js1acTu
TIPOEKTHPOBAHI
CHCTEMbI 3aIUTHI
nHbOPMAILIUU Ha
MPEANPHUITAN

VYK-3-31;VK-3-V1

N3yuenue npuHuunos [lapeTo-onTuMu3anuy U CUCTEMBI MOAEPKKI
MPUHATHS PEIICHUH B 001aCTH MPOSKTUPOBAHUS CHCTEMBI 3all[UThI
WHPOPMAIIUH Ha TPEIIPUATHH, TIOCTPOSHHON Ha OCHOBaHUH METO/Ia
JNOCTYKUMBIX IIEIEH.

P8

IIpaxrnueckas
pabora Ne 8.
Paspabotka
clieHapueB AeUCTBUI
HApPYIITUTENS
UHPOPMALMOHHON
6e301acHOCTH C
WCTIOJIb30BaHIEM
ceru Ilerpu.

VK-1-31;VK-1-V1

HM3y4enne npuHIMIIOB IOCTpoeHus cereit Ilerpu u pazpaboTka
CIIEHapHeB JeUCTBUI HapyHmIHTeIs HHPOPMALHOHHOM 6€30MacCHOCTH €
UX MCHONb30BAHUEM.

P9

[Ipakruueckas
pabora Ne 9. 3amura
MIPOTPaMMHOTO
obecrieueHust
METOJaMHU
cTeraHorpaduu

OIIK-4-31;0I1K-2-
V1

N3ydenne cioco0OB 3aIKUTHl IPOTPaMMHOT0 00ECHIeUSHHSI.
ITpuMeHeHue cTeraHorpa)MIecKiX METOIOB.

P10

[Ipakruueckas
pabora Ne 10.
3amura
JIEKTPOHHBIX
JIOKyMEHTOB C
WCTIOB30BaHIEM
IU(POBBIX BOISHBIX
3HAKOB

OIIK-2-Y1;0IIK-2-
31

W3ydenne crioco00B 3aIUThl JICKTPOHHBIX JIOKYMEHTOB C
WCTIOJIb30BaHIEM I (POBBIX BOASHBIX 3HAKOB.

P11

IIpaxrnueckas
pabora Ne 11.
CTeroKoMILIEKCHI,
JIOIYCKAIOIINe
HCIIOJIb30BaHNE
ay/IMOKOHTEHHEPOB

OIIK-4-31;011K-2-
31;0MK-2-V1

Nzyuenne nporpammuoro komruiekca INVISIBLE SECRET u
MPUHIUIIOB CTEraHOTPapUUECKOTO BCTPauBaHUs HHPOPMAIUH B
Ay TUOKOHTEHHEPHI.

P12

[Ipakruueckas
pabdota Ne 12.
Pacuer xputnueckoit
JUIUHBI TUHUH CBA3U
ripu PNS-arake na
KBaHTOBBII KaHAI

OIIK-4-Y2;0I1K-4-
32

M3yuenue aTak Ha kaHaJl KBAHTOBOM CBSA3HM U pacueT KpUTHUECKOM
JUIMHBI TMHUHK CBA3K Tpu PNS-aTtake Ha KBaHTOBBIH KaHaIl.

P13

Kypcogas pabota.
AHanu3 pucKoB
HHGOPMAITHOHHON
Oe3omacHOCTH.

IK-2-BL;IIK-2-
Y1;IIK-2-31

AHan3 puCKOB HHPOPMAMOHHOI 6e301TacCHOCTH 110 33/TaHHOH
METOJIHMKE U BEIPA0OTKA PEKOMEHJAIINH [0 TIOCTPOCHUIO MTOTHTHKU
MH(OPMALMOHHOH 0€3011aCHOCTH HPEIIPUSITHSL.

5.3. OueHouHble MaTepuaIbl, HCIOJIb3yeMble IS IK3aMeHa (onucanue OUJ1eToB, TECTOB U T.IL.)

OK3aMeHAIMOHHBIA OMIIET COCTOMT M3 ABYX TEOPETHYESCKHUX BOIPOCOB. briieTsl xpansarcs Ha kadenpe. OO6paszer s3x3aMeHaHOHHOTO
Ourera npuBeneH B paszgene [Ipuroskenns.




5.4. MeToauka OLIeHKH 0CBOCHHS NUCHMILIMHBI (Moay/1s, npakTuku. HAP)

DK3aMeHalMOHHas OLICHKA:

OneHka "oTaMYHO" BBICTABISIETCS CTYIEHTY, IOJHOCTHIO OTBETHUBIIEMY Ha JIBa TEOPETUYECKUX BOIIPOCA IK3aMEHALIMOHHOTO
Ourera, 0OHapYXHUBIIEMY BCECTOPOHHEE, CHCTEMATHIECKOE U TITyOOKOe 3HaHNE YIeOHOI0 MaTepHaa, IpexyCMOTPEHHOTO
MIPOTPaMMOii; yCBOMBILIEMY OCHOBHYIO U 3HAKOMOMY C JOMIOJHHUTENBHON JIUTEPATYPOH MO MpOorpaMMe; YMEIOIEMY TBOPUYECKH U
OCO3HAHHO BBITIOJIHSATE 3aJ[aHHsl, TTPEyCMOTPEHHBIE TPOrPaMMOii; YCBOHMBILIEMY B3aHMMOCBS3b OCHOBHBIX MOHSITHN U YMEIOILIEMY
MPUMEHSTh UX K aHATU3Y W PEIICHUIO MPAKTHUECKUX 3aj1ad; 0e3yNpeyHO BHIOIHUBIIEMY B TIPOIIECCE U3yUSHHS JUCITUTUTIHEI BCE
3aJlaHus, IPETyCMOTPEHHBIE (POPMAMHU TEKYLIETO KOHTPOJIS;

OreHKH "Xopomo" 3acayKUBAET CTYJICHT, OTBETHBIIMHA MOJHOCTBIO HA OJMH BOMPOC SK3aMEHAIIMOHHOTO OMJIETa U OTBETHBIIHIA
YaCTUYHO Ha JIPYTOH BOMPOC, IIPU STOM OOHAPYKHUBIIHIA MOJTHOE 3HAHUE yUeOHOTO MaTepHaa, pexyCMOTPEHHOTO MPOTPAMMOIA;
YCIICIIHO BBHIMOJHUBILUHA BCE 3aJaHUs, [IPELYyCMOTPEHHBIC (DOPMAaMU TEKYIIEro KOHTPOJIS,

OHGHKa "y[[OBHCTBOpI/ITeJIBHO" BBICTABJIACTCA CTYJACHTY, OTBETUBIIEMY ITOJTHOCTBIO TOJIBKO Ha OAWH BONIPOC S3K3AaMCHATUOHHOTO
ousera wian JOIyCTUBIIEMY NOTPEITHOCTU B OTBETE HA BOIPOCHI IK3aMECHAITMOHHOTO ounera u 06nana101ueMy HCO6XO,HI/IMI)IMI/I
3HaHUSAMU AT UX YCTPAHCHUA IO PYKOBOJACTBOM IIpEriogaBaTeIsd;

OreHKka "HEyIOBIETBOPUTENEHO" BEICTABIISICTCS CTYACHTY, HE OTBETHBIIEMY Ha /IBa BOIIPOCA IK3aMEHAIIMOHHOTO OHIeTa,
00Hapy>KUBILIEMY MpoOebl B 3HAHUM OCHOBHOTO MaTepuaa, IpeJyCMOTPEHHOT0 IPOrpaMMOM, TOMYCTHUBIIEMY IPUHIUIHATBHBIE
OLIMOKU B BBIMIOJHEHUH MPETYyCMOTPEHHBIX IPOrpaMMOi 3aIJaHNH; HE BBIIOJTHUBIIEMY OTAENbHbBIE 3aaHHs, IPEAYCMOTPEHHbIE
(hopMamu TEKyIero KOHTPOJIS.

OreHKka 3a KypcoBYyO paboTy:

OlieHKa «OTIIUNYHOY» CTABUTCSI, €CITH:

— KypcoBasi paboTa BBINOJIHEHA B MTOJHOM 00beMe U COOTBETCTBYET 331aHHUIO;

— MOSICHUTEITbHAS 3aIIMCKa COCTABIIEHa aKKyPaTHO, MTOCIEI0BATEIBHO C YIEeTOM TPeOOBaHHI CTAHIAPTOB 110 COCTABICHUIO
TEKCTOBBIX TOKYMECHTOB;

— MPAKTHYECKas YaCTh KypCOBOM pabOTHI BHIMOIHEHA B [TOJIHOM 00beMe;

— BBIIIOJIHCHHEC KprOBOﬁ pa6OTBI MMPOXOAUJIO B ITOJTHOM COOTBETCTBUH CO CPOKaMH KypCOBOT'O IIPOCKTUPOBAHUS;

— 3aImmTa KypcoBoil paboThI IIPOBEICHA TPAMOTHO € IEMOHCTpAINEH BCeX BO3MOXKHOCTEH PACCMOTPEHHOM METOINKA aHAITH3a
PHCKOB.

OHCHKa «XOpOomo» OOITYyCKacT:

— HEKOTOPBIE OTCTYIUICHHS OT 'padMKa BBITOIHEHUS KyPCOBOTO MPOSKTUPOBAHUSL;

— CYIICCTBOBAHUEC HE3HAUUTCIIbHBIX HOFpeHJHOCTCﬁ B O(I)OpMJ'IeHI/II/I MOSICHUTEJIbHOM 3aITUCKHU U peajin3ally MCTOJAUKH aHAJIM3a
PHUCKOB (TIPAaKTUIECKON YaCTH KypCOBOH paboThI).

— HEJOCTAaTOYHO MOJHBIMH PEKOMEHAAIMSIMU IO (POPMHUPOBAHUIO MOJTUTUKU 0€30MaCHOCTH OpraHU3aIHH.

Ornenka «YOOBJICTBOPUTCIIBHO» JOIYCKACT:

— CYILIECTBOBaHUE OIIMOOK, HETOYHOCTEH M HEMOCIEI0BATEILHOCTH TIPU COCTABIICHHUH MOSICHUTEILHON 3aITUCKH;

— 3HAYUTEIbHBIC OTCTYIUICHUS OT TpeboBanuii ECKJI npy BHINIOJIHEHNH TOSCHUTEIBHON 3aITUCKH;

— OTCYTCTBHE TTIOAPOOHOTO OMICAHUS pACCMATPUBAEMBIX PHUCKOB H YSI3BUMOCTEH;

— OTCYTCTBHE CAMOCTOSITEIbHOCTH U TBOPUYECKOTO MOIX01a TPH (POPMYTUPOBKE PEKOMEHIALNH 10 (POPMUPOBAHUIO TIOJTUTUKH
06€e30I1aCHOCTH;

— 3HAYUTEIHLHOE OTCTYIUICHUE OT CPOKOB BBITIOTHEHHSI KyPCOBOW paOOTHI;

— HE/IOCTaTOYHO TPAMOTHYIO 3aIlUTY U HEMOJIHYIO IEMOHCTPAIMIO BO3MOXHOCTEH paccMaTpuBaeMOi METOIMKH aHaJIN3a PUCKOB.

OrmeHka «HCYOOBJICTBOPUTCIIbHO» NOITYCKACT:

— HECOOTBETCTBUE KyPCOBOW pabOThI 3a1aHHIO;

— OTCYTCTBHE y4eTa TpeOOBaHHI CTAaHIAPTOB IO 0()OPMIICHUIO TEKCTOBBIX TOKYMEHTOB IIPH COCTABIICHUH MOSCHUTEIBHON 3aITHCKY;
— TIOJTHOE OTCYTCTBHE OIMCAHMS PacCMaTPUBAEMBIX PHUCKOB U YSI3BIMOCTEH;

— CyIIECTBOBAHUE OIMIMOOK U HEIIOCIEA0BATEIFHOCTH B PEATH3a[IH METOUKI aHATH3a PUCKOB;

— 3HAYHUTEIBHOE OTCTYIUICHHE OT CPOKOB BBHIMOITHEHHS KYpPCOBOW pabOTHI;

— HECIocOOHOCTh TPaMOTHO 3aIIUTHTE KypCOBYIO paboTy.

6. YHEBHO-METOAUWYECKOE U HTHO®OPMAIIMOHHOE OBECIIEYEHHWE

6.1. Pexomenayemas jqurepartypa

6.1.1. OcHoBHas JiuTEpaTYpa

ABTOpBI, COCTaBUTEIU 3arnaBue Bbubnmoteka W3narenscTBo, rox




ABTOPBI, COCTaBUTEIH 3arnaBue Bbubmmnoreka W3narenscTBo, rox
JI1.1 | ®abpuunoB A. T., Kondunenuuansaoe DnexkrpoHHas OUOIUOTEKA Mockga: Jloroc, 2011
Hémymkun A. C., JIEIIONIPOU3BOICTBO 1
Konppamosa T. B., 3aLUILEHHBIH AJIEKTPOHHBII
Kynses H. H. JIOKYMEHTOO00POT: Y4eOHUK
JI1.2 |HWnbuues E. B., KBanroBas nHpOpMaTHKa U DnexkrpoHHas OubIMOTEKA Hosocubupck:
I'punbepr 5. C. KBaHTOBBIC OMTHI HA OCHOBE HoBocubupckuii
CBEPXIIPOBOJHUKOBBIX TOCYAapCTBEHHbIH
J0K03e(DCOHOBCKUX CTPYKTYP: TEXHUYECKUN YHUBEPCHUTET,
y4eOHUK 2013
JI1.3 | Hecrepos C. A. OcCHOBBI HUHPOPMAITUOHHOK DneKkTpoHHas OUOITHOTEKA Cankr-IlerepOypr:
0e30macHOCTH: yaeOHOe WznarenbcTBO
nocobue INonuTexHU4eCKOro
yHHUBepcuTera, 2014
JI1.4 |HWmyxosa E. A,, Kpunrorpadudeckie DneKTpoHHAas OUOIHOTEKA Taranpor: FOxHbIii
Jlo6osa E. A. IIPOTOKOJIBI U CTAHJAPTHIL: (benepanabHBIN YHHBEPCHTET,
yuaebHOe rmocobue 2016
JI1.5 | Kupnuunukos A. IT., Kpunrorpaduaeckue meTost OnexrpoHHas 6uONIMOTEKA Kasanb: Kazanckuil HayuHO-
XaiiOymuna 3. M. 3aIIUTHl KOMIIBIOTEPHOMN HCCIEIOBATEIbCKUI
WHPOPMAIIUH: yIeOHOE TEXHOJIOTHUECKHII
nocobue yruBepcuret (KHUTYVY), 2016
JI1.6 |Mensauxos B. IT., Hudopmanmonnas Bbubnnorexa MUCuC M.: ACADEMIA, 2008
Knetimenos C. A., 0€30I1aCHOCTD U 3allUTa
ITetpakoB A. M., WHpOpMaUH: yueod. mocodue
Kuneiimenos C. A. JUTS CTY. BY30B, 00y4. IO
cretw. 230201
"UHpopMannOHHbIE CHCTEMBI U
TEeXHOJIOTHH"
JI1.7 | Koctun B. H. MeToab! 1 cpeicTBa 3alIUThI DnekTpoHHas ONOINOTEKA M.: [MHUCuC], 2018
KOMIIBIOTEPHOM HH(DOPMAITHH.
Kpunrorpaduueckie MeToabl
3amuThl HHpopMannu (N
3086): yued. mocobue
6.1.2. lono/IHUTe/ILHASA TUTEPATypa
ABTODBI, COCTaBHTEIH 3arnaBue Bubnmorexa W3narenpcTBO, TOx
JI2.1 | bamuer I1. H., HudopmannonHas DneKkTpoHHas OUOIMoTEeKa Mocksa: EBpaszuiickuii
bapanora E. K., Oe3ormacHOCTE: yueOHO- OTKPBITHII HHCTUTYT, 2011
Bbabam A. B. MPaKTHYECKOE TTOCOOHE:
ydebHoe nocobue
JI2.2 | Munun U. B., Munun | 3ammra KoHOUICHIMATEHON DneKTpoHHas OMOIMOTEKa Hosocubupck:
O.B. HHPOPMAITUH TTPH HoBocubupckuii
JJIEKTPOHHOM roCyJJapCTBEHHBIN
JIOKyMEHTO00O0pOTE: yueOHoe TEXHUYECKUI YHUBEPCHUTET,
nocobue 2011
JI2.3 | Jlanonuna O. P. Kpunrorpadudeckie 0CHOBbBI DneKkTpoHHas OUOITHOTEKA Mocksa: HanmonanbsHbIH
6e3omacHOCTH: yueOHOE OTKpBITHIN Y HUBEPCHUTET
nocooue «MHTYHWT», 2016
J12.4 | Hoppep I'. A MeTtoapl ¥ CUCTEMBI IPUHATUSL | DIeKTpoHHAs: OMOIUOTEKA Kpacnostipck: Cubupckuit
penreHnii: yueOHoe mocodme (benepanbHBIN YHHBEPCUTET
(CdY), 2016
JI2.5 |Lenwx A. H., llenbix | AmanTuBHBIE DnekTpoHHas ONOINOTEKA PocroB-na-/lony, Taranpor:
JI. A., bapxosckuit C. | uH(pOpPMAIIMOHHBIE CUCTEMBI HOxHsII QenepanbHbIit
A. JUTSL TIOAJICPKKU TIPUHSATHUS yHuBepcuret, 2018
perreHnii: MOHOTpadhHs
JI2.6 |bemuncKuit A. B. KBaHTOBEIE H3MEpeHHS: OnexrpoHHas 6nbIMoTeKa Mocksa: BMHOM.
yueOHOe mocobue Jlabopatopus 3HaHui, 2015
JI2.7 |Bummasxos A. /., O0mas Teopust pHCKOB: yueO. Bbubmnorexka MUCuC M.: ACADEMIA, 2007

Panmaes H. H.

nocoOwue Ui CTy. BY30B,
00yu. 1o criett. "MeHeKMEHT
opraHuzanuu”




ABTOPBI, COCTaBUTEIH 3arnaBue Bbubmmnoreka W3narenscTBo, rox
JI2.8 | Amnuramos A. 3., OneMeHTHI Teopun rpados u Bbubmorexka MUCuC , 2009
Maxkapos I1. B., ONTHMM3ALU Ha CETIAX
CemenoBa H. B.
6.1.3. MeTtoguueckue pa3padoTku
ABTODBI, COCTaBHTEIH 3arnaBue bubnmoreka W3narenbcTBO, roj
JI3.1 |Maxkapepuu O. b., OCHOBBI 3alUILIEHHOTO DneKTpoHHAas OMOIMOTEKa Taranpor: U3narenbcTBO
ba6enko JI. K., JIeIIONPOU3BO/ICTBA: IO KypCy TPTYVY, 2000
IlIunos A. K., TexHOMOTHSI 3aIUIIIEHHOTO
Kosanenxo A. B. JIOKyMEHTO000pOTa:
METOIYecKoe mocodne
JI3.2 | Kucenesa U. A. MonenupoBaHue PUCKOBBIX DneKTpoHHAas OUOTUOTEKA Mocksa: EBpazuiickuii
CHUTYaIiii: yaeOHo- OTKpBITBII HHCTUTYT, 2011
METOUYECKUH KOMILIEKC
JI3.3 | Oneitaukos C. 4., Puck-mMeHeKMEHT: yueOHo- DnexrpoHHas OUOIUOTEKA Mockgsa: EBpa3uiickuii
Bouapos C. A, METOJIMYECKUH KOMITJIEKC OTKPBITBIN HHCTUTYT, 2011
HBanos A. A.
JI3.4 |Bexunos 1O. X., Teoperuueckas ¢usuxa: Paza.: | bubnuoreka MUCuC M.: Yueba, 1981
Kyspmuu U. I1., KBanToBas MexaHuka: Yueo.
Kapgpimesuu A. E. MocoOMe IS TIPAKT. 3aHATHH
Juig cTyaeHTos crel. 0406,
0629, 0606
JI3.5 |baxapos JI. E. HudopmannonHas DneKkTpoHHas OUbIMoTeKa M.: [MUCuC], 2019
0e301TacHOCTh M 3aIiTa
uHpopMarun (pa3nenst
KpunTorpadus u
creranorpadus) (N 3854):
MPAKTHKYM
JI3.6 |IlerpoB A. E. MatremaTrueckiue MoJIeNn DnekrpoHHas ONOINOTEKA M.: [MUCuC], 2018
npunsaTus pemenuit (N 3092):
y4eOHO-MeTo/1. mocobue
6.2. ITepeuennb pecypcoB HHPOPMALMOHHO-TEJIEKOMMYHUKALMOHHON ceTH « AHTepHeT»
Kypc "CoBpeMeHHbIE TEXHOJIOTHH 3aIUThI https://Ims.misis.ru/login/canvas
51 napopmanmn” B JOMC Canvas. Pexxum mocrtyma -
URL: https://lms.misis.ru/login/canvas ( nata
obpaienus 06.08.21)
OdunmanbHelii caiit denaepanbHOi ¢y 061 PO mo https://fstec.ru/
ryp | TAMOKEHHOMY H SKCHIOPTHOMY KOHTPOIIO. Pexxum
noctyna URL: https://fstec.ru/ (mara oOparueHust
01.07.2021).
6.3 IlepeueHb NPOrpaMMHOro odecrneyeHust
1.1 | Win Pro 10 32-bit/64-bit
I1.2 |LMS Canvas
I1.3 | MS Teams
1.4 |WinRAR
6.4. Tlepeuens MHPOPMANHOHHBIX CHPABOYHBIX CHCTEM H MPOdecCHOHAIBHBIX 023 TaHHBIX
N.1 | 1. bauk ganHbIX yrpo3 6e3onacHocty nnpopmanuu (https://bdu.fstec.ru/)
N.2 |2. EnuHOe 0KHO JOCTyma K oOpaszoBarebHbIM pecypcaM (http://window.edu.ru)
.3 | 3. DnexrponHo-oubmuoreunas cucteMa "Jlaup" (https://e.lanbook.com)
i 4. ScienceDirect - 6a3a TTOJTHOTEKCTOBBIX HAYYHBIX XKYPHAJIOB M KHUT M3/1aTenscTBa Elsevier
) (https://www.sciencedirect.com)
N.5 |5.Scopus - equnas pedeparuBHas 0a3a JaHHBIX Hay4YHBIX IMyOuukarui (https://www.scopus.com)

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHHE

Ayn. | Haznauenune | OcuHarienne




JI-731

VYuebnass aymutopus/ KommbloTepHBIH
Ki1acc:

JIOCKa  ayIUTOpHAs  MeEJoBas, OSKpaH MPOCKIHMOHHBIH,
MIPOEKTOp, CTalMOHAapHbIE KoMmbioTepsl 15 mr. T1O-Visual
Studio;  Electronic WorkBench; APACHE; MySQL;
XAMPP; Python, xomruiekr y4eOHOW MeOenH, TakeT
JMIEH3NOHHBIX TporpamMm MS Office

JIro6oit
MynpTUMeauiiHas

KOpITyC

VYueOHas ayauTopus Uil TIPOBEICHUS
3aHATHH JICKIMOHHOTO THIIA W/WIK JUIS
IIPOBEACHUS PAKTHUECKUX 3aHATHIL:

KOMIUIEKT y4eOHOW Mebenn no 36 MecT iss 00ydaromuxcs,
MyJIbTUMEANHOE  000pyNOBaHWE, MAarHUTHO-MapKepHas
JIocka, pabodee mecto mpemonasarens, I[IKc moctymom k
UTC «UHutepuer», DUOC yHuBepcuTeTa 4Yepe3 JIMYHBINA
kabuner Ha tiargopme LMS Canvas, IHIICH3MOHHBIE
nporpammsl MS Office, MS Teams, ESET Antivirus

8. METOANYECKHUE YKA3AHUSA 1JIAA OBYYAIOIIUXCA

JlucruiHa OTHOCHTCS K TOYHBIM HayKaM U TpeOyeT 3HAUUTEIbHOT0 00beMa CaMOCTOATENIbHON paboTel. OTaenbHbIe yueOHbIe
BOIPOCHI BBIHOCSTCSI HA CAMOCTOSITEIBbHYIO IIPOPA0OTKY U KOHTPOIHMPYIOTCS IOCPEACTBOM TeKyllel arTecrauny. KauectBeHHOE
OCBOCHHE JUCLMILTMHBI BO3MOXHO TOJIBKO IIPH CHCTEMAaTHUECKOH caMOCTOsITeNIbHON paboTte. KypcoBas paboTa mpoBoauTest ¢
MIMPOKNM HCIIONTE30BaHNEM KOMITBIOTEPHBIX MTPOTPaMM, KaK IS BEITOJTHEHHS, TaK U I oopmMireHus pabotsl. [Ipakrnaeckne
PabOThI BBIMOJIHIIOTCS C HOMOIIBIO KOMIIBIOTEPHBIX ITPOIPaMM UMHUTALIMOHHOTO MOJIeNupoBanus. Tak Kak cuTyarus B cdepe
UH(OPMALMOHHOH 0€3011aCHOCTH HENPEPHIBHO U3MEHSIETCS, KPOME PEKOMEHIOBaHHOM JIMTEPATyPhl, 00yUYatomUMCs ClIeyeT
AKTHUBHO WCIIOJIE30BaTh MAaTEPHAIbI IEPHOINIECKON ITe9aTH, CeTH HHTEPHET U COIMATIBHBIX CETEeH, 3aTParuBaroIie BOIPOCH!
3amuTh! HHpOopManuu. [IpuBeTcTByeTCs Takke MOCEHIeHHEe CTYICHTaMH CIEHATH3HPOBAHHBIX BEICTABOK M0 HAIIPABICHUIO
MH(OPMALMOHHOI 0€30MacHOCTH ¥ 3aIIUThl HH(OPMAINK C TeM, YTOOBI cPOPMHUPOBATh HanboJIee LETOCTHOE U aKTyallbHOE
HpeJcTaBlIeHne 00 U3yJaeMoi AUCIUIIINHE.

[pakrrdeckue 3aHATHS IO AUCIUILTIHE TPOBOAATCS B KOMITBIOTEPHBIX KIaccax B aya. JI-728, JI-731 (15 TIK B kaxxnoif). Bee
KOMITBIOTEPBI 00BEIMHEHBI B JIOKAJIBHYIO CETh C BEIX0JIOM B IHTEpHeT).




