Horywen GPIRCTEPETISTRYIEIR 1 BRIGILIETO OBPA3OBAHMS POCCHUICKOII OEEPALIMN

NHbopmauus 0 BAdAeNbLE:

®W1O: Ucaes Uropb MaromepoBuy

Nomxwoctb: MpopekTop no 6e3onacHocTv U 06wMM BONpocam
Nara nonmcanms: 30 MefiepHibade rocyrapcTBeHHOe aBTOHOMHOE 00pa30BaTe/IbHOE YUpeKIeHHe
YHUKanbHbIA NPOrpamMMHbIA KNtou: BBICIIEr0 00pa3oBaHus

d7a26b9e8cas >R ai3/6 A i irn i e Ce 1o BATE L CK Il TEXHOIOTHY eCKHi yuuBepcurer «MACuC»

PabGouas mporpamMmma AUCIUTUIMHBI (MO JIs)

CoBpeMeHHbIe TEXHOJIOTMH 3aIHUTHI HH(POPMALMH

3akperieHa 3a oApasielIeHueM Kadenpa na)OKOMMYHUKATMOHHBIX TEXHOJIOTHHA
HamnpasieHue moaroToBku 09.04.01 THOOPMATUKA 1 BEIUMCJIIMTEJIIBHAA TEXHUKA
[Tpodums ITpoMBbIITIEHHBIH HHTEPHET BEILEW 1 MPOTHO3HAsL aHAIUTHKA
Keanuduxanms Maructp
®dopma 00ydeHus o4Has
OO0mast Tpy10eMKOCTh 53ET
YacoB o yueOHOMY IITaHy 180 @DOopMBI KOHTPOJISL B CEMECTPax:
B TOM UHUCIJIE! JK3aMeH |
ayIUTOPHBIC 3aHATHSI 34 Kypcoasi padota 1
CaMOCTOsITeNIbHAS paboTa 110
4acoB Ha KOHTPOJIb 36

Pacnpeueﬂeﬂne YacoB JUCHHUILIMHBI 10 ceMeCcTpaMm

CemecTtp
(<Kypc>.<Cemectp Ha 1(1.1)

Kypee>) Hroro

Henens 18

Bup 3anarui VII PII vII PIT

Jlexunn 9 9 9 9
[Ipakruueckue 25 25 25 25
Hroro ayn. 34 34 34 34
KonraxrHas padora 34 34 34 34
Cam. pabota 110 110 110 110
Yacel Ha KOHTPOJIb 36 36 36 36
Uroro 180 180 180 180




IIporpammy coctaBumn(u):

Cmapwuii npenodasamens, Baxapos Jleonuo E¢pumosuy

Pabouas mporpamma
CoBpeMeHHbIe TeXHOJOTHH 32U THI HHpOpPMaNuK

Pazpaborana B coorBerctBun ¢ OC BO:

CaMOCTOSTEIFHO yCTaHABITMBAEMBIN 00pa30BaTENbHBINA CTAHAAPT BhICIIET0 00pa3oBaHus - Maructparypa degepanbHoe
rOCyIapCTBEHHOE aBTOHOMHOE 00pa3oBaTeNbHOE YUPEXKASHHE BhICIIEro 00pa3oBanus « HaroHambHbIN HCCeT0BaTeIbCKIMA
TexHonoruueckuit yausepcuter «MUCuC» no nanpasnenuto noaroroBku 09.04.01 UTHOOPMATHUKA 1 BBIUMCIIMTEJIbHAS
TEXHUKA (npuxa3s ot 05.03.2020 r. Ne 95 0.B.)

CocraBiieHa Ha OCHOBaHUH yqe6H0r0 IIaHa:

09.04.01 MadopmaTrka 1 BErYUCIUTEIbHASA TeXHUKA, 09.04.01-MUBT-22-2.plx [IpoMBINUIEHHBIH HHTEPHET BENICH M MPOTHO3HAS
aHaJIUTHKA, yTBepkAeHHOro YueHsM copeToM PI'AOY BO HUTY "MUCuC" B cocrase coorsercryromein OIIOII BO
22.09.2022, nporoxox Ne 8-22

YTBepxkaena B cocrase OIIOIT BO:

09.04.01 MaopmaTHKa 1 BEIYUCIUTENBHAS TEXHUKA, [[pOMBIIITICHHBIH HHTEPHET Bellel M MPOTHO3HAsI aHATUTHKA, YTBEPKICHHON
VYuaensim coBetom ®PI'AOY BO HUTY "MUCuC" 22.09.2022, nporokoin Ne 8-22

Pabouast mporpamma oj00peHa Ha 3aceaHuu
Kadeapa nuapoxoMMyHMKAMOHHBIX TEXHOJIOTHIA

ITpotokon ot 24.06.2021 r., Ne8

PyKOBOHI/ITCJ'IL noapa3aciCHus K.T.H., noneHT Kananmauko Eprenuii AJ'IGKCS.HZ[pOBI/I‘I



1. HEJIX OCBOEHUA

1.1 | Llenpro OCBOCHHMS TUCIUIIIMHEI SBISIETCS 00YUYEHHE CTYIEHTOB METOaM 00eCIIedeH s 3aIUThl HH()OpMAIIH B
coBpeMeHHBIX HHPopManuoHHbIX cucteMax (MC), pyHKUMOHUPYIOMIKX B YCIOBUSAX BHEUIHUX U BHYTPEHHHUX YTPO3
MH(OPMaIMOHHOH 6e301acHOCTH. DTO 1aCT BO3MOXHOCTB OyyIIeMy MarucTpy riyOoOKo IIOHUMATh (pyHKIHOHUPOBAHUE
MEXaHN3MOB 3alIUTH HHPOPMAIMK B cOBpeMeHHbIX VC, a Taroke peraTs BOIPOCH! (POPMUPOBAHIS ONTUTHKH
6€30MacHOCTH, BO3HHUKAOIIIE B X0O/I¢ TPOSKTUPOBAHUS U dKcITyaTanuu nepcrnekTuBHEIX VIC. CTyaeHTs! OyayT yMeTh
BBIOMpATh HEOOXOJMMBbIE IIPOTOKOJIBI OE30IIACHOCTH M IIPeyIaraTh COBPEMEHHBIE METO/IbI 3aIIUThI OT HOBBIX yIpo3
HHGOPMAMOHHOM 6€30ITaCHOCTH;, MPUMEHATH METOBI 3aIIUTHI I(PPOBOT0 KOHTEHTA OT YTPO3 MOTU(PHUKAIIIHN U
HECaHKI[MOHUPOBAHHOTO UCTIONIB30BaHMs Ipu noctpoeHnu MC; pa3pabaTsiBaTh METOAWKHI HOCTPOCHNUS ITPOTPAMMHON H
anmnapaTHOW peaylM3aluy 3alUThl KOPIIOPATHUBHOM CETH C Y4ETOM NPUMEHEHHUS 00JIauHBIX TEXHOJIOTHI; MOCITHPOBATh
paboTy alropuTMOB 3alIUTHl HHGOPMALMK HA 6a3e MaTeMaTHYECKOTO aIapaTa JMHAMUYECKUX JIUCKPETHBIX CHCTEM;
aHAIN3NPOBATH PUCKA (QYHKIIMOHUPOBAHUS CHCTEM 3aIUTHI MH(OPMAITHH.

2. MECTO B CTPYKTYPE OBPA30BATEJIBHOI ITPOI'PAMMBbI

Baox OIT: B1.0

2.1 TpeGoBanus K l'lpe[[Ba]Pl/lTe.]'I])HOﬁ MOATOTOBKE 00y4aI01erocs:

2.2 JucuuIuInHbL (MOLY/14) U HIPAKTHKH, VISl KOTOPBIX 0CBOCHHE JAHHOM JMCUMILINHBI (MOAY/Is1) HEO0X0AMMO KAK
npelecTByloniee:

2.2.1 |Ilemarormueckast mpakTHKa

2.2.2 |IloaroroBka K mpomexype 3aIlUThl U 3alIUTa BEITYCKHON KBATH(HUKAIIMOHHOHN paboTHI

2.2.3 | ABToMaTH3aIus OM3HEC IMPOIECCOB B OTPACIIEBHIX 3a1adax

2.2.4 | HayuHo-mccienoBaTenbckas padbora

3. PE3YJIbTATBI OBYUYEHUMS IO JUCIUITIJIMHE, COOTHECEHHBIE C ®OPMUPYEMBIMHA
KOMIIETEHIIUSAMHA

OIIK-3: Cnocoben anaJM3upoBaTh NnpodeccnoHaabHYI0 HHGOPMALNIO, BLIIEJIATH B Heil I1aBHOE, CTPYKTYPHPOBATh,
oopMIIAITH H NPEICTABIATH B BH/Ie AHATUTHYECKHX 0030POB ¢ 000CHOBAHHBIMH BBIBOAMH H PEKOMEH/IAIHSIMU;

3HaTh:

OIIK-3-31 MeTtobl 3alIUTHl IPOrPaMMHOTO 00ecIieueH st OT Yrpo3 HHYOPMAIIMOHHOH 6€30MaCHOCTH, METOIbI 3AIIUTHl AaBTOPCKUX
npaB Ha HUPPOBOH KOHTEHT

OIIK-3-32 OCHOBHBIC METOIUKH aHAIN3a PUCKOB HHPOPMATMOHHOH O€30ITaCHOCTH Ha MPEANPUSITHH

OIIK-3-33 MeToabsl MOJETHPOBAHUS MOBEICHUS HApyIIUTEIsI HH(GOPMAIMOHHOH O6e30macHOCTH. [IpHHIHITEI TOCTPOCHUS U
¢yHkunonupoBanus cereit [lerpu

OIIK-1: Cnioco0eH caMOCTOSITEILHO npnoﬁpeTaTb, pa3BUBATh U IPUMEHATHL MATEMATUYECKHE, €ECTECTBEHHOHAYYHbIE,
COIMHAJTBbHO-9KOHOMHYECKHE U HpO(l)ECCPIOHaJIBHble SHAHUA IJIA PCIICHUA HECTAHAAPTHBIX 3a/1a4, B TOM YUCJIC B HOBOW MJIH
He3HAKOMOM cpeae M B MEKTUCHUIITINHAPHOM KOHTEKCTE;

3HaTh:

OIIK-1-32 OcHOBHBIE KBAHTOBO-MEXaHNUECKHE MPUHIIMIIBL, JISKAIINE B OCHOBE TOCTPOCHHS KBAHTOBBIX CUCTEM 3aILUTHI
nHpopMaun

OIIK-1-31 CoBpeMeHHBIC METOBI KPUIITOTpahUUECKOit M CTeraHOTpaMuecKoi 3alUTH HHPOPMAITHN

OIIK-3: Cnoco0eH aHAIHM3UPOBAThL MPo(ecCHOHATBbHYI0O HH(pOPMaLHIO, BBIETIATH B Hell INIABHOE, CTPYKTYPHPOBATD,
oopMIIAITH H NPEICTABJIATH B BH/Ie AHATUTHYECKHX 0030POB ¢ 000CHOBAHHBIMH BHIBOAAMH H PeKOMEH/IaIHSIMU;

YMmerb:

OIIK-3-Y2 Hcnons30BaTh KOHLIEMIUIO YIPABIECHHUA PUCKAMH IIPH aHATH3E 3aLIUIIEHHOCTH HHPOKOMMYHUKAITHOHHON CTPYKTYPBI
OpefnpUsITUs

OIIK-3-V5 [pumensats Meroas! [lapero-onTHMU3aLUK B CHCTEME TOAICPIKKA IPHHATHS PEIICHUH B 00JIaCTH IPOSKTUPOBAHHUS
CUCTEMBI 3aIUTHl HHQOpMAIMK Ha IPEATNPHUITAN

OIIK-3-Y4 MonenupoBatTh IOBEICHUE HAPYILIUTENS ¢ IOMOIIBIO ceTh IleTpu

OIIK-3-Y3 Ananu3upoBaTh yrpo3bl HHPOPMALMOHHON 6€30IIaCHOCTH U YA3BUMOCTH CHCTEM 3aIlUThl HUHPOPMAIIUH, CTPOUTH
MozielTb HH()OPMALMOHHOH 0E301aCHOCTH C MOJHBIM IIEPEKPHITHEM YTpo3

OIIK-1: Cnioco0eH caMOCTOSITEILHO npnoﬁpeTaTL, Pa3BUBATb U IPUMEHATb MAaTEMATHY€CKHE, CCTCCTBCHHOHAYYHbIE,
COIMMAJIBHO-DKOHOMHUYECKHE U npoq)eccnonam)m)le SHAHUA IJIA PeIICHUA HECTAHAAPTHBIX 3a/1a4, B TOM YHUCJIC B HOBOIi MJIH
He3HAKOMOM cpeae U B MEKTUCHUIIJINHAPHOM KOHTEKCTE;

Ymern:

OIIK-1-Y2 IIpou3BoaUTH pacyeT KpUTHYECKON IJIMHBI JIMHUU CBsi3u Ipu PNS-aTake Ha KBaHTOBBIN KaHaI




OIIK-1-Y1 [IpumeHsaTH IpOCTEiiIne MeToAb! MuppoBaHHA U Aemn(ppOoBaHHS TEKCTOBOH HH(OPMAIIHH, HCTIOIB30BaTh MIPOTOKOJIBI
pazzeneHus U pa3OUeHUst cekpeTa

OIIK-3: Cnocoben aHaJIM3upoBaTh NpodeccnoHaabHYI0 HHGOPMALNIO, BLIIEJIATH B Heil I1aBHOE, CTPYKTYPHPOBATh,
oopMIISITH U NPEICTABIATh B BH/Ie AHATUTHYECKHX 0030POB ¢ 000CHOBAHHBIMH BHIBOAAMH H PEKOMEH/IAIHSIMH;

YMmerb:

OIIK-3-V1 [Ipou3BomuTh BcTpauBaHUE LH(POBBIX BOASHBIX 3HAKOB B MYJIBTUMEANNHHbIC H IPOrpaMMHbIE (aiiiibl

Baanernb:

OIIK-3-B1 Metoaunkoii aHann3a pUCKOB HH(MOPMAIIMOHHON 0€30MacHOCTH IIPH MOCTPOSHNUH CHCTEMBI 3aIIUTHI HH(pOpMAaIH

OIIK-1: CnocodeH caMOCTOATEIbHO IPHOOPETATh, PA3BUBATH H IPHMEHATh MATEMAaTHYeCKHE, eCTeCTBEHHOHAYYHbIE,
COLUATBHO-)KOHOMHYecKHe H npodeccHOHALHbIE 3HAHMS /I PellleHUs] HeCTAHAAPTHBIX 32/1a4, B TOM YHCJie B HOBOW WU
He3HAKOMOIi cpele M B MeKINCIHMININHAPHOM KOHTEKCTe;

Baagern:

OIIK-1-B1 Metoaukoii reHepaliuy MceBIOCTYYalHBIX MOCIEI0BATENFHOCTEN AT JAIbHEHIIIEr0 UCTIONb30BAHNUS B
KpUTITOrpaprUECKUX alropuTMax

4. CTPYKTYPA U COAEP)KAHUE

Kon Haumenopanue pasnenos u | Cemectp | Yacos | @opmupyemsblie | Jluteparypa | Ilpumedanue KM Boinoan
3aHATHS TeM /BUA 3aHATHSA/ / Kype HHIMKATOPBI H 1. sieMble
KOMITeTeHI i pecypcsl padoTsI
Pazgen 1.
Kpunrtorpaguueckas
3amura uHgopmManuu
1.1 [IpobneMbl coBpeMEeHHOH 1 2 OIIK-1-31 JI1.4 JI1.5 KM14
kpuntorpaduu /Jlex/ JI1.7J12.3J13.
5
o1
1.2 [ToaroroBka k 3anure 1 4 OIIK-1-31 JI1.4 JI1.5 KM1
ImpakTHuecKoi paboTsl Ne OIIK-1-Y1 JI1.7J12.3J13.
1/Cp/ 5
€]
1.3 [pakrmaeckas padora Ne 2. 1 2 OIIK-1-Y1 JI1.4 JI1.5 P2
Uzyuenne mudpa JI1.7J12.3J13.
[neiidepa /Tp/ 5
)|
1.4 [ToaroroBka k 3aniure 1 4 OIIK-1-31 JI1.4 JI1.5 KM2
HpakTHIecKoi paboTsl Ne OIIK-1-Y1 JI1.7J12.3J13.
2 /Cp/ 5
21
1.5 [pakrmaeckas padota Nel. 1 3 OIIK-1-Y1 JI1.4 JI1.5 P1
N3yuenue npoToKoI0B JI1.7J12.3J13.
pa3dueHus U paszereHus 5
cexpera /TIp/ 21
1.6 IMpakruaeckas pabora Ne 3. 1 2 OIIK-1-Y1 JI1.4 JI11.5 P3
Jemmdposanue mmudpa JI1.7J12.3713.
MIPOCTOM MEPECTAaHOBKU IIPU 5
MIOMOILY METOa 21
ourpamm /IIp/
1.7 [ToaroroBka k 3aniure 1 4 OIIK-1-31 JI1.4 JI1.5 KM3
HMpakTHIecKoi paboTsl Ne OIIK-1-Y1 JI1.7J12.3J13.
3 /Cp/ 5
€|
1.8 [pakrmueckas padora Ne 4. 1 2 OIIK-1-B1 JIT.5J12.1J13. P4
W3yueHue perucTpos caBura 5
C JIMHEHHOW 00paTHOH 21
CBSI3bIO
KaK FeHepaTopoB
IICEBAOCITYYalHbIX
gucen /Tp/
1.9 ITonroToBka Kk 3amuTe 1 4 OIIK-1-31 JI1.5J12.1J13. KM4
TpakTHIecKoi paboTsl Ne OIIK-1-B1 5
4 /Cp/ €]




Pa3gen 2. MoaeaupoBanue
CHCTEM 3aIIUThI
HHpopMaLUU

2.1 Puck-opueHTHpOBAaHHBIHI 3 OIIK-3-32 JI1.6J12.7J13. KM14
MOJIXOJI B CUCTEMaX 3alHUThI 2
nHpopmanuu /Jlex/ 21
2.2 IIpakTrueckas padota Ne 5. 2 OIIK-3-V3 JI1.6J12.8J13. P5
Uzyuenne monenu 2
nH(pOPMAIMOHHOH €
0€30MacCHOCTH C TIOJHBIM
nepeKpeITHEM yrpo3 /I1p/
2.3 [ToaroroBka k 3amiure 4 OIIK-3-32 JI1.6J12.8J13. KMS5
MpaKTHIecKol paboTsl Ne OIIK-3-Y3 2
5/Cp/ 31
2.4 [Ipakruueckas pabora Ne 6. 2 OIIK-3-Y2 JI1.6J12.7J13. P6
AHanu3 puckoB OIIK-3-V3 2
WHPOPMAITMOHHON 21
6e3onacuoctu /Ip/
2.5 IToaroroBka K 3a1ure 4 OIIK-3-32 JI1.6J12.7J13. KM6
MPAKTHYECKOH paboThl Ne OIIK-3-Y2 2
6 /Cp/ OIIK-3-V3 21
2.6 BrimonHeHne KypcoBoit 64 OIIK-3-32 JI1.6J12.7J13. KM13
paboThI 10 aHAIU3Y PHCKOB OIIK-3-Y2 3
HHPOPMAITHOHHON OIIK-3-V3 21322
0e30MacHOCTH Ha 33JJaHHOM OIIK-3-B1
obwexre /Cp/
2.7 IMpakruueckas pabota Ne 7. 2 OIIK-3-V5 JI1.6J12.4 P7
Nzyuenue cuctemsl JI2.5J13.6
MOAACPKKA TPUHITHUS Ol
pemennii B o61actu
MPOEKTUPOBAHUS CHCTEMBI
3aIIUTH HHPOPMALUH Ha
npennpustun /Tp/
2.8 [MoaroroBka x 3amuTe 4 OIIK-3-32 JI1.6J12.4 KM7
MpaKTHYECKOH paboThl Ne OIIK-3-Y5 JI2.5713.6
7 /Cp/ €
2.9 [IpakTrueckas padota Ne 8. 2 OIIK-3-33 JI1.6J12.8J13. P8
Pa3pabotka crieHapues OIIK-3-Y4 2
JeUCTBUI HAPYIIUTENS €]
HHPOPMAITHOHHON
0€30MacHOCTH C
WCTIOIb30BAaHIEM CETH
Ierpu /Mlp/
2.10 |IloarorToBka K 3aliure 2 OIIK-3-33 JI1.6J12.8J13. KM8
MPAKTHYECKON paboThl Ne OIIK-3-Y4 2
8 /Cp/ 21
Pa3gen 3. 3ammura
nH(ppPOBOro KOHTEHTA OT
yrpo3 uH(popManoOHHOMI
0e3onmacHoCTH
3.1 TexHOIOTHH 3aIUTHI 2 OIIK-3-31 JI1.1 KM14
JJIEKTPOHHOTO JI1.3J12.2J13.
JIOKyMeHTooOopoTa /JIex/ 1J13.5
21
3.2 [Mpakrmuaeckas padora Ne 9. 2 OIIK-3-Y1 J.1 P9
3amuTa IporpaMMHOTO JI1.3J12.2J13.
o0ecreueHus METOIaMU 1JI13.5
creranorpaduu /T1p/ a1
33 [ToaroroBka k 3amure 4 OIIK-3-31 J.1 KM9
HpakTHuecKkoi paboTsl Ne OIIK-3-Y1 JI1.3J12.2J13.
9 /Cp/ 1J13.5

)|




34 IMpakruueckas pabota Ne 10. OIIK-3-Y1 J1.1 P10
3aimuTa 3JEeKTPOHHBIX JI1.3J12.2J13.
JIOKYMEHTOB C 1JI3.5
HCTIONIB30BaHNEM ITH(POBBIX €
BOJISIHBIX 3HaKoOB /I1p/
3.5 IToaroroBKka K 3a1uTe OIIK-3-31 JI1.1 KM10
TpakTHIecKol paboTsl Ne OIIK-3-Y1 JI1.3J12.2J13.
10 /Cp/ 1J13.5
21
3.6 [Tpakrrueckas padora Ne 11. OIIK-3-Y1 J1.1 P11
CTEroKOMITICKCHI, JI1.3J12.2J13.
JIOTTYCKaIOIIne 1J13.5
HCII0JIb30BaHUE 21
aymuokoHTeiHepos /I1p/
3.7 IToaroToBKka K 3a1uTe OIIK-3-31 JI1.1 KMI11
TpakTHIecKoi paboTsl Ne OIIK-3-Y1 JI1.3J12.2J13.
11 /Cp/ 1J13.5
21
Pa3gen 4. KBanToBble
TeXHOJIOTHH 3aIIUTHI
uHpopmManumn
4.1 KBanrosas kpunrorpadus u OIIK-1-32 JI1.2J12.6J13. KM14
MEPCIEKTUBBI KBAHTOBBIX 4
TEXHOJIOTHH 3aIATHI 21
nHpopmanuu /JIex/
4.2 IMpakruaeckas paborta Ne 12. OIIK-1-Y2 JI1.2J12.6J13. P12
Pacuer kpuTHueckoit JIMHBI 4
JHUU cBsi3U pu PNS-arake 21
Ha KBAaHTOBBIM KaHaI
Mp/
4.3 IToaroroBka K 3a1ure OIIK-1-32 JI1.2J12.6J13. KM12
MPAKTHUYECKOH paboThl Ne OIIK-1-Y2 4
12 /Cp/ 21
5. ®OHJ OLHEHOYHBIX MATEPUAJIOB
5.1. KoutpoJibHble MeponpusTusi (KOHTPOJILHASI padoTa, TeCT, KOJJIOKBUYM, IK3aMeH M T.I1), BOIPOCHI A5
CaMOCTOSITeJIbLHON NOATOTOBKH
Kon KonTponsHoe 1'11411){01:46}5);16Mme B
KM MepONpHSITHE ZMKATOPBL OTIPOCHI JJIs TIOATOTOBKA
KOMITETEHITHH
KM1 3amura OIIK-1-31;0TIK-1- | JIns 4ero HeoOXOAMMO MPUMEHEHHE MM(DPOBAHKS C OTKPHITBIM KITIOYOM
MIPaKTUYECKON Vi B TAllHBIX MHOTOCTOPOHHHUX BBIYHCICHUSIX?
paboTsr Ne 1. Kak nmpouncxoaut reHeparust Kiodei B anroputme RSA?
Uro o3Hauaer (m, n)-HOpOroBas cxema pa3feieHus cekpeTa.
Ha3znaueHne HHTEPIONAIMOHHOTO MoJIMHOMa Jlarpamxka.
CyIIHOCTE KUTAHCKON TeOpEeMBI 00 OCTaTKaX.
UeMm oTinuaeTcst pa3dbueHne cekpeTa OT pas3liesieHus cexpera’?
Yem oTimgaercst pa30UCHUE CEKpeTa OT TAiHBIX MHOTOCTOPOHHUX
BBIIUCIICHUI?
KM2 3ammura OIIK-1-31;0IIK-1- | K xakomy kiaccy mmgpoB otHOcHTCs mndp [nefidepa? Ykaxure
MIPaKTUYECKOH Vi 0COOEHHOCTH OJOOHBIX MHU(POB.
paboTsr Ne 2. OnummTe Nponeayphl MU(BPOBAHHS U PACIIU(PPOBAHUS 10 METOLY

[Tnetidepa.

OreHnTe KPUNTOCTOMKOCTh H3YUYEHHOr0 MeTo/1a Iu(poBaHus 1
BO3MOKHOCTH HCIIOJIb30BaHHs TOI00HBIX METO/IOB B COBPEMEHHBIX
KPUIITOCUCTEMAX.

3ammdpyiite cBoro pamumio mudpom [lnefidepa Bpyuanyro. CpaBanTe
pe3yJbTaThl py4HOro MH(POBAHUS U MOTYHYEHHBIE C TOMOIIBIO
nporpamMmel Playfair.exe.




KM3

3ammra
MPaKTUYECKON
paboter Ne 3.

OIIK-1-31;0I1K-1-
V1

B gem 3axmogaercs OMMCaHHBIN B paboTe METOJ{ BCKPBITHS
Kpunrorpamm?

B gem 3axmovaercst Meton mudpoBanus (pacmmbpoBaHus) ¢
UCTIONIB30BaHNEM IIepecTaHOBOK? Kakue nmepecTaHOBOUHBIE METOIBI
mmdpoBaHus BbI 3HaeTe?

IIpuBeauTe MpUMeEphl UCIOIB30BAHMSI AITOPUTMA IIEPECTAHOBKU B
COBPEMEHHBIX CHMMETPUYHBIX KPHIITOCHCTEMAX.

Kaxue TpeGoBaHMS K HCXOAHBIM TEKCTaM U JJIMHAM KII0Ueit
mmppoBaHus 00ecreyaT MaKCUMAIBHBIN (P QEKT ISl UCIIOIB30BAHHS
M3yYEeHHOTO MeTo/a Aemu(ppOBaHUI?

KM4

3amura
IIPAKTHYECKOU
pabotsr Ne 4.

OIIK-1-31;0I1K-1-
B1

Uro Takoe M-nocnenoBatensHocTh? KakoBsl ee cBoiicTBa? Kakas
OTBOJIHAS MOCIIEIOBATENILHOCTh MO3BOJISIET €€ MONyIuTh? OnuimunTe
npouecc padbotel yetbipexourororo PrCcJIOC: otkyna 6epercs
BBIXOJTHOHM OHT M Kak OpMHUpYeTCs IICeBIOCTydaiHast
MOCJIEI0BATENILHOCTb, KaK IIPOUCXOIUT CIIBUT PETUCTPA, KAK MEHSIETCS
€ro COCTOsIHME, KaK 00pa3yeTcs OUT GyHKIMU OOpaTHOM CBA3H
(npuBemuTe TAOIUILy HCTHHHOCTH Jyis oneparuu XOR ot 1, 2, 3, 4
TIEPEMECHHBIX )

Uro ompenenser cpoiictBo nepuoanaHoctd PrCcJIOC? Ot gero
3aBucut nepuos PrCcJIOC? Kakue MHOTOUIICHBI SIBIISIOTCS
HEMPUBOAMMBIMHU TI0 MOAYITE0 27 ['71e ¥ TS 9eT0 MX MOYKHO ITPUMEHSTh
Ha MpaKTuke?

Uro BXoauT B MoHsTHE «JIMHEHHas CI0XKHOCTh OMHAPHOM
nocienoBaTeabHOCTH»? Kak ee MOXKHO HCIOIb30BaTh U1l OLIEHKU
TICeBNIOCITYYaliHOW OMHapHOW TocienoBarenbHocTH? UTo onpenenser
cpoiicTBo neprogndHocT PrCcJIOC? Ot dero 3aBHCUT MEPUOLT
PrCcJIOC?

Yro Takoe O0TBOJHAS ITOCIICAOBATENFHOCTE? 11 4ero oHa Hy’)kHa B
PrCcJIOC u Ha kakue ero napamerpsl Biauger? YTo Takoe HHUIUAIBHOE
cocrosaue PrCcJIOC? Kakue ecTh orpaHHYeHHUs] Ha 3HAUEHHUE
uHumanbHoro cocrostaus? [Touemy? Uro Takoe 'CITY? Ha uem onun
MOTYT OBITh OCHOBaHBI? Kakue y HUX MperMyIecTBa H HETOCTATKA?

KMS5

3amura
IIPAKTHYECKOH
pabothr Ne 5.

OIIK-3-Y3;0IIK-3-
32;0I1K-3-Y2

Yro Takoe yrpo3a nadopmMannoHHOH 6e3omacHocTH? IpuBennTe
HpPUMEPBL.

Kaxum 06pazoM MOryT OBITh KIIaCCH(HIUPOBAHBI YTPO3BI
nH(pOpMaMOHHOI Oe30macHoCTH?

Yro Takoe ysI3BEMOCTH U YeM OHA OTJIMYACTCS OT YIPO3BI?
Kaxum o6pazom MoxeT ObITh IpoBeeHa KIaccuuKalus
YSA3BUMOCTE?

Kakue monenu 3amuTsl nHGopMmanuy Ber 3HaeTe?

Kakue npezmnonoxeHus J1exaT B OCHOBE MOJICITH C TTOJIHBIM
HEPEKPhITHEM yrpo3?

HasoBure mpenmMymiecTBa M HEJOCTATKA MOJEIH C TTOJHBIM
HEePEKPBITHEM YTPO3.
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3ammra
MPaKTUYECKON
paboThr Ne 6.

OIIK-3-32;0I1K-3-
V3;0IIK-3-Y2

Kaxas nndopmarnus qomkHa 66T coOpaHa Ha 00BEKTE OLIEHKH IS
MPOBE/ICHNS aHAITN3a HH(POPMALMOHHBIX PHCKOB?

B kxakux eguHUIAX M3MEpsETCs PICK HHPOPMAIIMOHHOH Oe30macHOCTH?
Bribepute onTHMaNbHYIO CTPAaTErHIO YIPABICHUS PHCKAMH B
CIIeyIOIIeM ciiyyae: BeO-cepBep KOMIIAHUH HaXOIUTCS BHYTpU
KOPITOPaTUBHOW CETH U €ro MporpaMMHOE o0ecIieyere, BO3MOXKHO,
COZIEPKHUT YA3BUMOCTH.

Kaxyro napopmannio HeoOX0MMO MOTYYUTh HAa 0OBEKTE OLIEHKH IS
oIpeeNeH s yiepa 1o yrpo3e «HapyluIeHHE IEITOCTHOCTH
nHpopManum»?

Kaxyro nH(popManuio He0OXOMMO TMOTYYUTh HA OOBEKTE OLEHKH IS
omnpeneneHus yuepoa o yrpose «HapylieHHe KOH(GHIeHIMaTbHOCTH
uHpOpMAITUI» ?

B ciryuae ananm3a puckoB HHPOPMANMOHHOM CHCTEMBI Ha 6a30BOM
YPOBHE KaKUMH CTaHJApTaMH B 00JIaCTH 3alIUTHl HH(pOpMaIu
HEOOXOIUMO PYKOBOACTBOBATHCS?

B ciygae monHOTO aHann3a pruCKOB HHMOPMAIIMOHHBIX CHCTEM KakKue
HOAXOIBI OOBIYHO UCIIOIB3YIOTCS Ha IPAKTHKE?

Kaxue sTansl 1omkeH BKIIOYaTh ayIUT HHPOPMAUOHHON
6e3omacrocTu?

Kak ocymecsmnsercs ananu3 HHGOPMaIHOHHBIX PHCKOB, YTPO3HI U
YSI3BUMOCTH CHCTEMBI TI0 IBYM (hakropam?

Kaxk ocymiecnisiercs: aHanu3 HHGOPMAMOHHBIX PHCKOB, YTPO3bI U
YSI3BUMOCTH CUCTEMBI TI0 JIByM (hakropam?
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3amura
IIPAKTHYECKOU
pabotsr Ne 7.

OIIK-3-32;0I1K-3-
V5

Kaxwne TpebGoBaHMs IpeIbIBISIOTCS K HA00PY KPUTEPHEB JUTSA OLCHKH
AJIbTEPHATUBHBIX PEIICHUH?

Kak orieHrBaeTcst BAXKHOCTb KpHUTEPHEB?

IMpuBenuTe KIaccH(pUKAINIO 3a/1a4 IPUHATHS pEIICHUHA B 001acTn
MPOEKTUPOBAHHS CHCTEM 3aIUTHI HH(POPMAIIHH.

HasoBuTe OCHOBHbIE STaNbl NPUHATHS YIPABICHUYECKUX PELICHHH B
00J1aCTH TIOCTPOCHYS 3alHUIIEHHBIX CHCTEM 00paboTKH HH(OPMaLUH.
[MpuBenuTe mpuMep TeHepUPOBAHIS MHOXKECTBA ATBTEPHATHB C
IPUMEHEHHEM KCIIEPTHBIX METOJI0B MIPH Pa3pabOTKe CUCTEMBI 3aIlUTHI
nH(OpMALIUH.

ITpuBeauTe MpUMep UCIIOIB30BAHUS METO/Ia CTPOYHBIX CYMM JUIS
COCTABJICHHS MATPHUIIBI ANbTEPHATUBHBIX IIPOEKTOB CHCTEMBI 3aIUTHI
UHPOPMALIUH.

Coopmynupyitre npuniumn [Tapero. B 4eM 10cTOMHCTBA U HEJOCTaTKH
€ro IMPaKTUYECKOTO MPUMEHEHHUS [UTS IPHHATHS YIPaBICHIECKAX
pelreHui B 00J1aCTH MOCTPOEHHS 3AIUIICHHBIX CUCTEM 00paboTKu
nHpopmanuu?

Yro moHMMaeTCst MO MapeTo-ONTHMAIbHEIM MHOKECTBOM?

Kakue nornoaHnTENbHBIC BO3MOXKHOCTH ITPEAOCTABIISAET METOX
JOCTIDKMMBIX LIeNed ISl IPUHATHS yIPaBICHUECKUX PELIeHHIT B
00J1aCTH OCTPOCHUS 3alMIIECHHBIX cUcTeM 00paboTku nHdopmannu?
OnumuTe MOCIeJ0BaTeIFHOCTD IIaroB IPH NCTIOIB30BaHUH ITapeTo-
ONTHMHU3AINH B BBIOOpE AIbTEPHATHBHEIX IIPOCKTOB CUCTEMBI 3aIIUTHI
nH(OpMaLIUH.

KM8

3amura
MIPaKTUYECKON
paboTsr Ne §.

OIIK-3-33;0I1K-3-
V4

B uem otnuuue cereif Ilerpu oT apyrux cnoco00B MOAENUPOBaHUS B
CHCTeMax 3aIuThl HHGOpMAIn?

Kakim 06pa3omM MOXKHO HHTEPIPETUPOBATH MO3UINN U IEPEXOIBI TIPH
pa3paboTKe ClieHapueB OeHCTBUS HApyIIUTENs Ha 00beKTe
HMH(OpMATH3ALNH ¢ HCToIb30BaHueM ceTh [lerpu? IlpuBenure
KOHKPETHBIEC TIPIMEPHI.

B uem 3aknrouaeTcs orpaHUYeHHOCTb UCIOJIb30BaHus cerel Ilerpu nis
MO/ICITUPOBAHMSI IIPOLIECCOB, POHCXOISIINX B HHYOPMALMOHHBIX
cucremax?

Kakim 06pa3omM MOXKHO HHTEPIPETHPOBATH UCTIONH30BAaHHE MAPKEPOB B
ceru Iletpu npu MoaenupoBanuu AedcTBuid Hapymurensa? [pusenute
KOHKPETHBIE TIPUMEPBI.

Kakwe BEIBOIBI MOXKHO CZIENIaTh O JOCTIKAMOCTH KOHEYHON IIEeNH aTak
npu 3amycke pa3paboranHoit cetu [letpu?
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3ammra
MPaKTUYECKON
paboThr Ne 9.

OIIK-3-31;0I1K-3-
V1

[epeunciuTe cIocoOBI 3aIUTEI IPOTPAMMHBIX IIPOAYKTOB. YKaXKUTE
UX JOCTOMHCTBA U HEOCTATKH.

Kaxwie MeTobI BKTIOYAET IOPHIMYIECKAs 3alIiTa TPOTPaAMMHBIX
npoaykToB? OXapaKkTepu3yiTe OCHOBHBIE U3 HUX.

Ilepeuncnure OCHOBHBIE MEXIYHAPOAHBIE H OTEUECTBEHHBIE
HUCTOYHUKHI

3aIINTHI IPaB aBTOPOB IIPOTPAMM.

B gem 3axmogaercs nporeaypa IHLneH3upoBaHus mporpamm? Kaxumu
HOPMAaTUBHBIMHU JOKYMEHTAMU PEryJIMpyeTCs MPOLECcC TULEH3UPOBAHUS
nporpamm?

[NepeuncianTe TEXHUYECKHE METOIBI 3aIIUTHI TPOTPAMMHBIX IIPOTYKTOB.
Kpartko oxapakrepusyite Kaxaplii U3 HUX.

Kaxue MeTonp! creranorpamu MOTYT HCIOIB30BATHCS IS 3aIIUTHI
MPOrpaMMHBIX IIPOITYKTOB?

CpaBHHTE METOJIBI CTETaHOTPahHUIECKOIl 3aMUTHI U TEXHHYECKOI
3auutsl [10.

Kakue ocodbeHHocTH CTpyKTYphl PE-(aiinoB 1at0T BO3MOXXHOCTh

3¢ PeKTUBHOTr0 BHEAPECHUS IUPPOBBIX BOSHBIX 3HAKOB?

Onumure CyTh MeTOa BHeIpeHus kona B PE-daiinsl 3a cuer
pa3MelIeHus KoAa B CBOOOAHOM MeCTE MPOrpaMMbl (MHTErpaLys).
Kaxoii u3 meronos BHenpeHus kona B PE-Qaiisl ucmons3yercs B
nporpam me Filigrana? Onuimmre cyTh 3TOro MeTo/a, €ro JOCTOMHCTBA
Y HEJJOCTATKH.

Kakue criocoOb1 00Hapy»)eHus1, n3BieueHus U Moauukanuu [1B3 Bb
MOJKETE MPEI0KUTD ISl U3y4EHHOTo MeToAa 3amuTel [10?
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3ammra
MPaKTUYECKOU
paboter Ne 10.

OIIK-3-31;0I1K-3-
V1

Iepeunciute ciocoObI 3aIUTEI U(POBBIX TPAUUECKIX
H300pakeHnil 0T MOAU(DHKAIIMU U HECAHKIIMOHUPOBAHHOTO
UCIIONIB30BaHMsA. YKaXKUTE X TOCTOMHCTBA M HEJJOCTATKH.

B gem ocobeHHOCTD POOACTHBIX, XPYTKUX U IMOIYXPYHIKAX IH(POBBIX
BOJISIHBIX 3HaKOB? KaKoBbI OrpaHUUCHUS B UX UCIIOIB30BAHUS IS
3aLUTHI JIEKTPOHHBIX JOKyMEHTOB?

IMepeuncnnTe OCHOBHBIE MEXIYHAPOAHBIC U OTCIECTBEHHBIC
HUCTOYHUKHI

3aIIUTHI [IPaB aBTOPOB [H(PPOBOro rpaiuecKOro KOHTEHTA.
Anroput™ Xcy 1 By — 0coOe€HHOCTH peani3ani, JOCTOMHCTBA U
HEJJOCTaTKU.

Anroput™m Opuapux — 0COOCHHOCTH peanu3alii, J0CTOMHCTBA U
HEIOCTaTKH.

Kaxne MeTos! creranorpamu MOTYT HCIOIB30BATHCS IS 3aIIUTHI
rpadudeckux (ainos?

CpaBHUTE METOABI CTEraHOrpaUUECKOi 3aLIUThI U
KPUNTOTpapUIECKOH 3aIIUTEL.

Anroput™ B. A. MuTeknHa — 0COOCHHOCTH pean3aIiii, JOCTOMHCTBA
Y HEJJOCTATKH.

B 4eM 3akimiouaercs ycoBeplieHCTBOBaHUE airopurMa B.A. Murekuna
B IIPOTPAMMHBIX ITPOIYKTaX, UCIIOIb30BAHHBIX B 1a00paTOpHOH
pabote? Ouennre 3¢ (HEKTUBHOCTH HCCIEAOBAHHOTO aITOPUTMA JIJISt
BcrpauBanus [[B3 ?

[MoncuunTaiiTe MakCHMaTBbHBIX 00beM BeTpanBaeMoro 1[B3 B OuHapHOE
n3zo0paxxenne pazmepom 1024x128 nukceneii: a) B 6J10ku 3% 3 MUKCeIs,
0) B OJ1OKM 7X7 MHKCENEH.

IMoncuunTaiiTe MakCMMaIbHBIX 00beM BeTpanBaemoro 1[B3 B

MOy TOHOBOE M300pakeHue (256 rpamamuii ceporo) pazmepom 512x256
MUKCENEeH:

a) B 010k 3%3 mukcenst, 6) B OJ10ku 7X7 MUKCENEH.
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3ammra
MPaKTUYECKON
paboter Ne 11.

OIIK-3-31;0I1K-3-
V1

CdopmynupyiiTe OCHOBHBIE OTIMYMS CTEraHOTpapUUECKUX U
KpHUIITOrpauuecKhX METO/I0B 3alUThl HHPOPMALMOHHBIX pecypcoB. B
YeM JTOCTOMHCTBA M HEJOCTATKA KaXKJJOT0 U3 METOHOB?

[NepeuncinTe mecTs OCHOBHBIX PEXXUMOB paboTsI porpammel Invisible
Secrets-4.

B kakux ciydasix BBl MOXKETE IOPEKOMEHI0BAaTh UCIIOIb30BaHUE
Ka)XJI0T0 U3 PEKUMOB?

Onenure > dekTuBHOCTH paboTh! MporpaMmsl Invisible Secrets-4 ¢
rpaduueckumu 1 ayuo daiinamu pasTMYHbIX THHOB. [l1st 3TOTO B
pexuMe “creraHorpadus’”’ BCTpOITe JaHHBIE B KOHTEHHEPHI Pa3IMIHBIX
(hopMaTOB, CpaBHHTE IIyCThIC U 3aII0JIHEHHBIC KOHTEHHEPHI, cAenaiire
BBIBO/IBI.

[Ipu BCTparBaHUM JAaHHBIX B P&KUME “‘cTeraHorpadus’” UCIoab3ynTe
pa3IHYHbIC aNTOPUTMBI JUTS ITHU(GPOBAHNS BCTPAHBAEMBIX TAHHBIX.
CpaBHHTE ITyCTHIE U 3aMI0THEHHBIC KOHTEHHEPHI, KaK H3MEHSACTCS
pa3Mep 3aroHEHHBIX KOHTEHHEPOB B 3aBHCUMOCTHU OT METOJA
mm¢poBanua? [ToueMy BBI TIOTyYHIIH TaKie pe3yIbTaThl, 000CHYHTE.
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3amura
IIPAKTHYECKOH
pabotsr Ne 12.

OIIK-1-32;0I1K-1-
y2

Kaxwe pu3naeckie IpHHITUITEL IEKAT B OCHOBE KBAHTOBOH
kpunrorpadun?

[TosicuuTe Ha3HaUeHKE U NPUHLMI paboTH! anroputma BB84.
Ornmmmte anroput™ bernera. B gem 3axmodaroTcst ero ocobeHHOCTH?
Kaxkwue ys3BuMocTu KBaHTOBBIX KpunrocucteM Bam u3BecTHbI?
IIpuBeaute npumepsl.

Yro Takoe KBaHTOBAs 3allyTAaHHOCTb U B KAKUX MPUJIOKEHUAX
KBAHTOBBIX TEXHOJIOTHI1 3aIIUTHI HHOOPMALINH OHA HCTIONIB3yeTCs?
OnumuTe TPOTOKOJI KBAHTOBOTO PacIpeeleHIs KIouel ¢
ucnonb3oBanuem JIIP.

Kakum 00pa3oM MoXkeT ObITh OCYIIECTBIICHA aTaka Ha MpoTokoa BB84?
Kaxum 06pa3zom MoxeT OBITh OCYIIIECTBIICHA aTaka Ha MPoTokon B92?
Uro takoe PNS-araka u kakuM 00pa3oM OHa OCYLIECTBIsAETCS?

Yro Takoe KpUTHUYECKas AJIMHA JIMHUM CBSI3U U KaKUM 00pa3oM OHa
BbIuncisercs B cirydae PNS-ataku?

KM13

3ammra KypcoBoi
paboTsl

OIIK-3-32;0I1K-3-
33;0I1K-3-Y2;0I1K-
3-V3;0I1K-3-
V4;0I1K-3-B1

UYro Takoe ympasieHue prckaMy HH(POPMAIIMOHHOH Oe30macHoCTH?
Kakue coBpeMeHHBIE CTaHAAPTHI B 001aCTH HH(OPMAIIMOHHOH
0€3011aCHOCTH, MCIIOJIb3YIOLINE KOHLEIIINIO YIIPaBIeHHs prckaMu Bam
U3BECTHBI?

Iepeunciante OCHOBHBIE 3TAIbI IOCTPOCHHUS U UCIOIB30BAHUS CHCTEMEI
MOHHTOPHMHIA HH()OPMALIMOHHOW GE30MaCHOCTH.

HasoBute 0CHOBHBIE TAITbl METOAUKH TIOCTPOEHUSI CHCTEM 3aILUTHI
nadopmanmu Lifecycle Security.

Ha3zoBuTe OCHOBHBIE 3TaIBl METOAUKH OCTPOCHUS CUCTEM 3aIUTHI
uHpopmanuu Microsoft. MeTo1ka IIOCTPOCHUS CUCTEM 3aIlUThI
nadopmamn CRAMM.

Ha3zoBuTe OCHOBHBIE 3TAITBI METOAUKH OCTPOCHUS CUCTEM 3aIUTHI
unpopmanuu FRAP.

HasoBute 0CHOBHBIE TAITbl METOAUKH TIOCTPOEHUSI CHCTEM 3aILIUTHI
nadopmanun OCTAVE.

Ha3zoBuTe OCHOBHBIE 3TaIBl METOAUKH OCTPOCHUS CUCTEM 3aI[UTHI
nHpopmanuu RiskWatch.

Cdhopmymupyiite npuniun [lapero. HazoBute ero 10CTOMHCTBA H
HEJOCTATKU IPH NPUHATHH YIPABICHISCKUX PEIICHUH B 00IacTH
MOCTPOEHUS 3AIIUIIEHHBIX CHCTeM 00paboTKH HH(pOpMAaLIUK.

Kaxum o6pazom Cern [lerpn MOXHO HCIIOIB30BATH ATIS
MOJICTTMPOBAHUHS TIOBEICHHS HAPYIIUTENS B CHCTEME 3alUTHI
uHpopmarun?

UYro Takoe MeTkH B ceTsx [lerpu? Kaxum 06pazoM oHM HCIIONB3YIOTCS
TIPY MOJICTIMPOBAHNH CUCTEMBI 3aIUTHI HHpopManum?

UYro Takoe nmo3uryH B cetax [lerpu? Kaxum o6pasom onn
UCTIONB3YIOTCS IIPH MOJIETUPOBAHUY CUCTEMBI 3alIUThI HH(OPMAIN?
YTo Takoe pa3pelIeHHbIE U 3aNpelIeHHbIE epexobl B ceTsix Iletpu?
Kakim 06pa3oM 0HH HCHONB3YIOTCS ITPU MOJIEITMPOBAHUH CHCTEMEI
3amuTHl nHGOpManun?
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DK3ameH

OIIK-3-31;0I1K-3-
32;0I1K-3-33;0I1IK-
1-31;0IIK-1-32

OIIK-1-31 CoBpeMeHHBIC METOIBI KPUIITOTpahUIECKON U
creraHorpauueckoi 3amuTbl THYOPMALUH:

Ha3zoBuTe 0OCHOBHBIE TPOOIEMBI M TEHACHIIUH PA3BUTHS COBPEMEHHON
KpUnTOrpaguu.

ITepeuncnuTe ¥ NOSCHUTE aKTyaJIbHBIE HAITPABIECHHSI COBPEMEHHON
Kpunrorpaduu.

Uro Takoe amunTHYecKas kpuntorpagus? IlosicHuTe CynHoOCTh
METOJ]a, OCHOBHBIE IOCTOMHCTBA M HEJOCTATKU.

Yro Takoe romomopdHoe mmpposanue? [loscHUTE MOCTAHOBKY 3a1adH.
UeM 0TIMYAIOTCS TOJHOCTBIO TOMOMOP(HBIE U YACTHIHO
TOMOMOP(HBIE KPUITOCUCTEMBI?

I'ne npumMensiercs romoMopdHoe muppoBanue?

UYro Takoe HU3KOpecypcHas kpunrorpadus? KaxoBo ee mpakrimaeckoe
npumeHenue? [lepeunciaure TpeOOBaHUS K CPEICTBAM HU3KOPECYpPCHOM
KpUTITOrpaduH.

B dem 3axmodaeTcs MpoTOKOJ TaHBIX MHOTOCTOPOHHUX BBEIYUCIICHHH?
KaKoBO ero HazHaueHue? IIpuBenure npuMep peanus3anuu.

Kaxum o6pazom paboTaroT mpoToKoIbl pazdoueHus cexpera? KakoBo ux
HasHadyeHHe? MPUBEJUTE MPUMEDP PeallU3alUH C TOMOIIBIO
TaMMHPOBaHHS.

IlosicauTe npoTokon pasnenenus cexpera no cxeme Hlamupa. Kakoso
ero Ha3HaueHue? [IpuBeauTe npuMep peaar3alim.

IMosicanTe TIPOTOKOIN paszmeneHus cekpera cxeme AcMyTta-biyma u ero
Ha3HaueHHe. [IpuBenuTe mpuMep pearn3amnim.

Kax paboraer 6urpammuslii mudpa [nefidepa? [losicuuTe npouenypsl
mudpoBaHus U pacudposbiBaHns. OLEHUTE KPUIITOCTONKOCTS.
Kaxum o6pa3om ocytiecTBisieTcs NemuppoBanne mudpa mpocToi
HepecTaHOBKH MeToioM 6urpamm? [IpuBenure mpumepsl
UCTIONIBb30BAHUS aITOPUTMA MIEPECTAHOBKU B COBPEMEHHBIX
CHMMETPHYHBIX KPHUIITOCHUCTEMAX.

Kak pabGoTaeT renepatop MceBIOCIyJaifHbIX TOCIEA0BATEIILHOCTEH,
OCHOBAHHBIN Ha PETHCTpPE CIBUTA C JMHEHHOI 00paTHOM CBA3BIO?

Yo Taxoe JIMHEIHAas CII0)KHOCTh OMHAPHOH MOCIIEJ0BATENEHOCTH?
Yro Takoe M-mocienoBaTeaIbHOCTD U KaKOBHI €€ CBOMCTBA?

OIIK-1-32 OcHOBHBIEC KBAHTOBO-MEXaHUYECKUE IPUHIIUIIBL, JIXKAIINUE B
OCHOBE TIOCTPOCHUS KBAHTOBBIX CHCTEM 3aIUTHl HH()OpMAIHH:

B gem 3axmogaercs npobiema pacnpeeneHus KIodeil B cucremMax
3aIIUTHl HHpOpMAIUN?

Ha3zoBuTe KBaHTOBO-MEXaHUUECKIE IIPHHITUITE ¥ TOSCHUTE X
UCTIONIb30BaHKE B HH(OPMAI[HOHHON 0€30MacHOCTH.

UYro Takoe KBaHTOBasi KPUITOCUCTEMA M KAKOBO €€ Ha3HaueHHe?
IMosicHATE TIPHHITUIT ACHCTBHUS POTOKOJIA KBAHTOBOH KpHIITOTpaduu
BBg4.

TTosicHuTe MPUHIKI ASHCTBHUSA MPOTOKOJIA KBAHTOBOM KpUnTorpapuu
B92.

UYeM oTiIMYAIOTCS IPYT OT APYyra KBAaHTOBBIE KPUIITOCUCTEMBI C
HOAPHU3ALHOHHBIM U (ha30BbIM KoupoBaHueM? [IpuBenute mpuMepsl.
HasoBure Hanbonee pacnpocTpaHEHHbIE YSI3BUMOCTH KaHAIIOB
KBaHTOBOI'O paclpeielieHHs KII0YeH.

INoscauTe MpUHIUI PabOTHI CHCTEM KBAaHTOBOT'O PaCIIpeeIeHHs
witouell. [IpuBeaure npuMepsl peanusauu.

HasoBute ocHOBHBIE BU/IbI TPOTOKOJIOB KBAHTOBOI'O PACIPENEIEHUS
Krrouelt. OxapakrepusynTe UX IpPeuMyIecTBa U HEAOCTATKU.
KakoBbI mepcHeKTUBB! pa3BUTHS KBAHTOBBIX TEXHOJIOTHUII 3aIIUTHI
nHpopmanuu?

OIIK-3-31 MeToabl 3aIUTHI IPOTPAMMHOTO 00ECTICUSHHUS OT yIPo3
uH(pOPMALMOHHOM 6€30MaCHOCTH, METOBI 3aIIUTHI aBTOPCKHUX MpaB Ha
U (pOBOI KOHTEHT:

Ha3zoBuTe 1emu 3auuThl IPOrPaMMHOTO 00ECICUCHHS.

Kaxum 06pa3oM OCyIIECTBISAETCS IOPHIMIECKAst U TEXHHYECKAs! 3aIl[1Ta
MPOTPaMMHOTO oOecTIeueHUs?

TlosicHUTE TEXHUKY BHEIPEHHUS KOJIA B HCIIOTHSEMbIC (DaiiiIbL.
IpuBeanTe KIACCHOUKAINIO MEXaHH3MOB BHEPEHHSI.




Kaxkue anroputmsl BcTpanBaHMs IH(POBOTO BOASHOTO 3HAKA B
ucrionHsiemble Qaiins Bam n3BectHbr? HazoBuTe MX 10CTOMHCTBA U
HEJJOCTaTKH.

Kakim 06pa3om ocymecTBISETCS 3aMNTa YIEKTPOHHBIX JJOKYMEHTOB C
WCTIOJIb30BaHUEM IIH(POBBIX BOASHBIX 3HAKOB?

[MosicHuTe TpUHIKI PAOOTHI AITOPUTMOB BCTpaUBaHUS HU(POBBIX
BOJISTHBIX 3HAKOB B ITOJ[yTOHOBBIE M OMHAPHBIE H300pakeHHI.

UYro Takoe cTeraHorpadus 1 4eM OHa OTIHYaeTcs OT Kpunrorpapun?
Yro Takoe pobacToCTh H300paXKEHHS U OT YEro OHA 3aBHCHUT?

OIIK-3-32 OcHOBHBIC METOIVKI aHAIN3a PUCKOB MH(POPMALHOHHOH
6€3011acHOCTH Ha PEANPUSTHH:

Uro Takoe TeXHUIECKHE CIIOCOOBI OpraHn3allui yTedkd HHpopMarm?
IIpuBequre nx KIacCUPUKALIUIO.

Yro nmpencrasisier coO0i BU3yalbHO-ONTHYECKUH KaHA yTCUKH
nHpopmanun? HazoBuTe OCHOBHEIEC CIIOCOOB! IIPOTHBOICHCTBUS EMY.
UYro mpeacTaBiIsAoT co00H aKyCTHUSCKIH 1 BUOPOAKyCTHIESCKHI KaHAT
yreuku uHopmarun? HazoBruTe 0CHOBHBIE CLIOCOOBI IPOTUBOCHCTBUS
UM.

UYro mpencraBiseT coO0i 37EKTPOMAarHUTHBIA KaHAT YTEUKI
uapopmanun? HazoBuTe OCHOBHBIE CIIOCOOB! IPOTUBOCHCTBUS EMY.
Yro nmpencrasisieT coO0i MaTepHaNIbHBIN KaHaNl yTeukd HHpopManuu?
HasoBute 0CHOBHBIE CLIOCOOBI IPOTHBOACHCTBHS My .

Ha xakux mpuHITIIIAX CTPOUTCS CHCTEMa 3alIUThl KOH(DUACHINATBEHON
nHPOPMALIMH OT yTedek?

HasoBuTe 0OCHOBHBIE TEXHOJIOTHH 3ALIUTHI OT YTE€UEK JaHHBIX.
[IpuBemure nx OOIIYIO XapaKTEPHCTHKY M KITaCCH(UKAIIHIO.

Ornumute DLP-cucteMsl, uxX ocHOBHBIE 3aaa4un. KakoBsl TpeOoBaHUS K
DLP-cucremam? YTo Takoe KOHTEKCTHBIM KOHTPOJIb 1 KOHTEHTHAs!
¢umeTpanus B DLP-cucreme?

Onuuute IPS-cucteMsl, X OCHOBHBIE U JOIOJHUTEIbHBIC 33a4H,
TEXHOJIOTHH AETEKTUPOBaHUS KOHPHUISHIHANbHOW nHpopmaruu B [PS-
cucTeMax.

Omumute IRM-crcTeMbl, IX OCHOBHBIE 33/1a91 U MEXaHU3MBI
peanuzanuu. B yem 3akmouarotcs ocobennoctu IRM-cucrem, ux
JOCTOMHCTBA U HEJJOCTATKU?

Uro Takoe IDL-cucrembr? KakoBbl ©X OCHOBHBIE BOBMOXXHOCTH U
MEXaHMU3M pealn3auun? noscHuTe ucnonb3oBanue IDL-cucrem s
pacclieioBaHHs KUOEpIIPecTyIeHUH.

Yo Takoe aTpuOyTHBIH KOHTPOIIb JocTyna? KakoBsl ero 6a3oBble
MEXaHHU3MBbI peaTn3aun?

B gem cocTout Mozens ¢ NONHBIM NepekpbITueM yrpos? Hazosute ee
JOCTOMHCTBA U HEJJOCTATKU.

Yro Takoe ympasieHHe pruckaMi HH(POPMAIIMOHHOH Oe30macHoCTH?
Kakue coBpeMeHHBIE CTaHAAPTHI B 001aCTH HH(OPMAITMOHHOH
6e30MacHOCTH, UCIONb3YIOIINE KOHLIEMNIUIO YIIPaBIeHHs puckamu Bam
U3BECTHBI?

[lepeuncianTe OCHOBHEIE 3TaIbI TOCTPOCHHMS M MCIIOIb30BAHUS CHCTEMEI
MOHHUTOPHHTa HH(OPMAIIMOHHON 0€30MacHOCTH.

HasoBuTe 0CHOBHBIE TAITBl METOAUKH TIOCTPOEHUS CHCTEM 3aILUThI
nadopmanmu Lifecycle Security.

Ha3zoBuTe OCHOBHBIE 3TAITBl METOAUKH IIOCTPOCHUS CHCTEM 3aIUTHI
uHpopmanuu Microsoft. MeToanka mocTpoeHHs CUCTEM 3alUThI
nHpopmanun CRAMM.

Ha3zoBuTe OCHOBHBIE 3TAITBl METOAWKH IIOCTPOCHHUS CHCTEM 3aIUTHI
uadopmanun FRAP.

HasoBuTe 0CHOBHBIE ITAITBl METOAUKH TIOCTPOEHUS CHCTEM 3aILUThI
nadopmanmn OCTAVE.

Ha3zoBuTe OCHOBHBIE 3TAITBl METOAUKH IIOCTPOCHUS CHCTEM 3aIUTHI
uHpopmanuu RiskWatch.

Coopmynupyitre npunimn Iapero. Hazosure ero nocronncrsa u
HEJOCTATKA NIPH NPUHATHH YIPABICHIECKUX PEIICHNH B 001acTH
MOCTPOCHHUS 3AIIUIIEHHBIX CUCTEM 00paboTKH HH(OPMAIUH.

OIIK-3-33 MeTo/ 161 MOICTTUPOBAHHUS TIOBE/ICHUST HAPYIIIUTEIS
nH(pOpMaMOHHON 6e30macHOCTH. [IPpHHIUITEI TOCTPOCHUS U
¢yaxumonuposanus cereit [lerpu:




Kakum o6pazom Ceru [leTpr MOXKHO UCTIONB30BATh JUIS
MOJICTTPOBAHUHS TIOBEICHHS HAPYIIUTENS B CHCTEME 3alTUTHI
uHpopmarm?

Uro takoe MeTkd B ceTsx Ilerpu? Kakum 00pa3omM OHH UCTIONB3YIOTCS
MPY MOJICTIMPOBAHNH CUCTEMBI 3aIUTHI HH(popManum?

Uro Takoe mo3unmu B ceTsx [lerpu? Kakum o0pazom oHH
UCTIONB3YIOTCA TIPH MOJICTHPOBAHUY CHCTEMBI 3al[UThI HH(OPMAIIN?
Uro Takoe pa3pelieHHbIe U 3alpelleHHble nepexosl B ceTsix [lerpu?
Kakxum 006pa3oM OHH HCIIONB3YIOTCS IPH MOJECTHPOBAHNH CHCTEMBI
3amuUTH HHpOpMann?

5.2. Ilepeuenb paGoT, BHINOJIHSE

MBbIX 110 JUCIHUILJINHE (

KypcoBas padora, Kypcosoii npoekr, PI'P, Pedepat, JIP, IIP u 1.11.)

Kon Hazpanue Hposepsenie
paboTh! paboTh! HHJIMKATOPB Coneprxanue paboTsI
KOMIIETEHITHH

P1 IIpaxrrueckas OIIK-1-31;0IIK-1- | M3y4yeHue Ha MpakTUUECKUX IPUMEPAxX MIPOTOKOJIA TalHbIX
pabora Nel. V1 MHOTI'OCTOPOHHMX BBIUUCIIEHHH Ha OCHOBE asiropurMa RSA, cxemsl
Uzyuenue pa3dueHHst CeKpeTa C MOMOILBI0 TAMMHUPOBAHUS, CXEM pa3eieHuUs
IIPOTOKOJIOB CEeKpeTa C OMOILBI0 HHTEPIIOJSAMOHHbBIX TOIMHOMOB Jlarpanxa u
pa3OueHus U KUTaICKOI TeopeMbI 00 OCTaTKax.
paszienieHns CeKpeTa

P2 IIpaxruueckas OIIK-1-31;0I0K-1- | M3yueHue IpHHITUIOB HOCTPOCHNUS MIM(POB 3aMEHBI HA TIPHMEpe
pabora Ne 2. Y1 umopa Ilneiidepa.
CUMMeTpUYHbIE
KPUIITOAITOPUTMEL.
Mudp [neiidepa.

P3 [Tpakruueckas OIIK-1-31;0I0K-1- | V3y4yenue mudpoB nepecTaHOBKA U IPOCTEHIINX METOIOB MX
pabora Ne 3. V1 KpUIITOAHAIN3a
Jemmdpposanue
mmdpa mpoctoit
[IepeCTaHOBKYU MPH
MIOMOIIIX METOAA
ourpamm.

P4 IIpakruueckas OIIK-1-31;0I0K-1- | U3yuenue npuHIuna paboTs TeHEpaTOpa MCEBIOCTyYaiHBIX
pabora Ne 4. B1 M0CJIe0BATENbHOCTEN, OCHOBAHHOI'O HA PETUCTPE CABUTA C IMHEHHOH
Wzyuenue 00paTHOM CBS3BIO.
PETHCTPOB CIBHUTA C
JTUHEHHON 00paTHOI
CBSI3bIO
KaK TeHepaTopoB
[ICEBAOCITYYalHbIX
qucen

P5 [Ipakruueckas OIIK-3-32;0I1K-3- | HM3y4eHune NpuHIUIIOB MOCTPOCHHUS MOJUTHK O€30MIACHOCTH U MOJIEIeH
pabota Ne 5. v3 nHpopManmoHHo! 6e3omacHocTH. COCTaBIEHUE MOJIENHU C TTOTHBIM
W3zy4enne moxenu HEePEKPHITHEM YTPO3 Ha IPUMEpe KOHKPETHOTO IPEIIPHATHSL.
HHGOPMAITHOHHON
0e301macHOCTH ¢
TOJTHBIM
MIEPEKPBITHEM YTPO3

P6 [Ipakruueckas OIIK-3-B1;OIIK-3- | AHanu3 puckoB MH(OPMAIIMOHHOI 0€30MaCHOCTH NPEANIPUATHS 110
pabota Ne6. Anamuz |32 mertoauke COBIT.
PHCKOB
nH(pOPMALMOHHOM
6e3omacHoOCTH

P7 [Ipakrnueckas OIIK-3-V5 N3yuenne npuHunoBs [lapeTo-onTUMU3aLU U CUCTEMBI TOAIEPKKI
pabora Ne 7. TPUHATHUS PEIICHHH B 00JIaCTH IIPOESKTHPOBAHMS CHCTEMBI 3aIIIUTHI
W3yuenne cucteMsl uH(pOpMaLUH Ha IPEIIPUSITUH, TOCTPOCHHOI Ha OCHOBAaHHU METOMA
MOJIEPKKH JIOCTHDKUMBIX LieJIei.
TPUHSATHUS PEIICHUIH
B 00MacTn
MIPOEKTUPOBAHUS

CHCTEMBI 3aI[UThI
nHpopManuH Ha
HIpeANPUSTUI




P8

IIpakruueckas
pabota Ne 8.
Pa3pabotka
ClLieHapueB AeUCTBUM
HapYIIUTENS
HHPOPMAITUMOHHON
Oe3ormacHOCTH ¢
HCIIOJIb30BAHUEM
ceru [lerpu.

OITK-3-33;01TK-3-
V4

W3yuenue npuHIUNIOB noctpoeHus cereil [lerpu u pazpaboTka
CIIeHapHueB JISHCTBUI HapyIIUTelst ”HPOPMALMOHHOM 6€301acHOCTH C
UX UCIIOJIb30BaHUEM.

P9

[Ipakrnueckas
pabota Ne 9. 3amura
MIPOTPaMMHOTO
obecniedeHus
METOIaMu
creraHorpaduu

OIIK-3-31;0I1K-3-
v1

HN3yudenue criocoO0B 3aUThl IPOrPaMMHOTO 0OecTICYEHHUSI.
ITpumeHenue creraHorpaMIecKix METOJIOB.

P10

IIpaxkruueckas
pabota Ne 10.
3amuTa
JIIEKTPOHHBIX
JIOKYMEHTOB C
UCTIONIb30BaHUEM
IU(POBBIX BOASHBIX
3HAKOB

OIIK-3-31;0I1K-3-
V1

N3ydenne cioco0OB 3aIIUTHI JIEKTPOHHBIX TOKYMEHTOB C
HCIIONIb30BaHUEM I (POBBIX BOASHBIX 3HAKOB.

P11

IIpakruueckas
pabora Ne 11.
CTEeroKOMILIEKCHI,
JTOITY CKAIOIINE
WCTIOJb30BaHHE
ayTMOKOHTEHHEPOB

OIIK-3-31;0I1K-3-
V1

Nzyuenne nporpammuoro komiuiekca INVISIBLE SECRET u
NPUHIUIIOB CTEraHOrpa(UIecKOro BCTpauBaHus HH(GopMaun B
Ay TUOKOHTEHHEPHI.

P12

[Ipakruueckas
pabota Ne 12.
Pacuer kpurnueckoi
JUTMHBI JIUHUM CBS3U
npu PNS-arake Ha
KBaHTOBBIN KaHaJ

OIIK-1-32;0I1K-1-
y2

U3yyeHnne aTak Ha KaHAJl KBAHTOBOM CBS3H U pacueT KPUTHYECKON
JUTMHBI JINHUU CBsi3u 1ipu PNS-aTake Ha KBAaHTOBBIN KaHAJI.

P13

Kypcosas pabota.
AHanmm3 pUCKOB
nHpOPMAINOHHOM
6e30MacHOCTH.

OIIK-3-32;0I1K-3-
V¥2;0IIK-3-Y3;0I1K
-3-Bl

AHanm3 pucKoB HHPOPMAIMOHHOI 6e301acHOCTH 110 3aJaHHOH
METO/IMKE U BBIPa0OTKa PEKOMEH/IALINH 110 IOCTPOCHUIO MOJIUTHUKA
MH(POPMATMOHHOW 6€30MTaCHOCTH MPEIIPHUITHS.

5.3. OueHouHble MaTepuaJibl, HCNOJb3yEeMbI€ VISl IK3aMEHa (OHPIC&HPIe 6l/l.l'leTOB, TECTOB U T.l'[.)

DK3aMeHAIMOHHBIN OWIIET COCTOUT U3 IByX TEOPETUIECKIX BOMPOCOB. brumers xpaHsres Ha kagenpe. OOpazel dSk3aMeHAIIHOHHOTO
Ounera npuBeneH B pazaene [Ipunoxenus.




5.4. MeToauka OLIeHKH 0CBOCHHS NUCHMILIMHBI (Moay/1s, npakTuku. HAP)

DK3aMeHalMOHHas OLICHKA:

OneHka "oTaMYHO" BBICTABISIETCS CTYIEHTY, IOJHOCTHIO OTBETHUBIIEMY Ha JIBa TEOPETUYECKUX BOIIPOCA IK3aMEHALIMOHHOTO
Ourera, 0OHapYXHUBIIEMY BCECTOPOHHEE, CHCTEMATHIECKOE U TITyOOKOe 3HaHNE YIeOHOI0 MaTepHaa, IpexyCMOTPEHHOTO
MIPOTPaMMOii; yCBOMBILIEMY OCHOBHYIO U 3HAKOMOMY C JOMIOJHHUTENBHON JIUTEPATYPOH MO MpOorpaMMe; YMEIOIEMY TBOPUYECKH U
OCO3HAHHO BBITIOJIHSATE 3aJ[aHHsl, TTPEyCMOTPEHHBIE TPOrPaMMOii; YCBOHMBILIEMY B3aHMMOCBS3b OCHOBHBIX MOHSITHN U YMEIOILIEMY
MPUMEHSTh UX K aHATU3Y W PEIICHUIO MPAKTHUECKUX 3aj1ad; 0e3yNpeyHO BHIOIHUBIIEMY B TIPOIIECCE U3yUSHHS JUCITUTUTIHEI BCE
3aJlaHus, IPETyCMOTPEHHBIE (POPMAMHU TEKYLIETO KOHTPOJIS;

OreHKH "Xopomo" 3acayKUBAET CTYJICHT, OTBETHBIIMHA MOJHOCTBIO HA OJMH BOMPOC SK3aMEHAIIMOHHOTO OMJIETa U OTBETHBIIHIA
YaCTUYHO Ha JIPYTOH BOMPOC, IIPU STOM OOHAPYKHUBIIHIA MOJTHOE 3HAHUE yUeOHOTO MaTepHaa, pexyCMOTPEHHOTO MPOTPAMMOIA;
YCIICIIHO BBHIMOJHUBILUHA BCE 3aJaHUs, [IPELYyCMOTPEHHBIC (DOPMAaMU TEKYIIEro KOHTPOJIS,

OHGHKa "y[[OBHCTBOpI/ITeJIBHO" BBICTABJIACTCA CTYJACHTY, OTBETUBIIEMY ITOJTHOCTBIO TOJIBKO Ha OAWH BONIPOC S3K3AaMCHATUOHHOTO
ousera wian JOIyCTUBIIEMY NOTPEITHOCTU B OTBETE HA BOIPOCHI IK3aMECHAITMOHHOTO ounera u 06nana101ueMy HCO6XO,HI/IMI)IMI/I
3HaHUSAMU AT UX YCTPAHCHUA IO PYKOBOJACTBOM IIpEriogaBaTeIsd;

OreHKka "HEyIOBIETBOPUTENEHO" BEICTABIISICTCS CTYACHTY, HE OTBETHBIIEMY Ha /IBa BOIIPOCA IK3aMEHAIIMOHHOTO OHIeTa,
00Hapy>KUBILIEMY MpoOebl B 3HAHUM OCHOBHOTO MaTepuaa, IpeJyCMOTPEHHOT0 IPOrpaMMOM, TOMYCTHUBIIEMY IPUHIUIHATBHBIE
OLIMOKU B BBIMIOJHEHUH MPETYyCMOTPEHHBIX IPOrpaMMOi 3aIJaHNH; HE BBIIOJTHUBIIEMY OTAENbHbBIE 3aaHHs, IPEAYCMOTPEHHbIE
(hopMamu TEKyIero KOHTPOJIS.

OreHKka 3a KypcoBYyO paboTy:

OlieHKa «OTIIUNYHOY» CTABUTCSI, €CITH:

— KypcoBasi paboTa BBINOJIHEHA B MTOJHOM 00beMe U COOTBETCTBYET 331aHHUIO;

— MOSICHUTEITbHAS 3aIIMCKa COCTABIIEHa aKKyPaTHO, MTOCIEI0BATEIBHO C YIEeTOM TPeOOBaHHI CTAHIAPTOB 110 COCTABICHUIO
TEKCTOBBIX TOKYMECHTOB;

— MPAKTHYECKas YaCTh KypCOBOM pabOTHI BHIMOIHEHA B [TOJIHOM 00beMe;

— BBIIIOJIHCHHEC KprOBOﬁ pa6OTBI MMPOXOAUJIO B ITOJTHOM COOTBETCTBUH CO CPOKaMH KypCOBOT'O IIPOCKTUPOBAHUS;

— 3aImmTa KypcoBoil paboThI IIPOBEICHA TPAMOTHO € IEMOHCTpAINEH BCeX BO3MOXKHOCTEH PACCMOTPEHHOM METOINKA aHAITH3a
PHCKOB.

OHCHKa «XOpOomo» OOITYyCKacT:

— HEKOTOPBIE OTCTYIUICHHS OT 'padMKa BBITOIHEHUS KyPCOBOTO MPOSKTUPOBAHUSL;

— CYIICCTBOBAHUEC HE3HAUUTCIIbHBIX HOFpeHJHOCTCﬁ B O(I)OpMJ'IeHI/II/I MOSICHUTEJIbHOM 3aITUCKHU U peajin3ally MCTOJAUKH aHAJIM3a
PHUCKOB (TIPAaKTUIECKON YaCTH KypCOBOH paboThI).

— HEJOCTAaTOYHO MOJHBIMH PEKOMEHAAIMSIMU IO (POPMHUPOBAHUIO MOJTUTUKU 0€30MaCHOCTH OpraHU3aIHH.

Ornenka «YOOBJICTBOPUTCIIBHO» JOIYCKACT:

— CYILIECTBOBaHUE OIIMOOK, HETOYHOCTEH M HEMOCIEI0BATEILHOCTH TIPU COCTABIICHHUH MOSICHUTEILHON 3aITUCKH;

— 3HAYUTEIbHBIC OTCTYIUICHUS OT TpeboBanuii ECKJI npy BHINIOJIHEHNH TOSCHUTEIBHON 3aITUCKH;

— OTCYTCTBHE TTIOAPOOHOTO OMICAHUS pACCMATPUBAEMBIX PHUCKOB H YSI3BUMOCTEH;

— OTCYTCTBHE CAMOCTOSITEIbHOCTH U TBOPUYECKOTO MOIX01a TPH (POPMYTUPOBKE PEKOMEHIALNH 10 (POPMUPOBAHUIO TIOJTUTUKH
06€e30I1aCHOCTH;

— 3HAYUTEIHLHOE OTCTYIUICHUE OT CPOKOB BBITIOTHEHHSI KyPCOBOW paOOTHI;

— HE/IOCTaTOYHO TPAMOTHYIO 3aIlUTY U HEMOJIHYIO IEMOHCTPAIMIO BO3MOXHOCTEH paccMaTpuBaeMOi METOIMKH aHaJIN3a PUCKOB.

OrmeHka «HCYOOBJICTBOPUTCIIbHO» NOITYCKACT:

— HECOOTBETCTBUE KyPCOBOW pabOThI 3a1aHHIO;

— OTCYTCTBHE y4eTa TpeOOBaHHI CTAaHIAPTOB IO 0()OPMIICHUIO TEKCTOBBIX TOKYMEHTOB IIPH COCTABIICHUH MOSCHUTEIBHON 3aITHCKY;
— TIOJTHOE OTCYTCTBHE OIMCAHMS PacCMaTPUBAEMBIX PHUCKOB U YSI3BIMOCTEH;

— CyIIECTBOBAHUE OIMIMOOK U HEIIOCIEA0BATEIFHOCTH B PEATH3a[IH METOUKI aHATH3a PUCKOB;

— 3HAYHUTEIBHOE OTCTYIUICHHE OT CPOKOB BBHIMOITHEHHS KYpPCOBOW pabOTHI;

— HECIocOOHOCTh TPaMOTHO 3aIIUTHTE KypCOBYIO paboTy.

6. YHEBHO-METOAUWYECKOE U HTHO®OPMAIIMOHHOE OBECIIEYEHHWE

6.1. Pexomenayemas jqurepartypa

6.1.1. OcHoBHas JiuTEpaTYpa

ABTOpBI, COCTaBUTEIU 3arnaBue Bbubnmoteka W3narenscTBo, rox




ABTOPBI, COCTaBUTEIH 3arnaBue Bbubmmnoreka W3narenscTBo, rox
JI1.1 | ®abpuunoB A. T., Kondunenuuansaoe DnexkrpoHHas OUOIUOTEKA Mockga: Jloroc, 2011
Hémymkun A. C., JIEIIONIPOU3BOICTBO 1
Konppamosa T. B., 3aLUILEHHBIH AJIEKTPOHHBII
Kynses H. H. JIOKYMEHTOO00POT: Y4eOHUK
JI1.2 |HWnbuues E. B., KBanroBas nHpOpMaTHKa U DnexkrpoHHas OubIMOTEKA Hosocubupck:
I'punbepr 5. C. KBaHTOBBIC OMTHI HA OCHOBE HoBocubupckuii
CBEPXIIPOBOJHUKOBBIX TOCYAapCTBEHHbIH
J0K03e(DCOHOBCKUX CTPYKTYP: TEXHUYECKUN YHUBEPCHUTET,
y4eOHUK 2013
JI1.3 | Hecrepos C. A. OcCHOBBI HUHPOPMAITUOHHOK DneKkTpoHHas OUOITHOTEKA Cankr-IlerepOypr:
0e30macHOCTH: yaeOHOe WznarenbcTBO
nocobue INonuTexHU4eCKOro
yHHUBepcuTera, 2014
JI1.4 |HWmyxosa E. A,, Kpunrorpadudeckie DneKTpoHHAas OUOIHOTEKA Taranpor: FOxHbIii
Jlo6osa E. A. IIPOTOKOJIBI U CTAHJAPTHIL: (benepanabHBIN YHHBEPCHTET,
yuaebHOe rmocobue 2016
JI1.5 | Kupnuunukos A. IT., Kpunrorpaduaeckue meTost OnexrpoHHas 6uONIMOTEKA Kasanb: Kazanckuil HayuHO-
XaiiOymuna 3. M. 3aIIUTHl KOMIIBIOTEPHOMN HCCIEIOBATEIbCKUI
WHPOPMAIIUH: yIeOHOE TEXHOJIOTHUECKHII
nocobue yruBepcuret (KHUTYVY), 2016
JI1.6 |Mensauxos B. IT., Hudopmanmonnas Bbubnnorexa MUCuC M.: ACADEMIA, 2008
Knetimenos C. A., 0€30I1aCHOCTD U 3allUTa
ITetpakoB A. M., WHpOpMaUH: yueod. mocodue
Kuneiimenos C. A. JUTS CTY. BY30B, 00y4. IO
cretw. 230201
"UHpopMannOHHbIE CHCTEMBI U
TEeXHOJIOTHH"
JI1.7 | Koctun B. H. MeToab! 1 cpeicTBa 3alIUThI DnekTpoHHas ONOINOTEKA M.: [MHUCuC], 2018
KOMIIBIOTEPHOM HH(DOPMAITHH.
Kpunrorpaduueckie MeToabl
3amuThl HHpopMannu (N
3086): yued. mocobue
6.1.2. lono/IHUTe/ILHASA TUTEPATypa
ABTODBI, COCTaBHTEIH 3arnaBue Bubnmorexa W3narenpcTBO, TOx
JI2.1 | bamuer I1. H., HudopmannonHas DneKkTpoHHas OUOIMoTEeKa Mocksa: EBpaszuiickuii
bapanora E. K., Oe3ormacHOCTE: yueOHO- OTKPBITHII HHCTUTYT, 2011
Bbabam A. B. MPaKTHYECKOE TTOCOOHE:
ydebHoe nocobue
JI2.2 | Munun U. B., Munun | 3ammra KoHOUICHIMATEHON DneKTpoHHas OMOIMOTEKa Hosocubupck:
O.B. HHPOPMAITUH TTPH HoBocubupckuii
JJIEKTPOHHOM roCyJJapCTBEHHBIN
JIOKyMEHTO00O0pOTE: yueOHoe TEXHUYECKUI YHUBEPCHUTET,
nocobue 2011
JI2.3 | Jlanonuna O. P. Kpunrorpadudeckie 0CHOBbBI DneKkTpoHHas OUOITHOTEKA Mocksa: HanmonanbsHbIH
6e3omacHOCTH: yueOHOE OTKpBITHIN Y HUBEPCHUTET
nocooue «MHTYHWT», 2016
J12.4 | Hoppep I'. A MeTtoapl ¥ CUCTEMBI IPUHATUSL | DIeKTpoHHAs: OMOIUOTEKA Kpacnostipck: Cubupckuit
penreHnii: yueOHoe mocodme (benepanbHBIN YHHBEPCUTET
(CdY), 2016
JI2.5 |Lenwx A. H., llenbix | AmanTuBHBIE DnekTpoHHas ONOINOTEKA PocroB-na-/lony, Taranpor:
JI. A., bapxosckuit C. | uH(pOpPMAIIMOHHBIE CUCTEMBI HOxHsII QenepanbHbIit
A. JUTSL TIOAJICPKKU TIPUHSATHUS yHuBepcuret, 2018
perreHnii: MOHOTpadhHs
JI2.6 |bemuncKuit A. B. KBaHTOBEIE H3MEpeHHS: OnexrpoHHas 6nbIMoTeKa Mocksa: BMHOM.
yueOHOe mocobue Jlabopatopus 3HaHui, 2015
JI2.7 |Bummasxos A. /., O0mas Teopust pHCKOB: yueO. Bbubmnorexka MUCuC M.: ACADEMIA, 2007

Panmaes H. H.

nocoOwue Ui CTy. BY30B,
00yu. 1o criett. "MeHeKMEHT
opraHuzanuu”




ABTOPBI, COCTaBUTEIH 3arnaBue Bbubmmnoreka W3narenscTBo, rox
JI2.8 | Amnuramos A. 3., OneMeHTHI Teopun rpados u Bbubmorexka MUCuC , 2009
Maxkapos I1. B., ONTHMM3ALU Ha CETIAX
CemenoBa H. B.
6.1.3. MeTtoguueckue pa3padoTku
ABTODBI, COCTaBHTEIH 3arnaBue bubnmoreka W3narenbcTBO, roj
JI3.1 |Maxkapepuu O. b., OCHOBBI 3alUILIEHHOTO DneKTpoHHAas OMOIMOTEKa Taranpor: U3narenbcTBO
ba6enko JI. K., JIeIIONPOU3BO/ICTBA: IO KypCy TPTYVY, 2000
IlIunos A. K., TexHOMOTHSI 3aIUIIIEHHOTO
Kosanenxo A. B. JIOKyMEHTO000pOTa:
METOIYecKoe mocodne
JI3.2 | Kucenesa U. A. MonenupoBaHue PUCKOBBIX DneKTpoHHAas OUOTUOTEKA Mocksa: EBpazuiickuii
CHUTYaIiii: yaeOHo- OTKpBITBII HHCTUTYT, 2011
METOUYECKUH KOMILIEKC
JI3.3 | Oneitaukos C. 4., Puck-mMeHeKMEHT: yueOHo- DnexrpoHHas OUOIUOTEKA Mockgsa: EBpa3uiickuii
Bouapos C. A, METOJIMYECKUH KOMITJIEKC OTKPBITBIN HHCTUTYT, 2011
HBanos A. A.
JI3.4 |Bexunos 1O. X., Teoperuueckas ¢usuxa: Paza.: | bubnuoreka MUCuC M.: Yueba, 1981
Kyspmuu U. I1., KBanToBas MexaHuka: Yueo.
Kapgpimesuu A. E. MocoOMe IS TIPAKT. 3aHATHH
Juig cTyaeHTos crel. 0406,
0629, 0606
JI3.5 |baxapos JI. E. HudopmannonHas DneKkTpoHHas OUbIMoTeKa M.: [MUCuC], 2019
0e301TacHOCTh M 3aIiTa
uHpopMarun (pa3nenst
KpunTorpadus u
creranorpadus) (N 3854):
MPAKTHKYM
JI3.6 |IlerpoB A. E. MatremaTrueckiue MoJIeNn DnekrpoHHas ONOINOTEKA M.: [MUCuC], 2018
npunsaTus pemenuit (N 3092):
y4eOHO-MeTo/1. mocobue
6.2. ITepeuennb pecypcoB HHPOPMALMOHHO-TEJIEKOMMYHUKALMOHHON ceTH « AHTepHeT»
Kypc "CoBpeMeHHbIE TEXHOJIOTHH 3aIUThI https://Ims.misis.ru/login/canvas
51 napopmanmn” B JOMC Canvas. Pexxum mocrtyma -
URL: https://lms.misis.ru/login/canvas ( nata
obpaienus 06.08.21)
OdunmanbHelii caiit denaepanbHOi ¢y 061 PO mo https://fstec.ru/
ryp | TAMOKEHHOMY H SKCHIOPTHOMY KOHTPOIIO. Pexxum
noctyna URL: https://fstec.ru/ (mara oOparueHust
01.07.2021).
6.3 IlepeueHb NPOrpaMMHOro odecrneyeHust
1.1 | Win Pro 10 32-bit/64-bit
I1.2 |LMS Canvas
I1.3 | MS Teams
1.4 |WinRAR
6.4. Tlepeuens MHPOPMANHOHHBIX CHPABOYHBIX CHCTEM H MPOdecCHOHAIBHBIX 023 TaHHBIX
N.1 | 1. bauk ganHbIX yrpo3 6e3onacHocty nnpopmanuu (https://bdu.fstec.ru/)
N.2 |2. EnuHOe 0KHO JOCTyma K oOpaszoBarebHbIM pecypcaM (http://window.edu.ru)
.3 | 3. DnexrponHo-oubmuoreunas cucteMa "Jlaup" (https://e.lanbook.com)
i 4. ScienceDirect - 6a3a TTOJTHOTEKCTOBBIX HAYYHBIX XKYPHAJIOB M KHUT M3/1aTenscTBa Elsevier
) (https://www.sciencedirect.com)
N.5 |5.Scopus - equnas pedeparuBHas 0a3a JaHHBIX Hay4YHBIX IMyOuukarui (https://www.scopus.com)

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHHE

Ayn. | Haznauenune | OcuHarienne




JI-731

VYuebnass aymutopus/ KommbloTepHBIH
Ki1acc:

JIOCKa  ayIUTOpHAs  MeEJoBas, OSKpaH MPOCKIHMOHHBIH,
MIPOEKTOp, CTalMOHAapHbIE KoMmbioTepsl 15 mr. T1O-Visual
Studio;  Electronic WorkBench; APACHE; MySQL;
XAMPP; Python, xomruiekr y4eOHOW MeOenH, TakeT
JMIEH3NOHHBIX TporpamMm MS Office

JIro6oit
MynpTUMeauiiHas

KOpITyC

VYueOHas ayauTopus Uil TIPOBEICHUS
3aHATHH JICKIMOHHOTO THIIA W/WIK JUIS
IIPOBEACHUS PAKTHUECKUX 3aHATHIL:

KOMIUIEKT y4eOHOW Mebenn no 36 MecT iss 00ydaromuxcs,
MyJIbTUMEANHOE  000pyNOBaHWE, MAarHUTHO-MapKepHas
JIocka, pabodee mecto mpemonasarens, I[IKc moctymom k
UTC «UHutepuer», DUOC yHuBepcuTeTa 4Yepe3 JIMYHBINA
kabuner Ha tiargopme LMS Canvas, IHIICH3MOHHBIE
nporpammsl MS Office, MS Teams, ESET Antivirus

8. METOANYECKHUE YKA3AHUSA 1JIAA OBYYAIOIIUXCA

JlucruiHa OTHOCHTCS K TOYHBIM HayKaM U TpeOyeT 3HAUUTEIbHOT0 00beMa CaMOCTOATENIbHON paboTel. OTaenbHbIe yueOHbIe
BOIPOCHI BBIHOCSTCSI HA CAMOCTOSITEIBbHYIO IIPOPA0OTKY U KOHTPOIHMPYIOTCS IOCPEACTBOM TeKyllel arTecrauny. KauectBeHHOE
OCBOCHHE JUCLMILTMHBI BO3MOXHO TOJIBKO IIPH CHCTEMAaTHUECKOH caMOCTOsITeNIbHON paboTte. KypcoBas paboTa mpoBoauTest ¢
MIMPOKNM HCIIONTE30BaHNEM KOMITBIOTEPHBIX MTPOTPaMM, KaK IS BEITOJTHEHHS, TaK U I oopmMireHus pabotsl. [Ipakrnaeckne
PabOThI BBIMOJIHIIOTCS C HOMOIIBIO KOMIIBIOTEPHBIX ITPOIPaMM UMHUTALIMOHHOTO MOJIeNupoBanus. Tak Kak cuTyarus B cdepe
UH(OPMALMOHHOH 0€3011aCHOCTH HENPEPHIBHO U3MEHSIETCS, KPOME PEKOMEHIOBaHHOM JIMTEPATyPhl, 00yUYatomUMCs ClIeyeT
AKTHUBHO WCIIOJIE30BaTh MAaTEPHAIbI IEPHOINIECKON ITe9aTH, CeTH HHTEPHET U COIMATIBHBIX CETEeH, 3aTParuBaroIie BOIPOCH!
3amuTh! HHpOopManuu. [IpuBeTcTByeTCs Takke MOCEHIeHHEe CTYICHTaMH CIEHATH3HPOBAHHBIX BEICTABOK M0 HAIIPABICHUIO
MH(OPMALMOHHOI 0€30MacHOCTH ¥ 3aIIUThl HH(OPMAINK C TeM, YTOOBI cPOPMHUPOBATh HanboJIee LETOCTHOE U aKTyallbHOE
HpeJcTaBlIeHne 00 U3yJaeMoi AUCIUIIINHE.

[pakrrdeckue 3aHATHS IO AUCIUILTIHE TPOBOAATCS B KOMITBIOTEPHBIX KIaccax B aya. JI-728, JI-731 (15 TIK B kaxxnoif). Bee
KOMITBIOTEPBI 00BEIMHEHBI B JIOKAJIBHYIO CETh C BEIX0JIOM B IHTEpHeT).




